

    

        Sake

        v0.4.4


          [image: Logo]



    


  

    Table of contents

    
      



      	Sake


      	Changelog


      	Security policy





    	Guides
      


      	Quickstart


      	Tools


      	Tasks


      	MCP Apps


      	Resources and prompts


      	Authorization


      	Bring your own authorization server


      	Multi-tenant endpoints


      	Middleware


      	Composing servers


      	Shipping a server in a library


      	The client


      	Stdio


      	Observability


      	Testing



      

    




    	Reference
      


      	Protocol versions


      	Security


      	Running on several nodes



      

    




        	
          Modules
          


      	SakeDev.Server





    	Server
      


      	Sake


      	Sake.Content


      	Sake.Context


      	Sake.Elicit


      	Sake.Input


      	Sake.Middleware


      	Sake.Plug


      	Sake.Plug.Headers


      	Sake.Plug.Streams


      	Sake.Progress


      	Sake.Prompt


      	Sake.Prompt.Spec


      	Sake.Proxy


      	Sake.Resource


      	Sake.Resource.Spec


      	Sake.Roots


      	Sake.Router


      	Sake.Sampling


      	Sake.Sampling.Result


      	Sake.Server


      	Sake.Stdio


      	Sake.Tool


      	Sake.Tool.Spec


      	Sake.UI



      

    




    	Tasks
      


      	Sake.Tasks


      	Sake.Tasks.Migration


      	Sake.Tasks.Record


      	Sake.Tasks.Store


      	Sake.Tasks.Store.ETS


      	Sake.Tasks.Store.Ecto



      

    




    	Authorization
      


      	Sake.Auth


      	Sake.Auth.Authorize


      	Sake.Auth.Challenge


      	Sake.Auth.Client


      	Sake.Auth.Clients


      	Sake.Auth.Code


      	Sake.Auth.Config


      	Sake.Auth.Consent


      	Sake.Auth.Consent.Default


      	Sake.Auth.DeviceGrant


      	Sake.Auth.DeviceVerification


      	Sake.Auth.External


      	Sake.Auth.Migration


      	Sake.Auth.PushedRequest


      	Sake.Auth.RouterPlug


      	Sake.Auth.Store


      	Sake.Auth.Store.ETS


      	Sake.Auth.Store.Ecto


      	Sake.Auth.Subject


      	Sake.Auth.TokenRecord


      	Sake.Auth.TrustedIssuer


      	Sake.Auth.WellKnown



      

    




    	Client
      


      	Sake.Client


      	Sake.Client.Auth


      	Sake.Client.Auth.Browser


      	Sake.Client.Auth.Device


      	Sake.Client.Auth.Headless


      	Sake.Client.Auth.Store


      	Sake.Client.Session


      	Sake.Client.ToolResult



      

    




    	Testing
      


      	Sake.Test


      	Sake.Test.Client



      

    




    	Protocol
      


      	Sake.JSONRPC


      	Sake.Protocol


      	Sake.Schema


      	Sake.Server.Session



      

    




        



        	
          Mix Tasks
          


      	mix sake.stdio





        


      

    

  

    Sake

[image: Sake — MCP for Phoenix]
Sake (酒) is MCP for Elixir and Phoenix: a server that speaks the modern,
stateless 2026-07-28 protocol and the earlier handshake-and-session
protocol on one endpoint, an OAuth 2.1 authorization server that makes
your app's own login the identity provider, and a client for calling
other MCP servers.
Quickstart
def deps do
  [{:sake, "~> 0.4"}, {:bandit, "~> 1.5"}]
end
defmodule MyApp.MCP.Echo do
  use Sake.Tool, name: "echo", description: "Returns the text it receives"
  arg :text, :string, required: true

  @impl true
  def execute(%{text: text}, _ctx), do: {:ok, text}
end

defmodule MyApp.MCP do
  use Sake.Server, name: "my-app", version: "1.0.0"
  tools [MyApp.MCP.Echo]
end
# In your supervision tree:
{Sake, secret_key_base: MyAppWeb.Endpoint.config(:secret_key_base)}
# In your Phoenix router:
import Sake.Router
scope "/" do
  sake_endpoint "/mcp", server: MyApp.MCP
end
claude mcp add --transport http my-app https://myapp.example.com/mcp
Or, for a client on the same machine, over stdio (see guides/stdio.md):
claude mcp add --transport stdio my-app -- mix sake.stdio MyApp.MCP
See guides/quickstart.md for turning on authorization in five steps, or
mix dev in this repository for a complete, running example.
Sake needs Elixir 1.18 or later (for the built-in JSON module) on
OTP 27 or later; CI runs Elixir 1.18 (OTP 27), 1.19 (OTP 28) and 1.20
(OTP 29). Phoenix, Ecto, Phoenix.PubSub, jose, phoenix_html and
opentelemetry_api are optional: add the ones whose features you use.
Features by era
		2026-07-28 (modern)	2025-11-25 / 2025-06-18	2025-03-26
	Tools, resources, prompts	yes	yes	yes
	Progress, logging	yes (logging deprecated)	yes	yes
	Elicitation (form, url)	yes	yes (url from 2025-11-25)	form only
	Sampling, roots	yes (deprecated)	yes (sampling tools from 2025-11-25)	yes
	Tasks (io.modelcontextprotocol/tasks)	yes	— (task tools run synchronously)	—
	MCP Apps (io.modelcontextprotocol/ui)	yes	yes	yes
	Subscriptions	subscriptions/listen stream	resources/subscribe	resources/subscribe
	Batched requests	— (stateless, one at a time)	—	yes
	Stdio transport	yes	yes	yes
	Sake.Client (HTTP, stdio)	yes	yes	connects, no batching
	Sake.Client authorization	yes	yes	yes (no resource metadata: the server's own)
	Client credentials, enterprise-managed authorization from an OpenID Connect or SAML sign-on (Sake.Auth, Sake.Client)	yes	yes	yes
	DPoP, tokens bound to the client's key, offered or required (Sake.Auth, Sake.Auth.External, Sake.Client)	yes	yes	yes
	Your own authorization server (Sake.Auth.External: JWT, introspection or a callback)	yes	yes	yes
	The device authorization grant, for CLIs and devices without a browser (Sake.Auth, Sake.Client)	yes	yes	yes
	Pushed authorization requests (Sake.Auth, Sake.Client)	yes	yes	yes
	Step-up on how the person signed in: MFA, a recent sign-in (Sake.Auth, Sake.Auth.External, Sake.Client)	yes	yes	yes
	OpenID Connect: ID tokens, userinfo, signing keys (Sake.Auth, Sake.Client)	yes	yes	yes
	OpenTelemetry tracing, client to server to tool (trace context in _meta)	yes	yes	yes
	Sake.Test, an in-memory client for a server's tests	yes	yes	yes
	Middleware around calls (Sake.Middleware: audit, rate limits, plans, rewriting, redaction)	yes	yes	yes
	Composing servers (mount, with prefixes)	yes	yes	yes
	Proxying another server (Sake.Proxy, HTTP or stdio upstream of either era)	yes	yes	yes
	Several nodes (shared Ecto stores, pubsub: for streams, a warning for node-local state)	yes	yes (with pubsub: or session affinity)	yes (with pubsub: or session affinity)
	Your JSON library for your data (JSON or Jason)	yes	yes	yes

The authorization flow, briefly
A client hits your endpoint, gets a 401, and discovers your app's
authorize and token URLs from well-known metadata. Your existing login
runs if the person is not signed in; a consent page shows what the client
is asking for; approving issues an authorization code, which the client
exchanges for an access and refresh token pair. Every later MCP request
carries the access token, scoped to that one endpoint's resource URL:
bound to a key the client holds when the client uses DPoP (RFC 9449),
with a fresh proof of that key on every request, or else as a bearer
credential. See guides/authorization.md; Sake.Client
runs the same flow from the client's side (guides/client.md).
An app that already runs OAuth, inside it (ExOauth2Provider, Boruta) or
at an identity provider (Keycloak, Auth0, Okta, Entra ID), keeps it:
Sake then only checks that server's tokens, as JWTs, by introspection or
with your own callback, and enforces the scopes (see
guides/external_auth.md).
Without a person at a browser, both sides also speak the official
authorization extensions: the client credentials grant for a service
acting as itself (with a secret, or a key and private_key_jwt), and
the JWT bearer grant for an enterprise identity provider's ID-JAG
(enterprise-managed authorization, from an OpenID Connect or a SAML
sign-on) or a workload's platform JWT, and
declare the extensions in their MCP capabilities. Signed
JWTs, and DPoP, need the optional jose dependency:
{:jose, "~> 1.11"}
Client credentials with a secret (and the client's client_secret_jwt)
work without it.
Sake's own authorization server also offers, each when the host turns
it on: the device authorization grant (device:), for a CLI or a
device with no browser, where the person approves on any other device;
pushed authorization requests (par:), so the browser carries only a
request_uri; and OpenID Connect (openid:, with signing_keys:),
an ID token and a userinfo endpoint that say who signed in. A tool,
resource, prompt or server can ask how the person signed in
(authentication: [acr: ["mfa"], max_age: 300], RFC 9470), and the
client steps up to meet it. Sake.Client speaks all of them. See
guides/authorization.md and guides/client.md.
Guides
	Quickstart
	Tools
	Tasks
	MCP Apps
	Resources and prompts
	Authorization
	Bring your own authorization server
	Multi-tenant endpoints
	Middleware
	Composing and proxying servers
	Shipping a server in a library
	The client
	Stdio
	Observability
	Testing
	Protocol versions
	Security
	Running on several nodes

Conformance
The official MCP conformance suite (@modelcontextprotocol/conformance
0.2.0-alpha.12) runs in CI: the server and client scenarios of
2025-06-18, 2025-11-25 and 2026-07-28, the authorization-server
scenarios, and the extension scenarios (tasks, skills, and the client
auth extensions, DPoP included). Every extension scenario passes. Four
core scenarios are expected to fail, each for a documented reason (see
guides/protocol_versions.md): on the server, server-sse-polling (no
SSE resumability) and input-required-result-ignore-extra-params
(answers sent without the signed request state are asked for again); on
the client, sse-retry (no SSE resumability) and
elicitation-sep1034-client-defaults (the client answers no server
request sent on the standalone GET stream).
Status
0.4: the server (both eras, one endpoint, and stdio; with elicitation,
sampling, roots, the tasks extension and MCP Apps), the authorization server
(bearer and DPoP-bound tokens, CIMD, dynamic registration, consent, token
rotation, machine clients, trusted identity providers and workloads, and
the scopes each person may hold; the device grant, pushed requests,
step-up on how the person signed in, and OpenID Connect), or
the host's own authorization server instead (JWT access tokens,
introspection, or a callback, with scopes, step-up and DPoP), and
the client (HTTP and stdio), which runs the MCP authorization flow itself
(discovery, CIMD or dynamic registration, PKCE, pushed requests, refresh,
step-up on scopes and on how the person signed in, an ID token, DPoP
with its nonces, or a grant without a person: client credentials, a JWT
bearer grant, enterprise-managed authorization with an ID token or a
SAML assertion; client_secret_jwt too, or the device grant for a person
on another device) and follows tasks; OpenTelemetry traces run from the
client's call through the server into the tool; Sake.Test, which
tests a server through an in-memory client; middleware, the host's
own code around every call; composing, one server mounted inside
another under a prefix, whole or in part, including a server a library
ships; and proxying, another MCP server's tools,
resources and prompts behind your own login, per-user credentials and
middleware, with input requests, tasks and notifications forwarded
across eras.
Security
Report a vulnerability privately, as SECURITY.md says; please do not
open a public issue for one.
Contributing
See CONTRIBUTING.md: when a change needs an issue
first, and what a pull request needs.
License
Sake is released under the MIT License. See LICENSE.


  

    Changelog

0.4.4 (2026-10-21)
Added
	absent: :omit (use Sake.Tool): a tool gets its arguments as the
client sent them. By default, an optional argument the client left out
is nil in the arguments (or its default), at every level. With
absent: :omit, a left-out argument with no default is left out of
the map, in nested objects and the objects of arrays too. Thus the
tool can tell a left-out argument from one sent as null. The default
behaviour does not change. "Arguments" in the tools guide. (#88)

0.4.3 (2026-10-21)
Documentation only. Nothing changes in the code.
Documentation
	SECURITY.md says what is in scope: a request, token or upstream
response that gets past Sake's authorization, gets or forges a
credential, sends a token where it should not go, or crashes the
server.
	The README links to CONTRIBUTING.md: when a change needs an issue
first, and what a pull request needs.

0.4.2 (2026-10-20)
For libraries that mount into a host's Sake server, and their hosts.
Fixed
	Phoenix 1.7 hosts. The optional Phoenix was ~> 1.8, so a host
on Phoenix 1.7, or a library depending on Sake tested on one, could
not resolve its dependencies, even without using Sake.Router. Nothing
in Sake needs 1.8: Sake.Router's macros are forward, get, post
and match, and the test host's endpoint and router are as mix phx.new generates them on 1.7 too. The requirement is now ~> 1.7.14 or ~> 1.8, and CI runs the tests on Phoenix 1.7.14 (phoenix-1.7).

Added
	ctx.base_url (Sake.Context): the URL of the endpoint the request
reached, as its clients reach it (https://example.com/acme/mcp), for
a tool that builds absolute URLs to its host. Sake.Plug sets it from
the request; with auth:, its origin is the one the token's audience
is on. nil over stdio and in Sake.Test's in-memory client, which
takes base_url:.
	Sake.Test.mcp_connect/2: connect/2 under another name, for a test
that imports Phoenix.ChannelTest, whose connect macro clashes with
it. "Beside Phoenix.ChannelTest" in the testing guide.

0.4.1 (2026-10-17)
Two fixes: for apps behind a proxy, and for an {m, f, a} secret.
Nothing changes for an app that receives requests with the host its
clients asked for and gives its secret as a binary.
Fixed
	Sake.Auth named the resource from the request's host, but accepts
only resources on its issuer's origin. Behind a proxy that sends its
upstream's host (myapp.fly.dev, app.internal), the protected
resource metadata named a resource the authorize endpoint then refused
with invalid_target, and no MCP client could sign in. The metadata,
the WWW-Authenticate challenges, the audience a token must carry and
the URL a DPoP proof must name are now all on the issuer's origin,
whatever host the request arrives with.
	An issuer with a path (https://example.com/auth) put the path into
the resource it accepted (https://example.com/auth/mcp for
/mcp). The resource is now on the issuer's origin alone.
	An {m, f, a} secret is called when it is used, not when Sake
starts. {Sake, secret_key_base: {MyAppWeb.Endpoint, :config, [:secret_key_base]}}, as the docs show it, sits before the endpoint
in the supervision tree, and the endpoint's config/1 raises until
the endpoint has started: Sake failed to start and the host app
never booted. Sake now keeps the {m, f, a} as given and calls it
the first time the secret is needed. A secret that is neither a
binary of at least 32 bytes nor an {m, f, a} is still refused when
Sake starts.

Added
	url: for an external authorization server (Sake.Auth.External):
the origin clients reach the app's endpoints at, for the resource the
metadata names, the default audience and DPoP proofs. Without it, the
request's own origin, as before.
	A warning, once per node, when the protected resource metadata is
asked for at another origin than the one it names: a sign that the app
is behind a proxy it does not rewrite for.
	"Behind a proxy" in the security guide: what Sake takes from the
request, and Plug.RewriteOn for the rest of the app.

0.4.0 (2026-10-17)
The auth roadmap (#73). Sake.Auth gains the device authorization
grant, pushed authorization requests, step-up on how the person signed
in (RFC 9470) and OpenID Connect, and Sake.Client speaks each of
them. Each is off until the host turns it on (device:, par:,
openid:, or an authentication: requirement). For a host that turns
none on, one thing changes on the wire: the authorize endpoint acts on
the dpop_jkt, acr_values and max_age parameters, which it ignored
before (see "Breaking"). Underneath, authorization
now depends on nothing else in Sake, and every OAuth endpoint is a
core of pure functions behind a thin plug, the shape each new endpoint
followed.
Before 1.0, breaking changes come without shims: they are all listed
below, most of them for a store, a consent module or a subject module
of your own.
Upgrading from 0.3
Sake.Auth.Migration creates the 0.4 tables from scratch. A database
that Sake.Auth.Store.Ecto already used with 0.3 needs this migration
of your own (add prefix: to each table/2 and index/3 if you gave
Sake.Auth.Migration one):
defmodule MyApp.Repo.Migrations.UpgradeSakeAuthTo04 do
  use Ecto.Migration

  def change do
    alter table(:sake_oauth_clients) do
      add(:require_pushed_authorization_requests, :boolean, null: false, default: false)
    end

    alter table(:sake_oauth_codes) do
      add(:dpop_jkt, :string)
      add(:acr, :string)
      add(:auth_time, :utc_datetime)
      add(:nonce, :text)
    end

    alter table(:sake_oauth_tokens) do
      add(:acr, :string)
      add(:auth_time, :utc_datetime)
    end

    create table(:sake_oauth_pushed_requests, primary_key: false) do
      add(:hash, :string, primary_key: true)
      add(:client_id, :string, null: false)
      add(:redirect_uri, :text, null: false)
      add(:state, :text)
      add(:code_challenge, :string, null: false)
      add(:scopes, {:array, :string}, null: false, default: [])
      add(:resource, :text, null: false)
      add(:extra, :map, null: false, default: %{})
      add(:expires_at, :utc_datetime, null: false)
      add(:inserted_at, :utc_datetime, null: false)
    end

    create(index(:sake_oauth_pushed_requests, [:expires_at]))

    create table(:sake_oauth_device_grants, primary_key: false) do
      add(:hash, :string, primary_key: true)
      add(:user_code_hash, :string, null: false)
      add(:client_id, :string, null: false)
      add(:scopes, {:array, :string}, null: false, default: [])
      add(:resource, :text, null: false)
      add(:status, :string, null: false)
      add(:subject_id, :string)
      add(:extra, :map, null: false, default: %{})
      add(:acr, :string)
      add(:auth_time, :utc_datetime)
      add(:interval, :integer, null: false)
      add(:expires_at, :utc_datetime, null: false)
      add(:last_polled_at, :utc_datetime_usec)
      add(:revoked_at, :utc_datetime)
      add(:inserted_at, :utc_datetime, null: false)
    end

    create(unique_index(:sake_oauth_device_grants, [:user_code_hash]))
    create(index(:sake_oauth_device_grants, [:expires_at]))
  end
end
It leaves the same columns, types, defaults and indexes as a fresh
Sake.Auth.Migration.up/1. The ETS stores need nothing.
Breaking
Authorization now depends on nothing else in Sake (#66): the rest of
Sake calls Sake.Auth and Sake.Client.Auth, never the other way
round, and a test fails on any call out of them. Nothing changes on the
wire: the 401 and 403 responses are the same bytes.
	Sake.Client.Challenge is now Sake.Auth.Challenge, a parsed
WWW-Authenticate challenge on the client and the challenge an
endpoint refuses a token with on the server (status,
www_authenticate). Match %Sake.Auth.Challenge{} in place of
%Sake.Client.Challenge{}; the old name is gone.
	Sake.Auth.extension/1 is now Sake.Protocol.auth_extension/1.
	Sake.Auth.Token, Sake.Auth.DCR, Sake.Auth.Revoke and
Sake.Auth.CIMD are internal (@moduledoc false): mount the token,
registration and revocation endpoints with Sake.Router or
Sake.Auth.RouterPlug. The public modules are listed in the
Sake.Auth documentation.
	Sake reads the signing secret (secret_key_base:, else
config :sake, :secret_key_base) once, when it starts with auth:
or external_auth:, and keeps it in the configuration (the new
secret field of Sake.Auth.Config and Sake.Auth.External).
Before, the authorize page and the DPoP nonces read it at every
request, so a secret set in the application environment after Sake
started was picked up; now it must be there when Sake starts.
	Sake starts authorization as one child, Sake.Auth.Supervisor, in
place of the store, the CIMD cache, the replay table and the
introspection cache side by side, and keeps its configuration under
the persistent_term keys {Sake.Auth, :config} and
{Sake.Auth.External, :configs} (were {Sake, :auth} and
{Sake, :external_auth}). Code that read or wrote those keys, or
looked for the processes under Sake.Supervisor, needs the new ones.

Each OAuth endpoint is now a core and an adapter (#67): the OAuth rules
are pure functions over the configuration and plain data, and the plugs
only parse the request, call them and render the answer (see "Cores
and adapters" in the Sake.Auth documentation). The plugs keep their
names and routes, and nothing changes on the wire: every response is
the same bytes. Two undocumented functions moved with the rules:
	Sake.Auth.Authorize.resource/2 is now
Sake.Auth.AuthorizationRequest.resource/2, and
Sake.Auth.Token.grant_types/1 is now
Sake.Auth.TokenGrants.grant_types/1. Both are internal; code that
called them anyway needs the new names.

The device authorization grant (#68) adds to the consent page and the
store:
	Sake.Auth.Consent's render/1 gets a flow assign,
:authorization_code or :device, and a user_code (nil in the code
flow). For :device (the device verification page), redirect_host
and loopback? are nil: a custom consent module that shows them
must handle that, or it fails on that page. The new
render_user_code/1 is optional; Sake.Auth.Consent.Default's is
used without it. Nothing changes for a host without device:.
	Sake.Auth.Store has five more callbacks, put_device_grant/2,
get_device_grant_by_user_code/2, decide_device_grant/3,
poll_device_grant/4 and put_device_tokens/3, and revoke_family/2
revokes the device grant a family was born of too: a store of your
own needs them. Sake.Auth.Migration.up/1 creates
sake_oauth_device_grants: an existing database needs that table
(copy it from Sake.Auth.Migration into a migration of your own, or
run down/1 and up/1 again where losing the data does not matter).

Pushed authorization requests (#69) add to the store, the records and
the token endpoint:
	Sake.Auth.Store has two more callbacks, put_pushed_request/2 and
consume_pushed_request/2 (atomic: of two concurrent calls only one
gets the request), for the new Sake.Auth.PushedRequest, and
prune/3 deletes the expired ones (a live one keeps its dynamically
registered client). A store of your own needs them.
	Sake.Auth.Code has a dpop_jkt field, and Sake.Auth.Client a
require_pushed_authorization_requests field, which a store must
keep. Sake.Auth.Migration.up/1 creates sake_oauth_pushed_requests
and adds sake_oauth_codes.dpop_jkt and
sake_oauth_clients.require_pushed_authorization_requests: an
existing database needs them (in a migration of your own, or down/1
and up/1 again where losing the data does not matter).
	With DPoP on (the default when jose is there), the authorize endpoint
takes the dpop_jkt parameter (RFC 9449 §10), with or without par::
a request with one gets a code bound to that key, which the token
endpoint redeems only with a proof made with it (invalid_grant
otherwise), and a request whose dpop_jkt is not a SHA-256 thumbprint
is sent back with invalid_request. Before, the parameter was
ignored.
	Sake.Client.Auth pushes its authorization requests to every server
whose metadata lists a pushed_authorization_request_endpoint (par: :auto, the default): the authorize: function then gets a URL with
only client_id and request_uri. par: false keeps them in the
URL, unless the server requires pushed requests.

Step-up on how the person signed in (#70, RFC 9470) adds to the
records, the store and the client's errors. Nothing changes on the wire
for a server that declares no authentication: and a client that sends
no acr_values or max_age:
	Sake.Auth.Code, Sake.Auth.TokenRecord and Sake.Auth.DeviceGrant
have acr and auth_time fields, and Sake.Auth.DeviceGrant an
extra map (the device request's acr_values and max_age, as
Sake.Auth.PushedRequest's), which a store must keep.
Sake.Auth.Store.decide_device_grant/3's approval is now
{:approved, subject_id, scopes, %{acr: acr, auth_time: datetime}}
(was {:approved, subject_id, scopes}), and sets both on the grant: a
store of your own needs the new shape. Sake.Auth.Migration.up/1 adds
acr and auth_time to sake_oauth_codes, sake_oauth_tokens and
sake_oauth_device_grants, and extra to the last: an existing
database needs them (in a migration of your own, or down/1 and
up/1 again where losing the data does not matter).
	The authorize endpoint, a pushed request and the device authorization
endpoint take acr_values and max_age (before, ignored as unknown
parameters): a max_age that is not a non-negative integer is
refused with invalid_request, and a person whose sign-in does not
meet them is sent to Sake.Auth.Subject.reauthenticate/2, or, by
default, shown the error page "Sign in again to continue". Without
Sake.Auth.Subject.authentication/1 no sign-in meets them. A
subject module that already defines authentication/1 or
reauthenticate/2 for something else must rename them.
	Sake.Client without auth: returns a 401 whose challenge is
insufficient_user_authentication as
{:error, {:insufficient_user_authentication, challenge}} (was
{:error, {:unauthorized, challenge}}), and with auth: steps up on
it (below) instead of trying the refresh token and the whole flow. A
machine grant ends with {:error, {:auth, {:insufficient_user_authentication, challenge}}}.

OpenID Connect (#72) adds to the records, the store, the routes and the
subject module. Nothing changes on the wire without openid::
	Sake.Auth.Code has a nonce field (the authorization request's
OpenID Connect nonce), which a store must keep.
Sake.Auth.Migration.up/1 adds sake_oauth_codes.nonce: an existing
database needs it (in a migration of your own, or down/1 and up/1
again where losing the data does not matter).
	Sake.Auth.Subject has a new optional callback, claims/2: a subject
module that already defines claims/2 for something else must
rename it.
	sake_oauth_api() and Sake.Auth.RouterPlug route GET /jwks and
GET and POST /userinfo under the OAuth scope (a 404 without
openid:), and Sake.Auth.WellKnown answers
/.well-known/openid-configuration (a 404 without it): a host with
routes of its own at those paths must move them.
	Sake.Client.Auth sends a nonce with every authorization request
whose scopes include openid (a server may list it in its
scopes_supported), with or without openid: true.

Authorization
	The device authorization grant (RFC 8628), for a CLI, a headless agent
or a device with no browser, with device: true (or [expires_in:, interval:]) in the auth config: POST /oauth/device_authorization
starts it, the person enters the user code on the new verification
page (Sake.Auth.DeviceVerification, at /oauth/device, mounted by
sake_oauth_authorize() inside the signed-in pipeline) and approves on
the consent page, and the token endpoint's
urn:ietf:params:oauth:grant-type:device_code grant answers the
client's polls (authorization_pending, slow_down, access_denied,
expired_token) and issues the tokens once, DPoP-bound when the poll
carries a proof. The decision goes through the subject module's
authorize_resource?/2 and scopes_for/2 as in the code flow, and is
remembered as a consent, but a remembered consent never skips the
page. User codes are 8 characters without look-alikes, stored with an
HMAC, and each signed-in person may enter five a minute. The metadata
lists device_authorization_endpoint and the grant type, and dynamic
registration takes the grant (with no redirect URI) only with
device:. See "Devices and CLIs without a browser" in
guides/authorization.md.
	Pushed authorization requests (RFC 9126), with par: true (or
[required: true, expires_in: 60]) in the auth config: POST /oauth/par (mounted by sake_oauth_api() and Sake.Auth.RouterPlug)
takes an authorization request from a client authenticated as at the
token endpoint, public clients included, validates it as the authorize
endpoint does, and answers with a request_uri good once, for 60
seconds by default, for that client alone (stored hashed). The
authorize endpoint takes client_id and request_uri, ignores every
other query parameter, and goes on as for a request sent directly; an
unknown, expired, used or another client's request_uri gets an error
page. A push with a DPoP proof, or a dpop_jkt, binds the code to the
key. required: true, or a client registered (dynamically, in its
Client ID Metadata Document, or with Sake.Auth.Clients.create/2)
with require_pushed_authorization_requests, refuses requests that
were not pushed with invalid_request. The metadata lists
pushed_authorization_request_endpoint and
require_pushed_authorization_requests. Without par: nothing
changes. See "Pushed authorization requests (PAR)" in
guides/authorization.md.
	Step-up authentication (RFC 9470). Two optional callbacks on the
subject module:
authentication/1 says how and when the signed-in person signed in
(%{acr: acr, auth_time: datetime}, by default both nil; Sake runs
no MFA itself), and reauthenticate/2 sends them to sign in again, or
to do MFA, and back to the current URL (by default an error page).
The authorize endpoint, a pushed request (the request_uri is kept for
the return) and the device verification page (back to the page with
the code filled in) check a request's acr_values (any one of them)
and max_age (seconds; 0 is a sign-in within the last minute)
against it before anything is decided. The code and the device grant
carry the approval's acr and auth_time into the tokens, and a
refresh keeps them: a refresh is no new sign-in. acr_values: [...]
in the auth config lists the classes the host's login offers: the
metadata says acr_values_supported, a request's values are narrowed
to them, and one that names none is invalid_request.
Sake.Auth.External reads the acr and auth_time claims of JWT,
introspection and callback tokens into Sake.Auth.TokenRecord. See
"Step-up authentication: MFA for a dangerous tool" in
guides/authorization.md, and "Step-up authentication: the claims to
issue" in guides/external_auth.md.
	OpenID Connect, with openid: true (or [id_token_ttl: seconds]) and
signing_keys: [[kid: "...", pem: pem]] in the auth config (it needs
jose; Sake raises at start without it, or without a key). The keys
are PEM private keys, RSA (RS256), P-256 (ES256) or P-384 (ES384),
each with a kid of its own: the first signs, all of them are
published at GET /oauth/jwks (the metadata's jwks_uri), so a key
is rotated by putting the new one first. openid, profile and
email are the authorization server's own scopes, granted on the
consent page (and narrowed by scopes_for/2) like any other. A grant
for openid (the code flow, a pushed request, the device flow, and
every refresh) gets an id_token with iss, sub (the subject
module's id/1), aud and azp (the client), iat, exp, acr
and auth_time when known (a refresh keeps the original ones),
at_hash, and, on the code flow, the request's nonce (at most 512
bytes; invalid_request otherwise). The optional
Sake.Auth.Subject.claims/2 returns the person's profile and
email claims (none by default; Sake never reads your user schema),
which GET or POST /oauth/userinfo returns with sub, for a Bearer
or DPoP token holding openid whatever resource it is bound to;
without openid it is a 403 insufficient_scope, and every refusal
is an OAuth error (RFC 6750), not JSON-RPC. A request for openid
may name the userinfo endpoint as its resource, and gets it when it
names none and none can be chosen. /.well-known/openid-configuration
serves the authorization server metadata with userinfo_endpoint,
subject_types_supported, id_token_signing_alg_values_supported
and claims_supported. See "OpenID Connect: who signed in" in
guides/authorization.md.

Client
	grant: :device in Sake.Client.Auth runs the device grant against
any authorization server whose metadata lists a
device_authorization_endpoint: :device_prompt shows the person the
code (by default Sake.Client.Auth.Device.prompt/1 logs it), and the
client polls at the server's interval, five seconds more after each
slow_down, until the person decides; {:error, {:auth, :access_denied}}, {:error, {:auth, :expired_token}}, or {:error, {:auth, :no_device_endpoint}} without the endpoint. Refresh, step-up
and a 401 work as in the code flow, a new code shown where the browser
would have opened. See "A person without a browser here" in
guides/client.md.
	Sake.Client.Auth pushes the authorization request (RFC 9126) to a
server whose metadata lists a pushed_authorization_request_endpoint,
authenticated as a token request and with a DPoP proof when it uses
DPoP, and opens the authorization endpoint with only client_id and
request_uri. par: false turns it off, except for a server that
requires pushed requests; a refused push is {:error, {:auth, {:par_failed, status, body}}}. See "Pushed authorization requests" in
guides/client.md.
	Sake.Client.Auth's static: true, which Sake.Test uses, is a
documented option: the token the :store holds is sent as it is, and
a 401 or a 403 comes back to the caller instead of running the flow.
	Sake.Client.Auth steps up on a 401 insufficient_user_authentication
(RFC 9470): the code flow (pushed or not) or the device flow runs again
with the challenge's acr_values and max_age, the scopes asked for
so far and any the challenge names, once for one request (a DPoP nonce
retry does not count); a sign-in still refused comes back as
{:error, {:insufficient_user_authentication, challenge}, session}.
Sake.Auth.Challenge has acr_values and max_age. See "Step-up on
how the person signed in" in guides/client.md.
	openid: true in Sake.Client.Auth adds the openid scope to the
code and device flows with a server that lists it, sends a nonce,
and checks the id_token it gets back (the signature with a key from
the server's jwks_uri, iss, aud, exp, the nonce, at_hash;
a refresh's must name the same sub), or ends with {:error, {:auth, {:invalid_id_token, reason}}}. Sake.Client.Auth.id_token_claims/1
returns the verified claims of a session. It needs jose. See "Who
signed in: OpenID Connect" in guides/client.md.

Server
	A tool's {:ok, map_or_list, text: text} sends text (a string or a
list of %Sake.Content{}) as the result's content in place of the
JSON, with structuredContent unchanged: the model reads a summary
while an MCP App renders the full data. Without text: nothing
changes. See "Output and results" in guides/tools.md.
	authentication: [acr: ["mfa"], max_age: 300] on a tool, a resource
or a prompt (and on use Sake.Server, for all its components, mounted
ones included) asks how the token's person signed in (RFC 9470): with
one of those authentication context classes, at most that many seconds
ago. A token that does not meet it gets a 401 with Bearer (or
DPoP) error="insufficient_user_authentication", acr_values and
max_age, built as a Sake.Auth.Challenge and sent by Sake.Plug as
insufficient_scope is; one that lacks the component's scopes as well
gets that challenge with their scope, so one new grant covers both.
The components stay listed, and an endpoint without authorization is
not gated. Sake.Middleware.require_authentication/2 asks for a
requirement that depends on the arguments, and the halt reason
{:insufficient_user_authentication, requirement} is the same
refusal. Sake.Test.connect/2 and Sake.Test.access_token/1 take
acr: and auth_time:. See "Step-up authentication" in
guides/tools.md.

Security
	A modern subscriptions/listen stream honours a resource in
resourceSubscriptions on the terms of a legacy resources/subscribe:
the resource declares subscribe: true, :after_list middleware does
not hide it, and the token carries its scopes. Before, a token without
the resource's scopes could follow its updates, and a URI that named
nothing was acknowledged. Any other URI is now left out of the
acknowledgement, and the stream gets no updates for it (#33).
	Sake.Auth.External refuses a token whose cnf binds it any other
way than DPoP's jkt, such as a client certificate (cnf.x5t#S256,
RFC 8705): a 401 like any invalid token, and the refusal reason
:unsupported_confirmation. Sake cannot check such a binding, and
took the token as an unbound bearer token before. This holds for JWT,
introspection and callback tokens alike (#71).

0.3.0 (2026-10-17)
For hosts that give different people different access, and for
libraries that ship a server their hosts serve or mount. Nothing
changes for a host that uses none of it.
Authorization
	Sake.Auth.Subject.scopes_for/2 (optional): the scopes a person may
hold for an endpoint URL, as a list or :all. Without it a person
authorize_resource?/2 lets through was granted every scope the client
asked for. With it, the authorize page grants, and the consent page
shows, only the requested scopes the person may hold, and refuses a
request left with none (access_denied); a machine client's or JWT
grant's token gets only those of its principal; a refresh renews only
those the person may still hold, and revokes the grant when none is
left; and every request narrows the token's scopes to those of the
principal fetch/1 loads, so a person whose role changes loses a scope
at once. The tokens of an external authorization server are not
narrowed. See "Who may hold which scopes" in guides/authorization.md.

Server
	mount takes only: or except:: a list of the mounted server's
components, each a module, a tool or prompt name, or a resource URI,
to mount some of them. An entry that names nothing, a kept tool whose
MCP App is left out, both options together, and a filter on a server
that lists a proxy's upstream are compile errors. See "Mounting some of
a server" in guides/composing.md.

Documentation
	guides/libraries.md: shipping a server in a library, with Sake as an
optional dependency, configuration read at runtime, an opaque
principal, namespaced scopes, how the host serves or mounts it, and
names as the library's API.

0.2.0 (2026-10-17)
The first release meant for use: a server for both protocol eras, an
OAuth 2.1 authorization server on the host's own login (or the host's
own authorization server instead), and a client that runs the MCP
authorization flow itself.
Server
	Sake.Server, Sake.Tool, Sake.Resource, Sake.Prompt: declare
tools, resources (fixed and templated, with subscriptions and
completion) and prompts with a small DSL, compiled to JSON Schema.
	Sake.Plug: one endpoint serving the modern (2026-07-28), stateless
protocol and the three handshake-era revisions (2025-11-25, 2025-06-18,
2025-03-26) side by side, with Server-Sent Events streaming, progress
and log notifications, and Origin checking. With pubsub: on the
Sake child, notifications, and a legacy session's subscriptions and
answers to the server's requests, reach whichever node holds the
stream or the waiting handler.
	Sake.Router: Phoenix router macros for the well-known, OAuth API,
authorize, and endpoint routes, including under a scope with a dynamic
tenant segment.
	Sake.Elicit and Sake.Progress: ask the person for input mid-call
(form and URL modes) and report progress or log messages, on both
protocol eras.
	Sake.Sampling and Sake.Roots: ask the client's model to complete a
conversation (with sampling tools from 2025-11-25) and ask for the
client's roots, on both eras, through the same path as elicitation;
Sake.Input.all/2 asks several things in one round-trip.
	Tasks (io.modelcontextprotocol/tasks): a tool declared with task:
runs in the background for a modern client that takes tasks, with
tasks/get, tasks/update and tasks/cancel, input and progress
through the task, cooperative cancellation (Sake.Tasks.cancelled?/1),
notifications/tasks on subscriptions/listen, binding to the
principal, server, OAuth client and resource that created the task (and
to the tool's scopes on every access), a cap on each owner's live
tasks (max_per_principal), and telemetry. Sake.Tasks.Store.ETS
(default) and Sake.Tasks.Store.Ecto with Sake.Tasks.Migration for
several nodes. A tool's optional prepare/2 runs in the request before
execute/2.
	MCP Apps (io.modelcontextprotocol/ui): Sake.UI declares an app's
HTML document as a ui:// resource with its _meta.ui (CSP,
permissions, domain, border), from render/1 (a string, iodata, or
with phoenix_html a HEEx component) or an EEx template that escapes
its output, with bundled assets inlined at compile time (inline/1).
A tool links its app with ui: and limits its audience with
visibility:. A client that declared the extension gets the tools'
_meta.ui, the app-only tools and the UI resources, on both eras; any
other client gets plain tools. The development server's issue board is
an example app. Sake.Client declares the extension with ui: true
and reads a tool's UI.
	A component can return {:error, {:missing_capability, capabilities}}
for a -32021 error naming the client capabilities it needs.
	Sake.Stdio and mix sake.stdio: the same server over standard input
and output, on both eras, with concurrent requests, cancellation,
progress and log notifications, elicitation, sampling and roots,
subscriptions, tasks, and shutdown when standard input closes.
	Sake.Middleware: host code around a server's calls, declared on the
server with middleware event, plugs (Plug-style modules with
init/1 and call/2, after Lotus's middleware). Events
:before_request (every method), :after_list (the four lists),
:before_call/:after_call (tools, a task's when it ends),
:before_read/:after_read and :before_get/:after_get, with
documented payloads; a before_ plug may rewrite the arguments or
parameters and an after_ plug the result, and :assigns carries a
decision to the later plugs and to the component (ctx.assigns). An
:after_list plug that hides a component hides it from calls, reads,
prompts, completions and subscriptions too, and makes lists
cacheScope: "private". A halt's reason maps to a small vocabulary
(:not_found, :forbidden, {:forbidden, scopes} with its 403 and
challenge, {:error, message}, {:tool_error, message}); any other
reason is refused without saying why, and a plug that raises halts as
a logged -32603. Both eras, every transport. Halts emit
[:sake, :middleware, :halt] and mark the request's span. The
development server logs its tool calls with one. See
guides/middleware.md.
	Composing servers: mount MyApp.MCP.Billing, prefix: "billing", scope: "billing" makes another Sake.Server's tools, resources and prompts
the server's own, at any depth. Names take the prefix and an underscore
(billing_create_invoice), URIs take it after the scheme
(invoice://billing/{id}, ui://billing/board, with the linking
tool's _meta.ui renamed too); names are checked for duplicates
across all mounted servers at compile time. Instructions, scopes,
extensions and capabilities merge; a mounted server's ttl bounds its
components. Its middleware still runs around its components, inside
the parent's (outermost first before a call, innermost first after
it), and sees them by the names it gave them; its components see
their own server in ctx.server, and its broadcasts reach the
parent's clients with renamed URIs. See guides/composing.md.
	Sake.Proxy: another MCP server's tools, resources and prompts,
served (or mounted) as the server's own and forwarded with
Sake.Client, over HTTP or to a stdio subprocess, to and from either
era. Upstream sessions per principal and credential, with a fixed
token, the client's own authorization, or a credentials/1 callback
that lets each user act as themselves upstream; a refused session is
opened again once. only/except filters, a scope and a per-name
scopes map, and middleware decide what each principal sees. Lists
cached by the upstream's ttlMs; progress and log messages, and
elicitation, sampling and roots requests forwarded in every era
combination, with the upstream's requestState carried inside the
proxy's own, signed and bound to the principal; an upstream's task
re-issued as the proxy's own; list changes and subscribed resource
updates followed upstream and broadcast, renamed under a mount's
prefix. Upstream names never shadow local ones, and upstream
definitions are validated. See guides/composing.md.
	config :sake, :json_library: the library Sake encodes the host's data
with, JSON (the default) or Jason (for structs that derive
Jason.Encoder, such as many Ecto schemas), or any module with
encode!/1 and encode_to_iodata!/1, checked when Sake starts. A
struct the library cannot encode raises with a pointer to the setting.
Decoding, tokens and OAuth responses always use JSON.

Authorization
	An OAuth 2.1 authorization server on the host application's own login:
bearer token validation, /.well-known discovery, Client ID Metadata
Document support, dynamic client registration (RFC 7591, its unused
clients pruned after unused_client_ttl), the authorize/consent flow,
the token endpoint (authorization code + PKCE, refresh token rotation
with reuse detection and family revocation, and a replayed code
revoking its family atomically with its issuance), and revocation
(RFC 7009). Consent is remembered per person, client and resource; a
subject module's optional authorize_resource?/2 refuses a tenant the
person does not belong to, when authorizing and on every refresh.
Works under a generated Phoenix endpoint (its parsed body, its
protect_from_forgery).
	Sake.Auth.Store.ETS (development) and Sake.Auth.Store.Ecto
(production, with Sake.Auth.Migration) token/client/code/consent
stores, plus a grants API for a settings page and Sake.Auth.prune/1
for expired rows.
	The authorization extensions on the authorization server. The client
credentials grant (io.modelcontextprotocol/oauth-client-credentials)
for machine clients the host registers with
Sake.Auth.Clients.create/2 (a secret, or public keys for
private_key_jwt), acting as the principal the subject module's
client_principal/1 names, with tokens that have no subject. The JWT
bearer grant (RFC 7523) for trusted_issuers: (Sake.Auth.TrustedIssuer):
an enterprise identity provider's ID-JAG
(io.modelcontextprotocol/enterprise-managed-authorization), verified
for its type, issuer, audience, client, resource, expiry and single use,
or a workload identity token, mapped to an account by the subject
module's assertion_principal/2; a grant may stay valid for no longer
than its issuer's max_lifetime: (five minutes for an ID-JAG, an hour
for a workload token, by default), and a client assertion for no longer
than max_assertion_lifetime: (five minutes). Neither grant issues a
refresh token; key sets are fetched and cached, jtis are remembered
against replay, and the metadata advertises only what is configured.
An endpoint with auth: true advertises the extensions of the grants
offered in the extensions of its capabilities (server/discover and
the legacy initialize result). Signed JWTs need the optional jose
dependency.
	Single-use JWTs (client assertions, JWT grants, DPoP proofs) are
remembered in the replay store, the Sake child's replay: (by
default the auth: store): with Sake.Auth.Store.Ecto, a table every
node of a cluster shares.
	DPoP (RFC 9449, SEP-1932), sender-constrained tokens, on both sides and
both eras. The authorization server binds the tokens of a request that
carries a proof to the proof's key (token_type: DPoP, the key's
RFC 7638 thumbprint kept as the token's jkt), on every grant; a
public client's refresh token is bound too, a confidential client's
stays bound to its credentials. The MCP endpoint takes a bound token
only with the DPoP scheme and a proof for that request (method, URL,
token hash, key, age, single use), and refuses it as a bearer token;
its 401 challenges both schemes. With dpop: [nonce: true] both
require stateless server nonces (use_dpop_nonce, DPoP-Nonce). The
metadata lists dpop_signing_alg_values_supported. The client (dpop:
in auth:, :auto by default) asks for bound tokens when the
authorization server offers DPoP, with one P-256 key per authorization
kept with the token (as PEM, in the store too), sends a proof with
every token request and every MCP request (POST, the legacy GET stream
and DELETE), keeps a refresh on the same key, and answers nonce
challenges from both servers without counting them as authorizations.
dpop: [required: true] takes bound tokens only (proof-less token
requests and the Bearer scheme are refused, the resource metadata says
dpop_bound_access_tokens_required, and a client that cannot use DPoP
stops with {:dpop_required, reason}); a client registered with
dpop_bound_access_tokens (RFC 9449 §5.2) gets the same for itself. A
Sake.Proxy gets it through connect: [auth: ...]. DPoP needs the
optional jose dependency; without it the server neither offers nor
accepts it and the client never uses it.
	Sake.Auth.External: an endpoint whose tokens come from an
authorization server Sake does not run, an in-app provider
(ExOauth2Provider, Boruta) or an identity provider (Keycloak, Auth0,
Okta, Entra ID, ...), named in external_auth: of the Sake child and
on the endpoint (auth: :keycloak); Sake.Auth is then not needed, or
runs side by side for other endpoints (resources: says which path is
whose). Tokens are verified as JWT access tokens (RFC 9068: signature
with the issuer's keys from jwks:, jwks_uri: or its metadata, with
one refetch for an unknown key ID; iss, aud, exp, nbf, a
configurable typ), by token introspection (RFC 7662, the resource's
credentials, a short cache keyed by a token digest that honours
exp), or by the host's verify_token/2 callback. A token must carry
the endpoint's URL (or a configured audience) in aud unless
audiences: :any says otherwise. It becomes the same
Sake.Auth.TokenRecord (with issuer and claims), with its
scopes (scope or scp), its client, its subject (none for a machine
client) and its DPoP binding (cnf.jkt, checked with a proof, nonces
included); the principal is principal:'s, the callback's, or the
claims. The protected resource metadata names the external issuer,
scope checks and step-up challenges are unchanged, tasks and request
states are bound to the issuer, and the capabilities declare only the
extensions configured. Refusals are the telemetry event [:sake, :auth, :external, :refused] with their reason. Without Sake.Auth,
/.well-known/oauth-authorization-server answers 404.

Client
	Sake.Client: a functional client for both protocol eras, with era
probing, elicitation via on_input, sampling and roots via sampling:
and roots:, log messages at log_level: (and set_log_level/2),
tool calls followed through tasks (and call_tool_async/3,
get_task/2, update_task/3, cancel_task/2), MCP Apps via
ui: true, and a parsed WWW-Authenticate challenge on a 401.
Server-Sent Events are read with any line end the SSE spec allows, and
max_response_size: (16 MiB by default) bounds a JSON body, an event
still being received, and a stdio line.
	Sake.Client.connect/2 launches a stdio server with
{:stdio, command, args}, probing the era as the stdio transport asks;
on_notification: sees a call's notifications on either transport.
	Sake.Client.request/4 returns a result as the server sent it (an
input-required result, a task), and Sake.Client.listen/3 follows a
server's list changes and resource updates on both eras. An answering
function may throw to abandon a legacy call; a stdio session's
requests go out under ids of the transport's own. A legacy GET stream
sends a comment as soon as it opens.
	Sake.Client.Auth: with auth:, the client runs the MCP authorization
flow itself on a 401: protected resource metadata (RFC 9728, from the
challenge or the well-known URIs) checked against the endpoint,
authorization server metadata (RFC 8414 and OpenID Connect Discovery,
issuer validated), pre-registered credentials bound to their issuer, a
Client ID Metadata Document, or dynamic registration (RFC 7591, with
application_type), the authorization code with PKCE S256, state,
resource (RFC 8707) and iss validation (RFC 9207), token endpoint
authentication (client_secret_basic, client_secret_post, none),
refresh before expiry and on a 401, step-up on a 403
insufficient_scope with a retry limit, and the 2025-03-26 fallbacks.
The interactive step is pluggable (Sake.Client.Auth.Browser with a
loopback listener, Sake.Client.Auth.Headless), and so is token
persistence (Sake.Client.Auth.Store).
	Sake.Client.Auth runs the grants without a person too: grant: :client_credentials (client_secret_basic, client_secret_post,
private_key_jwt or client_secret_jwt), grant: :jwt_bearer (a
workload's JWT) and grant: :enterprise (the RFC 8693 token exchange
of an ID token for an ID-JAG at the identity provider, then the JWT
bearer grant), renewing an expiring token by running the grant again.
With SAML single sign-on, grant: :enterprise takes saml_assertion:
in place of id_token:: the assertion is exchanged at the identity
provider for a refresh token, and that for the ID-JAG
(draft-ietf-oauth-identity-assertion-authz-grant §4.5); the refresh
token is kept (in Sake.Client.Auth.Store too, under {:idp, issuer})
and stands in for the assertion until it expires or is refused.
client_secret_jwt (RFC 7523 §2.2, HS256 over the client secret, with
no jose needed) authenticates the client at the authorization server
(token_endpoint_auth_method: "client_secret_jwt", or when the server
lists it as its only secret method) and at the identity provider. The
authorization server does not offer client_secret_jwt: it keeps only
a hash of each secret, and verifies no HMAC. assertion_audience:
(:issuer, the default, :token_endpoint or a string), in auth:
and in idp:, sets the aud of the client's private_key_jwt and
client_secret_jwt assertions; idp: [saml_scope: [...]] is the
scope of the SAML exchange (none by default). :client_credentials and
:enterprise declare their extension in the client's capabilities
(per request on 2026-07-28, in initialize on the legacy revisions).

Testing, observability and operations
	Sake.Test: an in-memory client for a server's tests, on both eras.
Sake.Test.connect/2 gives a Sake.Client whose transport is the
server itself: every request crosses as JSON into the real dispatchers
with a real Sake.Context, and the calls are Sake.Client's without
the session. scope: sets the principal and scopes: a simulated
token (a person's, or with subject: nil a machine client's) that the
real scope checks gate; on_input:, sampling: and roots: answer
the server, with shorter forms for tests; assert_asked/2,
assert_notification/2, and listen/2 with assert_list_changed/1
and assert_resource_updated/1 assert on what the server asked, sent
and broadcast, per test, so tests can be async: true; tasks run in
the background and are followed without sleeping through their poll
interval (await_task/3); an exception in a component fails the test
as it was raised. With plug:, the requests go over HTTP through the
host's endpoint or router instead, with a real bearer token from
Sake.Test.access_token/1. Sake.Test.start/0 starts what Sake needs
when the application does not. See guides/testing.md.
	OpenTelemetry tracing, with the optional opentelemetry_api, after the
semantic conventions for MCP: a SERVER span for every request a
server serves (HTTP on both eras, stdio), the child of the trace
context in the request's _meta and linked to the transport's, and
current where the component runs, so a tool's own spans and the
client's baggage follow; an execute_tool span for a task's run, the
child of the tools/call that started it; and a CLIENT span for
every request Sake.Client sends, which carries the trace context in
_meta. Tool arguments and results are recorded only with
config :sake, :opentelemetry, record_content: true. The telemetry
span [:sake, :client, :request], for the client's operation
durations. guides/observability.md lists the events and spans, and
how to move from protocol logging to Logger and OpenTelemetry.
	A warning, once a node joins a cluster, for each piece of state Sake
keeps on that node only (the ETS stores, a replay table without a
shared store, streams without pubsub:), and a "Running on several
nodes" guide.
	A development server (mix dev) and an end-to-end test driving the
whole OAuth-to-tool-call flow through it.
	The official MCP conformance suite (0.2.0-alpha.12) wired into CI: the
server and client scenarios of 2025-06-18, 2025-11-25 and 2026-07-28,
the authorization-server scenarios against the development server's own
authorization server, and, as a separate step, the extension scenarios.
Its baselines list the known, documented gaps (SSE resumability, the
client's standalone GET stream, answers sent without a request state);
every auth/* client scenario, every tasks extension scenario and
every client auth extension scenario (DPoP's included) passes.
	CI runs the tests on Elixir 1.18 (OTP 27), 1.19 (OTP 28) and 1.20
(OTP 29).

Security
Fixed before this release, after a review of the authorization server,
tasks and transports:
	Tasks are bound to the server, OAuth client and resource they were
created through, and to the tool's scopes, as well as to their
principal: the same person's token for another client, resource or
server could read, answer or cancel a task. (#30)
	A replayed authorization code that raced the request redeeming it
could leave a live token pair behind; issuing and revoking now meet on
the consumed code's row. (#38)
	A multi round-trip request's signed state bound its principal by a
short hash, so two principals could share a state; it now binds the
full owner (principal, server, client and resource). (#47)
	A refresh now asks the subject module again: a person removed from a
tenant, or whose account no longer loads, could renew a grant
indefinitely. The family is revoked instead. (#48)
	An internal failure no longer sends its message to the client, which
could carry whatever the failing code had in it: the client gets
"The request failed." and an errorId that the log line and the
request's span carry too. (#49)
	Single-use JWTs (client assertions, JWT grants, DPoP proofs) are
remembered in a store every node can share, so a cluster no longer
accepts the same JWT once per node. (#50)
	The ETS store kept an entry, never removed, for every unknown code a
client presented. (#51)
	A JWT grant or a client assertion may stay valid only for a bounded
time, which also bounds how long its jti must be remembered. (#52)
	A token request's DPoP proof is recorded only once its client is
authenticated, so requests without credentials cannot fill the replay
store. (#53)
	A refresh racing a reuse of the same refresh token could leave the
new pair live; the pair is now stored under a lock that revocation
takes too. (#55)
	Sake.Client bounds what one response may buffer, and reads SSE with
every line end, so a server cannot make it grow without limit. (#57)
	Dynamically registered clients that nothing came to use are pruned,
since registration is an unauthenticated write. (#58)
	Each owner's live tasks are capped. (#59)

0.1.0 (2026-10-15)
An early preview, retired; use 0.2.0.


  

    Security policy

Supported versions
Security fixes go into the latest release. Sake is before 1.0, so a fix
is released as a new patch or minor version of the current series, not
backported to older ones.
	Version	Supported
	0.2.x	yes
	0.1.x	no (an early preview, retired)

Reporting a vulnerability
Please do not open a public issue for a vulnerability. Report it
privately through GitHub's private vulnerability reporting: the
"Report a vulnerability" button on the repository's Security tab
(https://github.com/hattoriai/sake/security/advisories/new).
Include what you found, the version or commit, and how to reproduce it
if you can. The maintainers follow up in the report itself, and publish
a fix with a GitHub security advisory once a report is confirmed.
What is in scope
Sake takes requests from MCP clients and browsers, which anyone can
craft, and issues and checks the tokens that guard them. A problem is in
scope when such a request, token or upstream response can:
	call a tool, read a resource or reach a task that the token, its
scopes or its resource do not allow, or that belongs to another
person, client or server;
	obtain, replay or forge an authorization code, an access or refresh
token, a DPoP proof, a client assertion or a JWT grant, or get one
issued for another client, resource or person;
	get past the consent page, PKCE, the Origin check, a redirect URI
check or the step-up on how the person signed in;
	make Sake.Client or Sake.Proxy send a token or a request where it
should not go;
	crash the server, or make it or its stores do unbounded work.

guides/security.md describes what Sake defends against and what it
leaves to the host (rate limiting, HTTPS, the CIMD fetch's DNS gap).
What a tool does with its arguments, and who the host's login lets in,
are the host's.


  

    Quickstart

Add the dependency
def deps do
  [
    {:sake, "~> 0.4"},
    {:bandit, "~> 1.5"}
  ]
end
bandit (or Phoenix's own endpoint) serves the HTTP; Sake is a Plug.
Start Sake
Add Sake to your supervision tree. Without auth:, only the stream
registry and tasks run — good enough for a first server:
children = [
  {Sake, secret_key_base: MyAppWeb.Endpoint.config(:secret_key_base)},
  MyAppWeb.Endpoint
]
secret_key_base: can be a binary of at least 32 bytes, or {m, f, a}
to read it lazily (from MyAppWeb.Endpoint.config/1, for instance). It
signs legacy session IDs and the state of multi round-trip requests
(elicitation, sampling, roots).
Write a server and a tool
defmodule MyApp.MCP do
  use Sake.Server, name: "my-app", version: "1.0.0"

  tools [MyApp.MCP.Echo]
end

defmodule MyApp.MCP.Echo do
  use Sake.Tool, name: "echo", description: "Returns the text it receives"

  arg :text, :string, required: true, description: "The text to return"

  @impl true
  def execute(%{text: text}, _ctx), do: {:ok, text}
end
Sake.Server builds the tool list, capability negotiation and dispatch;
Sake.Tool compiles arg lines into a JSON Schema and validates every
call before execute/2 runs. See guides/tools.md for arguments, results,
streaming and elicitation, and guides/resources_and_prompts.md for
resources and prompts.
Mount the endpoint
In a Phoenix router:
import Sake.Router

scope "/" do
  forward "/mcp", Sake.Plug, server: MyApp.MCP
end
Or with sake_endpoint, which also works under a scope with a dynamic
segment (see guides/tenants.md):
scope "/" do
  sake_endpoint "/mcp", server: MyApp.MCP
end
In a bare Plug app, forward works the same way:
forward "/mcp", to: Sake.Plug, init_opts: [server: MyApp.MCP]
The endpoint speaks the modern (2026-07-28) protocol and the three
handshake-era revisions (2025-11-25, 2025-06-18, 2025-03-26) on the same
path — a client picks whichever it supports; see
guides/protocol_versions.md.
Connect a client
claude mcp add --transport http my-app https://myapp.example.com/mcp
The client sends tools/list, then tools/call with {"name": "echo", "arguments": {"text": "hi"}}, and gets back {"content": [{"type": "text", "text": "hi"}]}.
Turn on authorization
An unauthenticated endpoint is fine for an internal tool; anything a
person connects a client to should require a token. Five steps:
	A subject module — how Sake reads and loads the signed-in person:
defmodule MyApp.MCP.Subject do
  @behaviour Sake.Auth.Subject

  @impl true
  def from_conn(conn) do
    case Plug.Conn.get_session(conn, :user_id) do
      id when is_binary(id) -> MyApp.Accounts.fetch(id)
      _ -> :error
    end
  end

  @impl true
  def id(user), do: user.id
  @impl true
  def fetch(id), do: MyApp.Accounts.fetch(id)
  @impl true
  def display(user), do: user.email
end

	A migration, if you want tokens to survive a restart (the default
ETS store does not):
defmodule MyApp.Repo.Migrations.AddSakeAuth do
  use Ecto.Migration
  def up, do: Sake.Auth.Migration.up()
  def down, do: Sake.Auth.Migration.down()
end

	Configuration on the Sake child:
{Sake,
 secret_key_base: MyAppWeb.Endpoint.config(:secret_key_base),
 auth: [
   subject: MyApp.MCP.Subject,
   issuer: "https://myapp.example.com",
   servers: [MyApp.MCP],
   store: {Sake.Auth.Store.Ecto, repo: MyApp.Repo}
 ]}

	The router macros — discovery, the token/register/revoke API, and
the authorize page behind your existing login pipeline:
scope "/" do
  sake_well_known()
end

scope "/oauth" do
  pipe_through :api
  sake_oauth_api()
end

scope "/oauth" do
  pipe_through [:browser, :require_authenticated_user]
  sake_oauth_authorize()
end

	auth: true on the endpoint:
sake_endpoint "/mcp", server: MyApp.MCP, auth: true


That is a full OAuth 2.1 authorization server: PKCE, dynamic client
registration, Client ID Metadata Documents, a consent page, and token
rotation. See guides/authorization.md for the flow end to end.
Try it locally
This repository's dev/ directory is a small but complete app: mix dev
starts it on http://localhost:4000, with a login form, the OAuth
endpoints, and a few example tools, resources and prompts. Read
dev/lib/sake_dev/router.ex and dev.exs alongside this guide — they are
the shortest path from zero to a signed-in tools/call.


  

    Tools

Declaring a tool
defmodule MyApp.MCP.Add do
  use Sake.Tool,
    name: "add",
    description: "Adds two numbers",
    annotations: [read_only: true, idempotent: true]

  arg :a, :number, required: true
  arg :b, :number, required: true
  arg :precision, :integer, header: "Precision", min: 0, max: 10

  output do
    arg :sum, :number, required: true
  end

  @impl true
  def execute(%{a: a, b: b, precision: p}, _ctx) do
    sum = a + b
    {:ok, %{sum: if(p, do: Float.round(sum / 1, p), else: sum)}}
  end
end
use Sake.Tool options: name (default: the module's last segment,
snake-cased — MyApp.MCP.Add becomes "add"), title, description,
icons, scope (a string, or a list — see Scopes below), annotations
(read_only, destructive, idempotent, open_world — all booleans, plus
title), stream (see Streaming below), ttl (milliseconds; see Caching
below), meta (a map merged into the tool's _meta), and input_schema
(a raw JSON Schema map instead of arg lines, for a shape arg cannot
express), task (:optional or :required; see guides/tasks.md),
and ui and visibility (the MCP App the host shows with the tool's
result, and who may call the tool; see guides/apps.md), and absent
(:omit: see Arguments).
List the tool on a server:
defmodule MyApp.MCP do
  use Sake.Server, name: "my-app", version: "1.0.0"
  tools [MyApp.MCP.Add, MyApp.MCP.Echo]
end
Arguments
arg name, type, opts. Types:
	:string, :integer, :number, :boolean, and :any (no type
constraint).
	{:array, type} — a list whose items all have type, e.g.
{:array, :string}.
	{:object, [{name, type, opts}, ...]} — a nested object; each entry has
the same shape as a top-level arg line, e.g.
{:object, [{:city, :string, required: true}, {:zip, :string, []}]}.
	{:enum, values} — a string that must be one of values, e.g.
{:enum, ["open", "closed"]}.

Options: required: true, description, default, min/max (numeric
bounds, for :integer and :number), min_length/max_length (string
length bounds), pattern (strings, a regex source), format (a JSON
Schema format string, e.g. "date-time"), and header (below).
header: "Precision" (as on precision above) mirrors the argument into
the Mcp-Param-Precision request header, so a gateway can route or
rate-limit on it without reading the body. It is not another way to send
the value: the value still travels in the JSON arguments, and the header
must carry the same value. When the body has the argument, a request
without the header is refused (and so is a header whose value differs
from the body's); Sake.Client sets these headers itself. The header name
becomes the schema's x-mcp-header extension; it applies to :string,
:integer and :boolean arguments reachable through object properties,
and names must be unique (case-insensitively) across one tool.
Declared arguments become the map execute/2 receives, with atom keys
exactly as declared (no camelCase conversion — an argument written
arg :resourceUri, :string is looked up on the wire as "resourceUri"
and pattern-matched as %{resourceUri: ...}).
An optional argument the client leaves out is nil in that map (or its
default), at every level, so execute/2 can match on every declared
key. A tool that must tell a left-out argument from one sent as null
(before: null, "the cell was empty", is not an edit with no before)
says absent: :omit: a left-out argument with no default is then left
out of the map, in nested objects and the objects of arrays too.
use Sake.Tool, name: "edit_cells", description: "Edits cells", absent: :omit
Output and results
output do ... end declares the tool's outputSchema with the same arg
syntax. execute/2 returns:
	{:ok, text} — a single text content block.
	{:ok, %{...} | [...]} — a map or a list is sent as JSON text and as
structuredContent, whether or not output is declared.

	{:ok, [%Sake.Content{}, ...]} — full control: Sake.Content.text/2,
image/3, audio/3, resource/3 (embedded), resource_link/2.
	{:ok, value, meta: %{...}} — the three shapes above, plus a _meta map
on the result.
	{:ok, %{...} | [...], text: text} — a map or a list goes out as
structuredContent as before, but content carries text (a string or
a [%Sake.Content{}, ...] list) instead of the JSON. The model reads
content, so a short summary there spares it the whole payload, for
instance when an MCP App renders structuredContent. text: with any
other value raises.

	{:error, text} — isError: true with one text content block (not a
JSON-RPC error: the call succeeded, the tool failed).
	{:error, {:missing_capability, capabilities}} — the tool cannot run
for this client at all: a -32021 JSON-RPC error (HTTP 400) whose
data.requiredCapabilities is capabilities, e.g.
%{"sampling" => %{}}. Resources' read/2 and prompts' get/2 may
return it too.

Sake encodes maps and lists with Elixir's JSON, which encodes a struct
only when it implements JSON.Encoder. Ecto schemas and other structs
in Phoenix applications often derive Jason.Encoder instead; for those,
tell Sake to encode with Jason, as Phoenix's own :json_library does:
# config/config.exs
config :sake, :json_library, Jason
The setting covers everything Sake encodes from your code: tool results
and structuredContent, resource and prompt payloads, elicitation
requests, notifications, task results, and the arguments Sake.Client
sends. It takes any module with encode!/1 and encode_to_iodata!/1,
and Sake checks it when {Sake, ...} starts (or on first use without
it). Decoding, and the JSON in tokens and OAuth responses, always uses
JSON, whatever the setting, so those bytes do not depend on it.
Caching
On the modern protocol, list results carry ttlMs and cacheScope. The
server's ttl: (default five minutes) is the ceiling; a tool, resource or
prompt with its own ttl: shortens the ttlMs of every list page it
appears on — the page's ttlMs is the shortest ttl among the server and
the components on it. A resource's ttl: also sets the ttlMs of its
resources/read result.
Annotations
annotations: [read_only: true, destructive: false, idempotent: true, open_world: false, title: "Add two numbers"] — advisory hints a client
may use to decide whether to ask before calling a tool, exactly as the
spec defines them; Sake does not enforce any of them itself.
x-mcp-header
See header: above — it is the tool-argument half of the same mechanism
Sake.Plug.Headers uses on the request side (mcp-method, mcp-name,
mcp-param-<n>, mirroring the JSON-RPC body for transports that inspect
headers before the body, and validated against the body on every request).
Streaming and Sake.Progress
stream: true opens a Server-Sent Events response for the call, so the
tool can report progress or log messages as it runs:
defmodule MyApp.MCP.Reindex do
  use Sake.Tool, name: "reindex", scope: "issues:write", stream: true

  arg :n, :integer, default: 100

  @impl true
  def execute(%{n: n}, ctx) do
    for i <- 1..n do
      Sake.Progress.report(ctx, i, n, "Indexing #{i}")
    end

    {:ok, "Indexed #{n} issues"}
  end
end
Sake.Progress.report/4 is always safe to call: it is a no-op when the
client sent no progressToken, so the same tool code serves both cases.
A request that carries a progressToken opens the SSE channel on its own
even without stream: true. Sake.Progress.log(ctx, level, data) sends a
notifications/message, but only once the client has set a log level at
or below level (via logging/setLevel on a legacy session, or a
per-request _meta log level on a modern one) — before that, log calls
are silently dropped. Protocol logging is deprecated as of 2026-07-28:
for new code, Logger and OpenTelemetry are the better home for logs
(see guides/observability.md).
A call only streams when its scopes allow it: a call the token's scopes
do not cover never opens the SSE response, whatever asked for one
(stream: true, a progressToken, a legacy client that can be asked
something). It comes back as a plain 403 with its insufficient_scope
challenge, so the client can step up. The same holds for
resources/read and prompts/get.
Elicitation
case Sake.Elicit.form(ctx, :who, "Who should be greeted?", %{
       "type" => "object",
       "properties" => %{"name" => %{"type" => "string"}},
       "required" => ["name"]
     }) do
  {:ok, %{"name" => name}} -> {:ok, "Hello, #{name}!"}
  :decline -> {:ok, "No greeting then."}
  :cancel -> {:error, "Cancelled."}
  {:error, :unsupported} -> {:error, "This client does not support elicitation."}
end
Sake.Elicit.url/4 asks the person to open a URL instead (2025-11-25 and
the modern era only).
No side effects before an elicitation call. On a modern (stateless)
connection, Sake.Elicit.form/4 ends the handler the first time it is
called for a given key: Sake replies with an input-required result, and
when the client answers, the whole handler runs again from the top —
including any code before the call. A handler with a side effect ahead of
its elicitation calls (an insert, a charge, a second elicitation whose
result depends on state from the first run) would repeat that side effect
on every round-trip. Write elicitation calls at the top of execute/2,
before anything else happens.
On a legacy (session-based) connection there is no retry: the call blocks
on the open stream until the client answers, so this constraint does not
apply there — but modern clients are the common case, so write every tool
as if it always will.
On a legacy stream, the elicitation request carries the handler's key in
_meta["ai.hattori.sake/key"], so a client juggling more than one
in-flight question can tell which is which; a client that ignores the key
and answers on the single _meta-less legacy pattern is treated as
answering key "legacy" (the common case: one question at a time). A
client's on_input map (see guides/client.md) is keyed the same way.
inputResponses sent back without the matching requestState are
ignored — the modern retry mechanism ties an answer to the exact call it
answers, so a client cannot resume a handler from an unrelated response.
The handler runs as if nothing had been answered and asks again, as the
specification recommends for a retry that lacks what the server needs. A
requestState that fails verification (tampered, expired, or issued for
another call) is refused with -32602.
Inside a task (see guides/tasks.md), an elicitation waits on the task
for the client's tasks/update instead; nothing runs twice there.
Sampling and roots
A tool can also ask the client's model to complete a conversation, and
ask the client which roots (folders, repositories) it shares:
case Sake.Sampling.create_message(ctx, :summary, [user: "Summarize: " <> text],
       max_tokens: 200,
       system_prompt: "You write one-line summaries."
     ) do
  {:ok, %Sake.Sampling.Result{text: summary}} -> {:ok, summary}
  {:error, :unsupported} -> {:error, "This client does not support sampling."}
  {:error, _reason} -> {:error, "The client did not answer."}
end

case Sake.Roots.list(ctx) do
  {:ok, roots} -> {:ok, Enum.map_join(roots, "\n", & &1.uri)}
  {:error, _reason} -> {:error, "No roots."}
end
Both travel exactly like Sake.Elicit: a multi round-trip request on a
modern connection (so the same rule — no side effects before the call),
a request on the call's stream on a legacy one, and a wait on the task
inside a task. Each is keyed (:summary above; Sake.Roots.list/2
defaults to :roots), and returns {:error, :unsupported} when the
client did not declare the capability. Sake.Sampling.create_message/4
takes max_tokens (required), system_prompt, temperature,
stop_sequences, model_preferences, include_context, metadata, and
on 2025-11-25 and later, tools and tool_choice (which also need the
client's sampling.tools capability). A legacy client that answers with
a JSON-RPC error comes back as {:error, error}.
Sampling and roots are deprecated in the 2026-07-28 revision (SEP-2577):
they stay in the specification for at least twelve months, and new
servers are asked to integrate with a model provider directly instead of
sampling, and to take directories and files as tool arguments, resource
URIs or configuration instead of roots. Sake supports both on every
revision because many clients still rely on them; prefer the recommended
route in new tools where you can.
Several questions at once
Called one after the other, input calls ask one question per round-trip
on a modern connection. Sake.Input.all/2 asks them together:
[name, roots] =
  Sake.Input.all(ctx, [
    &Sake.Elicit.form(&1, :name, "Who are you?", schema),
    &Sake.Roots.list(&1, :roots)
  ])
Every unanswered question goes out in one input-required result (and,
inside a task, is pending on the task at once); a question whose
capability the client did not declare comes back
{:error, :unsupported} without being asked.
Before execute/2: prepare/2
A tool may define prepare(args, ctx), which runs in the request before
execute/2 and returns the arguments execute/2 receives (or
{:error, text}). It matters for task tools: questions asked in
prepare/2 travel on the original call, before a task exists — see
guides/tasks.md.
Scopes
defmodule MyApp.MCP do
  use Sake.Server, name: "my-app", version: "1.0.0"
  scope "issues:read", "Read issues"
  scope "issues:write", "Change issues"
  tools [...]
end
scope: "issues:write" (or scope: ["issues:read", "issues:write"]) on a
tool restricts it to a token carrying those scopes. An unauthenticated
endpoint has no token, so every tool is allowed regardless of its
scope: — scopes only take effect once auth: true is set (see
guides/authorization.md). Sake.Auth.Config.scopes/1 collects every
declared scope, with its description, across the servers an authorization
configuration lists — that list is what a consent page and the
scopes_supported discovery field show.
Step-up authentication
A scope says what a token may do, not how its person signed in.
authentication: asks for that too (RFC 9470): with which
authentication context class (acr, any one of the list) and how
recently (max_age, in seconds):
use Sake.Tool,
  name: "delete_repo",
  scope: "repos:admin",
  authentication: [acr: ["mfa"], max_age: 300]
A token that does not meet it gets a 401 insufficient_user_authentication
challenge with acr_values="mfa" and max_age="300", and a client such as
Sake.Client has the person sign in again, with MFA, and retries. The
tool stays in tools/list: the token's sign-in changes with time, and the
client needs to see the tool to step up for it. Resources and prompts
take the same option (for a read and a get), and so does the server
(use Sake.Server, authentication: [...], for all its components and its
mounted servers'). Like scopes, it takes effect only on an endpoint with
authorization. guides/authorization.md has the whole flow, and what
the host's login provides; a requirement that depends on the arguments is
a middleware's (Sake.Middleware.require_authentication/2).
Testing a tool
Sake.Test calls a server's tools from a test as a client would, in
memory, with a principal and scopes of the test's choosing:
import Sake.Test

client = connect(MyApp.MCP, scope: user, scopes: ["issues:read"])
assert {:ok, %{structured: %{"sum" => 3}}} = call_tool(client, "add", %{"a" => 1, "b" => 2})
See guides/testing.md.
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A tool that takes longer than a request should wait — an export, a
report, anything that calls a slow service — can run as a task: the
call answers at once with a task ID, the work goes on in the background,
and the client polls for the result. This is the
io.modelcontextprotocol/tasks extension of the 2026-07-28 protocol.
Declaring a task tool
defmodule MyApp.MCP.Export do
  use Sake.Tool, name: "export", description: "Exports a project", task: :optional
  arg :project, :string, required: true

  @impl true
  def execute(%{project: project}, ctx) do
    files = Projects.files(project)

    exported =
      Enum.reduce_while(files, 0, fn file, n ->
        if Sake.Tasks.cancelled?(ctx) do
          {:halt, n}
        else
          Export.file(file)
          Sake.Progress.report(ctx, n + 1, length(files), "Exported #{file.name}")
          {:cont, n + 1}
        end
      end)

    {:ok, "Exported #{exported} of #{length(files)} files."}
  end
end
task: :optional (or task: true) runs the tool as a task when the
client declares the extension in the request's capabilities, and like any
other tool when it does not. task: :required refuses a client without
the extension with -32021, naming the extension in
data.requiredCapabilities. Clients declare the extension per request,
so the same client may get a task on one call and a plain result on
another; Sake.Client declares it by default.
The server decides, the client never asks: there is no task parameter on
the call, and a legacy session (2025-11-25 and earlier) never gets a task
— its optional task tools run synchronously, and its required ones are
refused.
What happens on a call
	The arguments are validated and the scopes checked, exactly as for
any tool. Errors here are ordinary results or errors; no task exists.
	The tool's prepare/2, if it has one, runs in the request (below).
	Sake stores the task, starts execute/2 in a supervised process, and
answers with the task: resultType: "task", taskId, status: "working", createdAt, lastUpdatedAt, ttlMs and
pollIntervalMs. The task is stored before the answer, so a
tasks/get right after it finds it, on any node.
	The client polls tasks/get. While the tool runs the task is
working; when the tool asks for input it is input_required, with
the questions in inputRequests; when it ends it is completed (with
result, the tool result exactly as a synchronous call returns it,
isError tool errors included) or failed (with error, a JSON-RPC
error: the tool raised, -32603, or refused for want of a capability,
-32021).

tasks/get, tasks/update and tasks/cancel need the extension in the
request's capabilities too (-32021 otherwise), and a task ID the caller
does not own — or one that expired — is -32602 "Failed to retrieve
task: Task not found". On the Streamable HTTP transport these requests
carry the task ID in Mcp-Name, which Sake checks against the body like
every other mirrored header.
Input inside a task
Sake.Elicit, Sake.Sampling and Sake.Roots work inside a task as
they do anywhere else, but travel differently: the call moves the task to
input_required, lists the request under its key in inputRequests, and
waits until the client answers through tasks/update. Unlike a modern
retry, nothing runs twice — the tool simply waits — so side effects
before the question are fine.
Keys are unique over a task's life: asking the same key again returns the
first answer. Sake.Input.all/2 puts several questions on the task at
once, and the client may answer them in one update or in several; the
task stays input_required until every one is answered. An answer for a
key that is not outstanding is ignored.
Asking before the task starts
When an answer decides whether the work should start at all, ask in
prepare/2. It runs in the request, so its questions are ordinary
multi round-trip requests on the original call, and the task is created
only on the round that completes them:
defmodule MyApp.MCP.Purge do
  use Sake.Tool, name: "purge", task: :required
  arg :project, :string, required: true

  @impl true
  def prepare(args, ctx) do
    case Sake.Elicit.form(ctx, :confirm, "Purge #{args.project}?", %{
           "type" => "object",
           "properties" => %{"sure" => %{"type" => "boolean"}}
         }) do
      {:ok, %{"sure" => true}} -> {:ok, args}
      _ -> {:error, "Not purged."}
    end
  end

  @impl true
  def execute(%{project: project}, _ctx), do: {:ok, Projects.purge(project)}
end
prepare/2 returns the arguments execute/2 receives (so it can add the
answers to them), or {:error, text} for a tool error without a task.
Progress and cancellation
Sake.Progress.report/4 sets the task's statusMessage (the message, or
"3/10" without one); progress and log notifications are not sent for
tasks.
tasks/cancel is cooperative. Sake marks the task cancelled at once —
a task that already ended stays as it was, and the cancel is acknowledged
all the same — and stops the tool's process when it runs on the node that
received the cancel. On any other node the tool learns of it the next
time it waits for input (an elicitation reads as :cancel, sampling and
roots as {:error, :cancelled}) or calls Sake.Tasks.cancelled?/1, so a
long loop should check it now and then.
Notifications
A client that declared the extension can follow its tasks on a
subscriptions/listen stream instead of polling:
{"notifications": {"taskIds": ["Xb4...", "Qm9..."]}}
The acknowledgement lists the task IDs Sake agreed to — the caller's own,
live tasks; the others are silently left out — and every status change of
those tasks then arrives as notifications/tasks carrying the whole task,
as tasks/get would return it. Status changes go through
Sake.Plug.Streams.broadcast/2, so with a pubsub: they reach listen
streams on every node.
Storage and nodes
Tasks live in a Sake.Tasks.Store. The default, Sake.Tasks.Store.ETS,
keeps them in memory on one node. An endpoint on several nodes needs a
shared store:
defmodule MyApp.Repo.Migrations.AddSakeTasks do
  use Ecto.Migration
  def up, do: Sake.Tasks.Migration.up()
  def down, do: Sake.Tasks.Migration.down()
end
{Sake,
 secret_key_base: ...,
 pubsub: MyApp.PubSub,
 tasks: [store: {Sake.Tasks.Store.Ecto, repo: MyApp.Repo}, ttl: :timer.hours(1), poll_interval: 1_000, max_per_principal: 100]}
The tool runs on the node that received the call; tasks/get,
tasks/update and tasks/cancel may land on any node, because workers
coordinate through the store: a worker waiting for input checks it every
poll_interval (and is woken at once when the update lands on its own
node). poll_interval is also the pollIntervalMs clients are told.
tasks: false on the Sake child turns tasks off: task tools then run
synchronously for every client, and server/discover does not advertise
the extension.
A task is kept for ttl after it was created (default one hour) — its
process is stopped then if it is still running — and is "not found"
afterwards; expired tasks are deleted from the store every minute.
Each owner (see Security below) may have max_per_principal live tasks
at once — neither ended nor expired — default 100 (:infinity lifts the
limit). Beyond it, a task: :optional tool runs in the request like any
other tool; a task: :required tool is refused with -32600, as is a
proxied call the upstream made a task of (the upstream's task is
cancelled). A task that ends frees its slot.
Security
Task IDs carry 144 random bits. A task belongs to the principal that
created it — the token's subject when the endpoint has authorization,
otherwise the host's scope (Sake.Plug's scope:) — through the server,
OAuth client and resource it was created with, and every other caller
(the same person through another client, resource or server included)
is told it does not exist, on tasks/get, tasks/update,
tasks/cancel and subscriptions/listen alike. Each of them also needs
the scopes the tool required when the task started; a token without
them gets insufficient_scope. On an endpoint with neither
authorization nor a scope, the task ID itself is the only credential.
Input requests surfaced through a task are the same elicitation,
sampling and roots requests as anywhere else; a client applies the same
trust to them.
Telemetry
[:sake, :task, :start], [:sake, :task, :stop] and
[:sake, :task, :exception] surround the tool's run in the background,
with task_id, tool and server in the metadata and the final
status on :stop — next to the [:sake, :server, :request] span of
the call that created the task. With OpenTelemetry, the run is an
execute_tool span, the child of that call's span (see
guides/observability.md).
Not supported
The in-core, experimental tasks of revision 2025-11-25 (tasks/result,
tasks/list, the task request parameter, execution.taskSupport on
tools) are not implemented: tasks/result and tasks/list are "method
not found", and a task parameter is ignored.


  

    MCP Apps

An MCP App is an interactive HTML interface that a server ships with a
tool: a chart, a form, a board. When the model calls the tool, a host
that supports apps (Claude, ChatGPT, VS Code, Goose and others) renders
the app in a sandboxed iframe inside the conversation, hands it the
tool's result, and lets it call the server's tools back. This is the
io.modelcontextprotocol/ui extension, in its 2026-01-26 revision.
The pieces:
	a UI resource: an HTML document at a ui:// URI, with the MIME
type text/html;profile=mcp-app, served by resources/read;
	a tool that names that URI in its _meta.ui.resourceUri;
	the app, the script in the document, which talks to the host over
postMessage JSON-RPC (ui/initialize, the tool's input and result as
notifications, tools/call back to the server through the host).

Sake does the first two and serves the third; the app is HTML and
JavaScript you write.
Declaring a UI
defmodule MyApp.MCP.SalesMap do
  use Sake.UI,
    uri: "ui://my-app/sales-map",
    name: "sales_map",
    title: "Sales map",
    template: "sales_map.html.eex",
    csp: [resource_domains: ["https://tile.openstreetmap.org"]],
    prefers_border: true

  @impl true
  def assigns(ctx), do: %{region: ctx.scope.region}
end
use Sake.UI options: uri (required; a fixed ui:// URI), name
(default: the module's last segment, snake-cased), title,
description, icons, scope, ttl and meta (as for any resource),
template (below), and the _meta.ui the host reads: csp,
permissions, domain and prefers_border (see Security below).
A UI is a resource, so it is listed with the others:
defmodule MyApp.MCP do
  use Sake.Server, name: "my-app", version: "1.0.0"
  tools [MyApp.MCP.ShowSales, MyApp.MCP.SalesFor]
  resources [MyApp.MCP.Readme, MyApp.MCP.SalesMap]
end
The server then advertises the extension in its capabilities
(server/discover, and initialize on a legacy session), and its
_meta.ui travels both on the resources/list entry, where a host can
review it before any tool runs, and on the resources/read contents.
Linking a tool
defmodule MyApp.MCP.ShowSales do
  use Sake.Tool,
    name: "show_sales",
    description: "Shows the quarter's sales on a map",
    scope: "sales:read",
    ui: MyApp.MCP.SalesMap

  arg :quarter, :string, required: true

  @impl true
  def execute(%{quarter: quarter}, ctx) do
    {:ok, %{quarter: quarter, regions: Sales.by_region(ctx.scope, quarter)}}
  end
end
ui: names the Sake.UI module. The server checks at compile time that
the UI is among its resources, since the host fetches it from there.
The result does two jobs. A map returned from execute/2 goes out as
structuredContent (the data the app renders) and as JSON text in
content, which is what the model reads, and what a client that shows no
app gets: the specification requires a tool with a UI to return
meaningful content all the same. Keep the result small enough for the
model to read, or give the model its own text with text:, and the app
still gets the whole map:
def execute(args, ctx) do
  chart = build_chart(args, ctx)
  {:ok, chart, text: "Bar chart of signups by week: #{length(chart.rows)} rows"}
end
Anything only the app needs can also come from a second tool the app
calls.
App-only tools
defmodule MyApp.MCP.SalesFor do
  use Sake.Tool,
    name: "sales_for",
    description: "One region's sales, for the sales map",
    scope: "sales:read",
    ui: MyApp.MCP.SalesMap,
    visibility: [:app]

  arg :region, :string, required: true

  @impl true
  def execute(%{region: region}, ctx), do: {:ok, Sales.region(ctx.scope, region)}
end
visibility: is [:model, :app] by default: the model sees the tool and
an app may call it. [:app] hides it from the model (a refresh button,
a form submission, paging through data the board shows); [:model]
keeps apps from calling it. The host enforces both. A tool can be
app-only without ui: of its own: any app of the same server may call
it.
Visibility is about what the model sees, not authorization: an app runs
with the person's connection, and anything that can call the server can
call an app-only tool. Protect what needs protecting with scope:, as
for any tool.
What a client sees
A client renders apps when it declares the extension with the MCP App
MIME type, extensions: {"io.modelcontextprotocol/ui": {mimeTypes: ["text/html;profile=mcp-app"]}} — in each request's capabilities on the
modern protocol, in initialize on a legacy session. For such a host,
Sake lists:
	each tool with its _meta.ui (resourceUri and visibility), plus
the deprecated flat _meta["ui/resourceUri"] key, as the official SDK
still sends it for hosts that read only that one;
	the app-only tools;
	the UI resources in resources/list.

Any other client gets the tools as plain tools, without _meta.ui, and
neither the app-only tools nor the UI resources: they are of no use
without a host that renders the app. A tools/call for an app-only tool
from such a client is answered as for an unknown tool. A UI resource can
still be read by anyone.
Sake.UI.supported?/1 tells a tool whether the current client renders
apps, for a tool that words its text differently when it does.
Since tools/list and resources/list now depend on the client's
capabilities, on a server with any UI they carry cacheScope: "private"
on the modern protocol: a shared cache must not hand the list a client
without apps got to a host, or the other way around. The UI document
itself is the same for every client and keeps the server's cache scope.
Security: CSP, permissions, domain
The host renders the document in a sandbox with a strict Content Security
Policy: no network access, no external scripts, styles, images or fonts,
no nested frames. Declare what the app needs:
use Sake.UI,
  uri: "ui://my-app/sales-map",
  template: "sales_map.html.eex",
  csp: [
    connect_domains: ["https://api.example.com"],
    resource_domains: ["https://tile.openstreetmap.org"],
    frame_domains: ["https://www.youtube.com"],
    base_uri_domains: ["https://cdn.example.com"]
  ],
  permissions: [:clipboard_write],
  domain: "a904794854a047f6.claudemcpcontent.com",
  prefers_border: true
	csp: connect_domains (fetch, XHR, WebSocket), resource_domains
(scripts, styles, images, fonts, media), frame_domains (nested
iframes) and base_uri_domains. A host may restrict further, never
loosen.
	permissions: :camera, :microphone, :geolocation,
:clipboard_write. The host may grant them; an app should still detect
the feature before using it.
	domain: a stable origin for the sandbox, for an API that allowlists
origins with CORS. Its format belongs to each host (Claude derives one
from your server's URL), so read the host's documentation.
	prefers_border: whether the host should draw a border and background
around the app. Say so either way; hosts' defaults differ.

The simplest app needs none of it: everything in one document, with the
data coming from the tool's result and from tool calls through the host.
The document
render/1
@impl true
def render(_ctx) do
  """
  <!doctype html>
  <html>
    <body>
      <div id="map"></div>
      <script>#{inline("priv/static/assets/sales_map.js")}</script>
    </body>
  </html>
  """
end
render/1 gets the request's Sake.Context and returns the whole
document as a string or iodata (or {:safe, iodata}). It runs on every
resources/read; a host may fetch the document before the tool runs and
cache it, so the per-call data belongs in the tool's result, not here.
EEx templates
template: "sales_map.html.eex", relative to the module's own file, is
compiled into the module as render/1. Its assigns come from the
optional assigns/1:
<!doctype html>
<html>
  <head><title><%= @title %></title></head>
  <body>
    <h1><%= @title %></h1>
    <script><%= raw inline("priv/static/assets/sales_map.js") %></script>
  </body>
</html>
<%= %> escapes its output as HTML; raw/1 marks what must go in as it
is.
Inlining bundled assets
inline/1 reads a file, relative to the project's root, at compile time
and puts its contents in the document; the template does the same with
raw inline(...). The template and every inlined file are external
resources of the module: change one and the module recompiles. So the
document is one self-contained file built from the assets your existing
pipeline produces. With Phoenix's esbuild:
# config/config.exs
config :esbuild,
  sales_map: [
    args: ~w(js/sales_map.js --bundle --minify --format=iife --outdir=../priv/static/assets),
    cd: Path.expand("../assets", __DIR__),
    env: %{"NODE_PATH" => Path.expand("../deps", __DIR__)}
  ]
Build the bundle before compiling (mix esbuild sales_map, or the
assets.build alias) and inline priv/static/assets/sales_map.js. The
same goes for a Tailwind stylesheet in a <style> tag.
HEEx and Phoenix components
When the host has phoenix_html (every Phoenix application does),
render/1 may return what a function component returns, or anything
else that implements Phoenix.HTML.Safe:
defmodule MyApp.MCP.SalesMap do
  use Sake.UI, uri: "ui://my-app/sales-map", prefers_border: true
  import MyAppWeb.SalesComponents

  @impl true
  def render(ctx), do: sales_map_document(%{region: ctx.scope.region})
end

defmodule MyAppWeb.SalesComponents do
  use Phoenix.Component
  require Sake.UI

  @script Sake.UI.inline("priv/static/assets/sales_map.js")

  def sales_map_document(assigns) do
    assigns = assign(assigns, :script, @script)

    ~H"""
    <!doctype html>
    <html>
      <body>
        <h1>Sales in {@region}</h1>
        <div id="map"></div>
        <script><%= Phoenix.HTML.raw(@script) %></script>
      </body>
    </html>
    """
  end
end
Sake turns it into the document with Phoenix.HTML.Safe.to_iodata/1.
Without phoenix_html, do the same yourself and return the iodata.
LiveView itself has no place inside the app: the document runs in the
host's sandbox, on an origin that is not your application's, with no
session cookie and no CSRF token, and a LiveView socket would need a
connect_domains entry and its own authentication. Render with
components, and let the app get its data through the host's tool calls,
which carry the person's authorization to your server.
The app
The app talks to the host with JSON-RPC over postMessage. A small app
needs no library:
let nextId = 1;
const pending = new Map();
const send = (m) => window.parent.postMessage({ jsonrpc: "2.0", ...m }, "*");
const request = (method, params) =>
  new Promise((resolve, reject) => {
    const id = nextId++;
    pending.set(id, { resolve, reject });
    send({ id, method, params });
  });

window.addEventListener("message", (event) => {
  const m = event.data;
  if (m?.jsonrpc !== "2.0") return;
  if (m.method === undefined) {
    const p = pending.get(m.id);
    pending.delete(m.id);
    m.error ? p?.reject(new Error(m.error.message)) : p?.resolve(m.result);
  } else if (m.method === "ui/notifications/tool-result") {
    render(m.params.structuredContent);
  } else if (m.method === "ui/resource-teardown") {
    send({ id: m.id, result: {} });
  }
});

await request("ui/initialize", {
  protocolVersion: "2026-01-26",
  appInfo: { name: "Sales map", version: "1.0.0" },
  appCapabilities: { availableDisplayModes: ["inline"] }
});
send({ method: "ui/notifications/initialized", params: {} });

// Later, on a click:
const result = await request("tools/call", { name: "sales_for", arguments: { region: "north" } });
The development server's issue board (dev/lib/sake_dev/ui/) is a
complete app of this kind: it also follows the host's theme and reports
its size with ui/notifications/size-changed, so that the host can size
the frame.
For anything bigger, use the official SDK,
@modelcontextprotocol/ext-apps:
its App class does the handshake, the notifications (ontoolresult,
ontoolinput, onhostcontextchanged), callServerTool, sendMessage,
updateModelContext, openLink, display modes, automatic resizing, and
the host's theme and fonts. Install it in assets/ with npm, import it
from your app's entry point, bundle it with esbuild as above, and inline
the bundle. Sake ships no JavaScript of its own for this.
Hosts
Claude (web and desktop), ChatGPT, VS Code with GitHub Copilot, Microsoft
365 Copilot, Goose, Postman, MCPJam, Cursor and others render MCP Apps
(the specification's client matrix keeps the current list). A host that
does not still gets the tool and its text, as above.
Testing
Sake.Client.connect(url, ui: true) declares the extension, as a host
would; list_tools/1 then puts each tool's UI in spec.ui (its URI) and
spec.visibility, and read_resource/2 returns the document with its
_meta:
{:ok, session} = Sake.Client.connect(url, ui: true)
{:ok, tools, session} = Sake.Client.list_tools(session)
%Sake.Tool.Spec{ui: "ui://my-app/sales-map"} = Enum.find(tools, &(&1.name == "show_sales"))
{:ok, [doc], _} = Sake.Client.read_resource(session, "ui://my-app/sales-map")
doc.mime_type #=> "text/html;profile=mcp-app"
To see an app run, mix dev in this repository serves the issue board:
ask a host connected to it to show the issue board. The ext-apps
repository's basic-host example renders apps from a local server
without a model; a remote host such as Claude.ai cannot reach
localhost, so expose the development server with a tunnel
(cloudflared tunnel --url http://localhost:4000) and add the tunnel's
URL as a connector.


  

    Resources and prompts

Fixed resources
defmodule MyApp.MCP.Readme do
  use Sake.Resource,
    uri: "dev://readme",
    name: "readme",
    title: "About this server",
    mime_type: "text/markdown"

  @impl true
  def read(%{}, _ctx), do: {:ok, "# my-app\n\nAn example MCP server."}
end
read/2 returns {:ok, text}, {:ok, {:blob, binary, mime_type}} for
binary content, {:ok, map_or_list} (JSON-encoded, mime_type defaults to
"application/json"), {:ok, [%Sake.Content{}, ...]} for full control, or
{:error, :not_found} / {:error, text}.
Like a tool, a resource or a prompt takes scope: (the token's scopes
it needs) and authentication: (how the person must have signed in,
[acr: ["mfa"], max_age: 300]; see "Step-up authentication" in
guides/tools.md), checked on every read and get.
Template resources
A {name} placeholder in uri: makes a resource a template; read/2
receives the matched segments as atom-keyed params:
defmodule MyApp.MCP.Issue do
  use Sake.Resource,
    uri: "issue://{id}",
    name: "issue",
    mime_type: "application/json",
    scope: "issues:read",
    subscribe: true

  @impl true
  def read(%{id: id}, _ctx) do
    case Issues.fetch(id) do
      {:ok, issue} -> {:ok, issue}
      :error -> {:error, :not_found}
    end
  end
end
list/1
A template resource can implement list/1 to enumerate the concrete
resources resources/list should advertise (a fixed resource is always
listed on its own and needs no list/1):
@impl true
def list(_ctx), do: Enum.map(Issues.all(), &%{uri: "issue://#{&1.id}", name: &1.title})
Each entry is a URI string or a map with :uri and optional :name,
:title, :description, :mime_type overrides for that one item.
Subscriptions
subscribe: true lets a client resources/subscribe to a concrete URI
(legacy) or open the modern subscriptions/listen stream; announce a
change from anywhere in your app with:
Sake.Server.resource_updated(MyApp.MCP, "issue://42")
Sake fans that out to every session subscribed to that URI (or to the
open modern stream, filtered to what it asked for) through the stream
registry started by {Sake, ...} — no extra wiring needed once the
resource declares subscribe: true and a client has subscribed.
Both protocols subscribe on the same terms: the resource declares
subscribe: true, :after_list middleware does not hide it, and the
token carries the resource's scope:. A legacy resources/subscribe
that fails them is refused; a modern stream leaves the URI out of the
resourceSubscriptions it acknowledges, and hears nothing about it.
Completion
@impl true
def complete("id", partial, _ctx),
  do: {:ok, Issues.all() |> Enum.map(& &1.id) |> Enum.filter(&String.starts_with?(&1, partial))}
complete/3 (optional) answers completion/complete for one of the
resource's template parameters, returning {:ok, values} or {:ok, values, total: n, has_more: true}. Without it (or for an argument that
returns no matches), the completion endpoint still answers correctly —
just with an empty list; the capability only needs to be declared.
Prompts
defmodule MyApp.MCP.Triage do
  use Sake.Prompt,
    name: "triage",
    title: "Triage an issue",
    description: "Asks for a triage of one issue"

  arg :id, :string, required: true, description: "The issue id"
  arg :tone, :string, description: "kind or direct"

  @impl true
  def get(%{id: id, tone: tone}, _ctx) do
    {:ok, [user: "Triage issue #{id} in a #{tone || "kind"} tone."],
     description: "Triage of issue #{id}"}
  end

  @impl true
  def complete("tone", partial, _ctx),
    do: {:ok, Enum.filter(["kind", "direct"], &String.starts_with?(&1, partial))}

  def complete(_, _, _), do: {:ok, []}
end
Prompt arg lines take only :string (prompt arguments are always
strings on the wire) and the same required/description options.
get/2 returns {:ok, messages} or {:ok, messages, description: "..."}
(falling back to the prompt's own description); a message is {role, text} or {role, %Sake.Content{}} — role is :user or :assistant.
An embedded resource or image in a message uses the same
Sake.Content.resource/3 / image/3 builders as a tool result:
{:ok,
 [
   user: Sake.Content.resource("issue://42", issue_json, mime_type: "application/json"),
   user: "Please triage the issue above."
 ]}
MCP Apps
The HTML document of an MCP App is a resource too, declared with
use Sake.UI and listed with the others; see guides/apps.md.
List resources and prompts on a server the same way as tools:
defmodule MyApp.MCP do
  use Sake.Server, name: "my-app", version: "1.0.0"
  resources [MyApp.MCP.Readme, MyApp.MCP.Issue]
  prompts [MyApp.MCP.Triage]
end


  

    Authorization

Sake's authorization server makes your Phoenix (or Plug) app itself the
OAuth 2.1 authorization server for its own MCP endpoint: your login, your
users, no third-party identity provider. See guides/quickstart.md for the
five-step setup; this guide is the flow end to end, and the pieces you can
replace or extend. An app that already has an authorization server keeps
it, and Sake only checks its tokens: see guides/external_auth.md.
The flow, as a person sees it
	A client (Claude Code, Claude Desktop, a custom agent) is pointed at
your MCP endpoint. It gets a 401 with a WWW-Authenticate header
naming the endpoint's metadata URL.
	The client fetches /.well-known/oauth-protected-resource/... and then
the authorization server's own /.well-known/oauth-authorization-server
(served by Sake.Auth.WellKnown), learning the authorize/token URLs and
the scopes your servers declare.
	The client registers itself — dynamically (see DCR below), or by
presenting a Client ID Metadata Document — and opens the authorize URL
in a browser.
	The person must be signed in. Sake.Auth.Authorize reads the
principal through your Sake.Auth.Subject module; for a signed-out
person it answers a 401 page ("Sign in first"). To send the person to
your login page instead, put your own plug in front of the route — the
generated require_authenticated_user plug in a Phoenix app does
exactly that, and returns the person to the authorize URL after login.
A subject module that defines authorize_resource?/2 may refuse the
endpoint the client asked for (see guides/tenants.md); the client
then gets access_denied.
	The consent page (Sake.Auth.Consent.Default, or your own) shows the
client's name, the endpoint URL (the resource) and the scopes it asked
for, narrowed to those the person may hold when the subject module
defines scopes_for/2 (below). Approving redirects back to
the client with an authorization code.
	The client exchanges the code (with its PKCE verifier) for an access
token and a refresh token at /oauth/token.
	The access token goes with every MCP request from then on — bound to
a key the client holds, when the client uses DPoP (below), or as a
bearer token — and the refresh token gets a new pair when the access
token expires.

Who may hold which scopes
A client asks for scopes, and with no scope parameter it asks for
every scope the servers declare (Claude Code does). Without more, Sake
grants what was asked: anyone authorize_resource?/2 lets through gets
every scope, a viewer issues:write as much as an admin. Define
scopes_for/2 on the subject module to say which scopes each person may
hold for an endpoint URL, as a list or :all:
defmodule MyApp.MCP.Subject do
  @behaviour Sake.Auth.Subject
  # from_conn/1, id/1, fetch/1, display/1 as in the quickstart

  # Only staff may connect at all.
  @impl true
  def authorize_resource?(user, _resource), do: user.role in [:admin, :analyst]

  # Analysts read; admins also write.
  @impl true
  def scopes_for(%{role: :admin}, _resource), do: :all
  def scopes_for(%{role: :analyst}, _resource), do: ["reports:read"]
end
Sake then narrows the scopes everywhere a grant is made or used:
	Authorize: the consent page shows, and the code carries, only
the requested scopes the person may hold. A request left with none of
its scopes is refused with access_denied ("You may not hold any of
the requested scopes").
	Machine clients and JWT grants: the token gets only the scopes its
principal (client_principal/1, assertion_principal/2) may hold, or
invalid_scope when none is left.
	Refresh: the grant is renewed with only the scopes the person may
still hold; with none left, the refresh fails with invalid_grant and
the grant is revoked, as for a person authorize_resource?/2 refuses.
	Every request: the token's scopes are narrowed to those of the
principal fetch/1 has just loaded, before any component is listed or
called. An admin demoted to analyst stops seeing write tools at once,
not when the access token expires. A wider role never adds a scope the
token was not granted: that takes a new authorization.

scopes_for/2 runs on every request, as fetch/1 does, so keep it a
lookup on the principal you already loaded. Anything it returns other
than a list or :all holds no scope. The tokens of an external
authorization server (guides/external_auth.md) are not narrowed: their
scopes are that server's to grant. A remembered consent covers the
narrowed scopes, so a person promoted later is asked again for the
scopes now within reach.
The three client kinds
A Sake.Auth.Client comes from one of three places (kind: records
which):
	Client ID Metadata Document (CIMD) — the client's client_id is an
HTTPS URL; Sake downloads the JSON document there and
builds a client from it, caching the result for its max-age (clamped
to one minute–one day). No registration step at all.
	Dynamically registered (DCR) — POST /oauth/register
(RFC 7591) creates a public client from a JSON body;
put a rate limit in front of it, since it is unauthenticated by design.
	Host-registered — your own code calls Sake.Auth.Clients.create/2
for a CLI or a partner integration you control; confidential: true
returns a client secret once, for a client that can keep one. Machine
clients and the clients that present JWT grants (below) are
host-registered too.

Devices and CLIs without a browser (the device grant)
A CLI on a server over SSH, a headless agent or a device with no browser
cannot open the authorize URL, nor receive a redirect. With the device
authorization grant (RFC 8628) it shows the person a short code instead,
and the person enters it on any device where they can sign in to your
app: their laptop, their phone.
It is off by default. Turn it on in the auth config, and mount the
verification page inside the signed-in pipeline, like the authorize
endpoint:
{Sake,
 auth: [
   # ...
   device: true  # or [expires_in: 600, interval: 5], the defaults
 ]}
sake_oauth_authorize() mounts GET and POST /oauth/device (the
verification page, Sake.Auth.DeviceVerification) next to
/oauth/authorize, and sake_oauth_api() (or Sake.Auth.RouterPlug)
mounts POST /oauth/device_authorization. A Plug host mounts
Sake.Auth.DeviceVerification itself at /oauth/device, behind its
session and login plugs. Without device: all three answer 404, and the
metadata says nothing about them.
The flow:
	The client authenticates at /oauth/device_authorization as it would
at /oauth/token, with the scopes and the resource it wants (the same
rules as an authorization request: the client must be registered for
the urn:ietf:params:oauth:grant-type:device_code grant). It gets a
device code, a user code like BDFK-QRTX, the verification URL
(/oauth/device), the same URL with the code in it
(verification_uri_complete, for a link or a QR code), how long they
last (expires_in) and how often it may poll (interval).
	It shows the person the code and the URL, and polls /oauth/token
with the device code. Until the person decides, the answer is
authorization_pending; a client that polls faster than interval
gets slow_down.
	The person opens the URL, signs in, and enters the code (prefilled
from verification_uri_complete). The consent page follows, with the
code on it to compare with the one the device shows. It runs through
the same decision as the authorize endpoint: authorize_resource?/2
may refuse the endpoint, scopes_for/2 narrows the scopes, and the
approval is remembered as a consent. A remembered consent does not
skip the page here: nothing ties a device request to the client the
way a redirect URI does, and whoever started it may have sent the
code to someone else to approve.
	On approval the next poll gets the tokens, once, bound to the DPoP key
of that token request when there is one. The device code is then
spent: used again, it revokes every token issued for it, as a
replayed authorization code does. A denial answers access_denied,
and a code past expires_in expired_token.

The user code is 8 characters from an alphabet of 20 consonants with no
look-alikes (RFC 8628 §6.1), and the page ignores case, spaces and the
dash. That is about 34 bits, so the page lets each signed-in person enter
five codes a minute, and says nothing about a refused code but that it is
not valid (unknown, expired and already decided read the same). Both
codes are stored hashed: the device code as codes and tokens are, the
user code with an HMAC keyed by the Sake secret, which device: needs.
The page's two forms carry a signed blob bound to the person, and the
host's CSRF token, as the consent form does.
A client registers for the grant dynamically with grant_types: ["urn:ietf:params:oauth:grant-type:device_code", "refresh_token"] and
no redirect URI, or you register one with Sake.Auth.Clients.create/2
and the same grant_types:. Sake.Client does it all with grant: :device (see guides/client.md).
Pushed authorization requests (PAR)
In the code flow the authorization request travels in the browser's
address bar: anything along the way can read it, and anyone can start
one with a client's client_id. With pushed authorization requests (RFC
	the client sends the request straight to the authorization server,
authenticated, and the browser carries only a request_uri that stands
for it. The parameters cannot be tampered with or leak on the way, and
only the client itself can start a request. Enterprise security reviews
ask for it, and FAPI 2.0 requires it.

It is off by default:
{Sake,
 auth: [
   # ...
   par: true  # or [required: true, expires_in: 60]
 ]}
sake_oauth_api() (or Sake.Auth.RouterPlug) mounts POST /oauth/par.
Without par: it answers 404, the metadata says nothing of it, and the
authorize endpoint treats a request_uri as any parameter it does not
know.
The flow:
	The client posts its authorization request (response_type,
redirect_uri, code_challenge, scope, resource, state...) to
/oauth/par, authenticated as at /oauth/token: a confidential
client with its secret or its key, a public client with its
client_id (RFC 9126 §2.1). The request is validated exactly as the
authorize endpoint would validate it, and refused with the same
errors, as JSON. A pushed request may not carry a request_uri
itself, and Sake takes no request objects (request_not_supported).
	It gets 201 with a request_uri
(urn:ietf:params:oauth:request_uri: and 32 random bytes) and
expires_in (60 seconds by default). The request is stored by the
hash of its request_uri, never the request_uri itself.
	It opens /oauth/authorize?client_id=…&request_uri=…. The authorize
endpoint takes the pushed request, once: every other query parameter
is ignored, and client_id must name the client that pushed it. From
there the flow is the one of a request sent directly: the person's
resource and scopes, the consent page or a remembered consent, the
code. A request_uri that is unknown, expired, already used or
another client's gets an error page, never a redirect. The
request_uri is spent when the page shows: the consent form carries
the request itself, so approving and denying work as before, but a
reload of the page shows the error, and the client has to push again.
A person not signed in yet is asked to sign in first without spending
it.

required: true makes it the only way in: the authorize endpoint sends
any request that was not pushed back to the client's redirect URI with
invalid_request, and the metadata says
require_pushed_authorization_requests: true. A single client can ask
for the same (RFC 9126 §6) with require_pushed_authorization_requests: true in its dynamic registration, its Client ID Metadata Document, or
Sake.Auth.Clients.create/2; with par: off the field is not enforced,
since nothing could satisfy it.
DPoP. A push with a DPoP proof (made for POST /oauth/par) records
the thumbprint of the proof's key, and so does a dpop_jkt parameter
(RFC 9449 §10), on a push or on a request sent directly; both at once
must name the same key, or the push is refused with
invalid_dpop_proof. The code is bound to that key: the token request
that redeems it must carry a proof made with it, or gets
invalid_grant (and the code is spent, as on a wrong code_verifier).
With dpop: [nonce: true] the push endpoint asks for a nonce as the
token endpoint does. Without DPoP the proof and dpop_jkt are ignored.
Sake.Client pushes its requests to any server whose metadata lists the
endpoint (see guides/client.md).
Step-up authentication: MFA for a dangerous tool
Scopes say what a token may do; they say nothing of how the person
behind it signed in. Some tools need more than a session someone left
open: "delete_repo only with MFA in the last five minutes". RFC 9470
gives the resource a challenge for exactly that, and the client a way to
answer it: have the person sign in again, as asked, and get a new token.
Declare it on the tool (or a resource, or a prompt):
defmodule MyApp.MCP.DeleteRepo do
  use Sake.Tool,
    name: "delete_repo",
    description: "Delete a repository",
    scope: "repos:admin",
    annotations: [destructive: true],
    authentication: [acr: ["mfa"], max_age: 300]

  arg :name, :string, required: true

  @impl true
  def execute(%{name: name}, ctx), do: MyApp.Repos.delete(ctx.scope, name)
end
acr: lists the authentication context classes (any one will do), and
max_age: how many seconds ago the person may have signed in; either is
optional. use Sake.Server, authentication: [...] sets one for every
component of the server, its mounted servers' included (an acr must
then be among both lists, the shorter max_age wins), and a requirement
that depends on the arguments ("transfers over 1,000 need MFA") is a
middleware's, with Sake.Middleware.require_authentication/2 (see
guides/middleware.md).
Sake does not sign anyone in, and does not run MFA: your login does. Two
optional callbacks on the subject module tell Sake how it went, and send
the person back to it:
defmodule MyAppWeb.MCPSubject do
  @behaviour Sake.Auth.Subject
  # from_conn/1, id/1, fetch/1, display/1 as before.

  # How and when the person of this session signed in: your login puts
  # it in the session (`"mfa"` after the second factor, `"pwd"` after a
  # password alone).
  @impl true
  def authentication(conn) do
    auth_time = Plug.Conn.get_session(conn, :auth_time)

    %{
      acr: Plug.Conn.get_session(conn, :acr),
      auth_time: auth_time && DateTime.from_unix!(auth_time)
    }
  end

  # Sign in again, or do MFA, and come back here.
  @impl true
  def reauthenticate(conn, %{acr_values: acr_values, max_age: _max_age}) do
    return_to = conn.request_path <> "?" <> conn.query_string
    step = if "mfa" in acr_values, do: "mfa", else: "password"

    conn
    |> Phoenix.Controller.redirect(to: ~p"/users/reauthenticate?#{[step: step, return_to: return_to]}")
    |> Plug.Conn.halt()
  end
end
What happens:
	The client calls delete_repo with a token whose person signed in
with a password an hour ago. The endpoint answers 401 with RFC 9470's
challenge, in the token's scheme (Bearer or DPoP):
WWW-Authenticate: Bearer error="insufficient_user_authentication",
  error_description="A different authentication level is required",
  acr_values="mfa", max_age="300",
  resource_metadata="https://app.example.com/.well-known/oauth-protected-resource/mcp"
The description says "More recent authentication is required" when
only the sign-in's age falls short. A token that lacks the tool's
scopes as well gets this challenge, with their scope added, so that
one new grant covers both; a token whose sign-in meets the
requirement and lacks scopes gets the usual 403 insufficient_scope.

	The client runs the person's grant again with acr_values=mfa and
max_age=300 (Sake.Client does, see guides/client.md): on the
authorize endpoint, in a pushed request, or at the device
authorization endpoint. All three take both parameters through the
same validation: acr_values is space-separated, max_age a
non-negative integer in seconds (anything else is invalid_request).

	Before anything is decided, the authorize endpoint (or the device
verification page, once the person enters the code) asks
authentication/1. When the acr is not one of acr_values, or
auth_time is older than max_age (an unknown one meets neither), it
calls reauthenticate/2; the person signs in with MFA and comes back
to the same URL, where it is asked again. A pushed request is kept
for the return until it expires; the device page passes a conn whose
query string is user_code=…, so coming back shows the code filled
in, and the grant waits meanwhile.

	The consent page (or a remembered consent), and the code, which
carries the acr and auth_time of the approval into the tokens.
The client's retry is served.


A refresh keeps the tokens' acr and auth_time: a refresh is no new
sign-in, so max_age: 300 means five minutes after the person signed
in, however often the client refreshes. A machine client's token (client
credentials, a JWT grant) has neither, and never meets a requirement.
Without authentication/1, Sake knows nothing of how anyone signed in,
and no requirement is ever met. Without reauthenticate/2, the authorize
endpoint and the device page answer an unmet request with an error page,
"Sign in again to continue". Make sure the sign-in you send the person
to can meet what it was asked, and comes back to the URL: coming back
still short of it calls reauthenticate/2 again, which, if your login
cannot do MFA, sends them round for ever.
max_age: 0 (OpenID Connect's "sign in again now") cannot be met to the
second, since the person signs in, comes back and the token is used some
seconds later: Sake takes it as a sign-in within the last 60 seconds,
on the authorization server and the resource alike.
acr_values: ["pwd", "mfa"] in the auth config lists the classes your
login offers. The metadata then says acr_values_supported, a request's
acr_values are narrowed to those, and a request that names none of
them is refused with invalid_request (the token it would get could not
do what the client wants). Without it, any value is taken as it comes,
and it is your authentication/1 and reauthenticate/2 that give it a
meaning.
An external authorization server's tokens carry the same in their acr
and auth_time claims; see guides/external_auth.md.
OpenID Connect: who signed in
An access token from Sake is opaque: a client can use it, but cannot
read who signed in. With OpenID Connect on, a client that asks for the
openid scope also gets an ID token, a JWT your app signs that names
the person, and may ask the userinfo endpoint for their name and email
address. A client or an agent then knows whose tools it is calling, and
other apps can use your login as their sign-in ("Sign in with
MyApp"). Implicit and hybrid flows, prompt, display, request
objects and logout are not supported.
It needs the optional jose package and the keys the ID tokens are
signed with:
{Sake,
 auth: [
   ...,
   openid: true,
   signing_keys: [
     [kid: "2026-10", pem: System.fetch_env!("OIDC_SIGNING_KEY")]
   ]
 ]}
Each key is a PEM private key with a kid of its own: RSA of 2048 bits
or more (signing RS256, which every OpenID Connect client takes), P-256
(ES256) or P-384 (ES384). Make one with openssl genpkey -algorithm RSA -pkeyopt rsa_keygen_bits:2048. Sake raises when it starts with
openid: but no key or no jose, with a key it cannot read, or with
two keys of the same kid. openid: [id_token_ttl: 300] sets how long
an ID token lasts, in seconds (the access token's lifetime by default).
The first key signs; every key is published at GET /oauth/jwks, the
metadata's jwks_uri, as public keys only. To rotate, put the new key
first and keep the old one second until the ID tokens it signed have
expired (and clients have refetched the set: it is cached for five
minutes), then drop it.
The scopes
openid, profile and email are the authorization server's own
scopes: no server declares them, the authorization server metadata
lists them in scopes_supported (the protected resource metadata does
not), and a request without scope does not get them. The consent page
shows them as any other ("Know who you are", "See your name and
profile", "See your email address"), and your scopes_for/2 applies to
them as well: a scopes_for/2 that returns a list withholds them unless
the list names them, so a host decides who may share their identity
with which client. The client credentials and JWT bearer grants cannot
ask for them: they have no person signing in at the browser.
The ID token
A grant whose scopes include openid (the authorization code, from the
authorize endpoint or a pushed request, the device code, and each
refresh) gets an id_token next to the access token:
	claim	value
	iss	the issuer
	sub	the person's id/1
	aud, azp	the client's client_id
	iat, exp	now, and id_token_ttl later
	auth_time, acr	how the person signed in, from authentication/1, when known
	nonce	the authorization request's, when it sent one
	at_hash	the left half of the SHA-256 (SHA-384 for ES384) of the access token

Its header names the key (kid) and says typ: JWT. A refresh issues a
new ID token with the original auth_time and acr, since a refresh is
no new sign-in, and no nonce; so does the device flow, which has no
nonce at all. The authorize endpoint takes a nonce of at most 512
bytes (invalid_request otherwise) and keeps it on the code.
Claims and the userinfo endpoint
The ID token says who, not what they are called. The person's profile
and address come from the optional claims/2 callback on the subject
module, for the scopes the token holds; Sake never reads your user
schema, so what it returns is all a client learns:
defmodule MyApp.MCP.Subject do
  @behaviour Sake.Auth.Subject
  # from_conn/1, id/1, fetch/1, display/1 as in the quickstart

  @impl true
  def claims(user, scopes) do
    profile =
      if "profile" in scopes,
        do: %{"name" => user.name, "preferred_username" => user.handle, "locale" => user.locale},
        else: %{}

    email =
      if "email" in scopes,
        do: %{"email" => user.email, "email_verified" => user.confirmed_at != nil},
        else: %{}

    Map.merge(profile, email)
  end
end
Without it, a client learns sub alone. GET or POST /oauth/userinfo
returns sub and these claims, read with fetch/1 and narrowed by
scopes_for/2 at each request, for a token sent with the Bearer or the
DPoP scheme (a DPoP proof names the userinfo URL), as at the MCP
endpoint. Sake's access tokens are bound to a resource, the MCP endpoint
they were issued for; the userinfo endpoint is the exception, and takes
any token of Sake's that holds openid, whatever its resource, so that
a client that signed a person in for an MCP endpoint can ask who they
are with the token it has. A token without openid gets a 403
insufficient_scope. The refusals are OAuth errors (RFC 6750): the
WWW-Authenticate challenge, and a JSON body with error and
error_description, not the JSON-RPC error of an MCP endpoint.
A client that only signs people in has no MCP endpoint to name: a
request for openid may name the userinfo URL as its resource, and
one that names none, where resources: does not pick one (more than a
single fixed path), gets a token for the userinfo endpoint. Your
authorize_resource?/2 and scopes_for/2 are asked with that URL.
Discovery
/.well-known/openid-configuration (served by Sake.Auth.WellKnown,
404 without openid:) is the authorization server metadata with
userinfo_endpoint, subject_types_supported (public: every client
sees the same sub), id_token_signing_alg_values_supported (the
algorithms of your keys) and claims_supported; the authorization
server metadata itself gains jwks_uri. Mount the JWKS and userinfo
endpoints with sake_oauth_api() (or Sake.Auth.RouterPlug): they
need no session. Sake.Client verifies the ID token with auth: [openid: true] (see guides/client.md).
Machine clients (client credentials)
A service that calls your endpoint as itself — a nightly job, a CI
pipeline, another backend — has no person to send to a consent page. It
uses the client credentials grant (the
io.modelcontextprotocol/oauth-client-credentials extension): it
authenticates at /oauth/token and gets an access token for itself.
You register such a client yourself; dynamic registration never creates
one, since anyone may call it, and the extension asks for credentials
established out of band:
# With a secret, returned once:
{:ok, client, secret} =
  Sake.Auth.Clients.create(config, %{
    name: "Nightly report",
    grant_types: ["client_credentials"],
    confidential: true,
    scopes: ["reports:read"]
  })

# Or with the client's public keys (private_key_jwt, RFC 7523 §2.2): the
# client signs a short-lived JWT for each token request, and no secret
# exists to leak.
{:ok, client, nil} =
  Sake.Auth.Clients.create(config, %{
    name: "Nightly report",
    grant_types: ["client_credentials"],
    jwks: %{"keys" => [public_jwk]},       # or jwks_uri: "https://..."
    scopes: ["reports:read"]
  })
A machine client needs no redirect URI. Keys need the optional jose
dependency ({:jose, "~> 1.11"}); a secret does not. An assertion that
claims to stay valid for more than five minutes is refused; a client
that signs for longer needs max_assertion_lifetime: (in seconds) in
the auth config.
The grant is offered only when your subject module defines
client_principal/1, which names the principal the client acts as (or
returns :error to refuse it). It is called when the token is issued
and again on every request the token makes, as fetch/1 is for a
person, so a client you cut off stops at once:
@impl true
def client_principal(%Sake.Auth.Client{id: id}), do: MyApp.Integrations.fetch_service_account(id)
The token has no subject: ctx.token.subject_id is nil and
ctx.token.client_id names the client, so a tool can tell a machine
from a person. Its scopes are the ones asked for (all the servers'
scopes by default), narrowed to the client's scopes:; a request for
nothing the client may have gets invalid_scope. The resource
parameter names the endpoint, as for any token. There is no refresh
token (RFC 6749 §4.4.3): the client asks again with its credentials. A
public client is refused (unauthorized_client), whatever it lists in
its grant_types.
Trusted issuers: enterprise identity providers and workloads
The JWT bearer grant (urn:ietf:params:oauth:grant-type:jwt-bearer,
RFC 7523) issues a token for a JWT that an issuer you trust signed:
	Enterprise-managed authorization (the
io.modelcontextprotocol/enterprise-managed-authorization extension).
The company's identity provider (Okta, Entra ID, ...) decides which of
its people may use which client with your server. The client exchanges
the person's single sign-on ID token at the identity provider for an
Identity Assertion JWT Authorization Grant (ID-JAG), and presents it
here; the person never sees a consent page. A client whose single
sign-on is SAML first trades the SAML assertion for a refresh token
at the identity provider, then that for the ID-JAG; nothing changes
here, where an ID-JAG arrives either way.
	Workload identity. A CI system, a cloud or Kubernetes gives each
workload a signed JWT naming it; the workload presents that JWT and
needs no secret of its own.

{Sake,
 auth: [
   ...,
   trusted_issuers: [
     [issuer: "https://acme.okta.com", clients: [agent_client_id]],
     [
       issuer: "https://token.actions.githubusercontent.com",
       profile: :workload,
       audiences: ["https://mcp.example.com"],
       scopes: ["issues:read"],
       clients: [ci_client_id]
     ]
   ]
 ]}
See Sake.Auth.TrustedIssuer for every option. The issuer's keys come
from jwks: or jwks_uri:, or else from the jwks_uri of its OpenID
Connect (or RFC 8414) metadata; they are cached, and fetched again for a
key ID the cache does not know, at most once a minute. A client presents
an issuer's grants only when the issuer's clients: names it and its
own grant_types include the JWT bearer grant; it authenticates as it
would for any grant (a public client by its client_id).
An ID-JAG (profile: :id_jag, the default) is accepted when it is typed
oauth-id-jag+jwt, signed by the issuer, issued for this authorization
server (aud is your issuer or token endpoint URL, unless audiences:
says otherwise), unexpired, issued to the very client presenting it
(client_id), for one of your endpoints (resource, when present), and
not seen before (jti). Its scope limits the token's. A workload
token (profile: :workload) needs only sub, the audience and an
expiry, and is single use when it has a jti. Neither may stay valid
for longer than the issuer's max_lifetime: from when it is presented:
five minutes for an ID-JAG and an hour for a workload token by default,
which is also how long a workload token without a jti can be
presented again.
Your subject module's assertion_principal/2 maps the verified claims
to an account, or refuses with :error; Sake will not start with
trusted_issuers: and without it (nor without jose):
@impl true
def assertion_principal(%{"email" => email}, %Sake.Auth.TrustedIssuer{issuer: "https://acme.okta.com"}),
  do: MyApp.Accounts.fetch_user_by_email(email)

def assertion_principal(%{"sub" => "repo:acme/app:" <> _}, %{profile: :workload}),
  do: MyApp.Accounts.fetch_service_account("ci")

def assertion_principal(_claims, _issuer), do: :error
Map only claims the issuer vouches for (an identity provider's
email is only as good as its own verification of it), and for a
multi-tenant identity provider, check the tenant too. The token's
subject is the account's id/1, and authorize_resource?/2 applies as
for a person. No refresh token is issued: when the token expires, the
client goes back to the identity provider for a new grant, so a person
removed from the directory loses access within one access token
lifetime.
The extensions in the MCP capabilities
An endpoint with auth: true advertises the extensions whose grants
its authorization server offers, in the extensions of its
capabilities (server/discover, and the initialize result on the
legacy revisions), next to the server's own:
io.modelcontextprotocol/oauth-client-credentials when your subject
module defines client_principal/1, and
io.modelcontextprotocol/enterprise-managed-authorization when a
trusted issuer has profile: :id_jag. Each has an empty settings
object (Sake.Protocol.auth_extension/1 gives each identifier). A
workload's JWT grant and DPoP have no extension identifier; the
authorization server's metadata is where a client learns of them.
Nothing depends on the declaration, since the grants happen at the
token endpoint before any MCP request; it lets a host see what the
server takes. The same server on an endpoint without auth: advertises
neither. A mounted server is advertised by the endpoint that serves
it, and a proxy's upstream authorization is the upstream's own.
DPoP: tokens bound to the client's key
A bearer token works for whoever holds it: one that leaks from a log, a
proxy or a compromised machine can be used anywhere until it expires.
With DPoP (RFC 9449, SEP-1932) the client holds a private key, and
every token is bound to it; whoever steals the token without the key
gets nothing.
It is on by default when the optional jose dependency is there, and
costs a client that does not use it nothing:
	Asking for a bound token. A token request with a DPoP header (a
proof: a short JWT signed with the client's key, carrying the public
key, the request's method and URL, a unique jti and the time) gets
tokens bound to that key: token_type is DPoP and the access token
record keeps the key's RFC 7638 thumbprint (its cnf.jkt). Every
grant does this: the authorization code, refresh, client credentials
and JWT bearer grants. A request without a proof gets a bearer token
as before.
	Refreshing. A public client's refresh token is bound to the key
too, so a refresh needs a proof with that same key. A confidential
client's refresh token is already bound to its credentials, and each
refresh binds the new access token to whichever key its proof shows
(RFC 9449 §5).
	Using the token. The MCP endpoint takes a bound token only with
Authorization: DPoP <token> and a fresh proof for that request,
signed with the bound key and carrying the token's hash (ath). The
same token sent as Bearer, a proof made for another method or URL,
for another token or with another key, one older than five minutes,
and a proof seen before (the jti, kept per key for as long as the
proof would be accepted) are all refused with a 401.
	Challenges. A 401 carries two WWW-Authenticate challenges: the
Bearer one as before, and a DPoP one with the accepted algorithms
(algs). The one for the scheme the request used comes first, with
the error: invalid_token, invalid_dpop_proof or use_dpop_nonce.
A 403 for missing scopes uses the scheme the token came with, so a
client steps up with DPoP as it would with a bearer token.

auth: [
  ...,
  dpop: true,                # the default: DPoP when jose is loaded
  dpop: [nonce: true],       # require a server nonce in every proof
  dpop: [required: true],    # DPoP-bound tokens only (combines with nonce:)
  dpop: false                # bearer tokens only; the DPoP scheme is refused
]
DPoP required. With required: true the server deals in bound
tokens only:
	the token endpoint refuses a request without a proof, on every grant,
with invalid_dpop_proof (before a code or a refresh token is spent);
	the MCP endpoint refuses the Bearer scheme, even for an unbound token
it issued itself, and its 401 carries the DPoP challenge alone: a
challenge names a scheme the server would accept;
	the protected resource metadata says dpop_bound_access_tokens_required: true (RFC 9728 §2), so a client knows before it asks for a token.

Turning it on is a cut-over: every bearer token issued before stops
working at once, and their clients must authorize again (with DPoP).
Clients that cannot use DPoP cannot use the server at all; Sake's own
client stops with {:dpop_required, reason} instead of trying.
A single client can ask for the same (RFC 9449 §5.2): one registered
with dpop_bound_access_tokens: true — in its dynamic registration, its
Client ID Metadata Document, or Sake.Auth.Clients.create/2 — gets its
token requests without a proof refused, whatever the server's setting.
A server with dpop: false refuses such a client's token requests with
invalid_client, since it cannot bind them.
Nonces. A proof's time comes from the client's clock, so a proof
signed ahead of time stays good for its five minutes. With nonce: true
the server sets the time instead: the token endpoint and the MCP endpoint
answer a proof without the current nonce with use_dpop_nonce and a
DPoP-Nonce header (400 at the token endpoint, 401 at the MCP
endpoint), and send the latest nonce on every DPoP answer. A nonce is a
MAC of the time under the Sake secret (which Sake reads once, when it
starts, so nonce: true needs it by then): nothing is stored, every node
with the same secret accepts it, and it is good for five to ten minutes.
It costs a client one extra round trip now and then. A nonce does not
make a proof single use: the replay store does (see
guides/security.md).
Without jose, the metadata does not offer DPoP, the token endpoint
ignores proofs and issues bearer tokens, and the MCP endpoint refuses the
DPoP scheme with invalid_request. Asking for it by name (dpop: [...], required: included) without jose fails when Sake starts.
What the metadata says
/.well-known/oauth-authorization-server lists only what is configured:
client_credentials in grant_types_supported when the subject module
defines client_principal/1, the JWT bearer grant when an issuer is
trusted (and authorization_grant_profiles_supported with the ID-JAG
profile when one of them is an identity provider), and private_key_jwt
in token_endpoint_auth_methods_supported, with
token_endpoint_auth_signing_alg_values_supported (RS256, PS256,
ES256, ES384), when jose is there. With DPoP on, both documents (the
authorization server's and the protected resource's) list
dpop_signing_alg_values_supported, the same four algorithms, and with
required: true the protected resource's says
dpop_bound_access_tokens_required. With par:, the authorization
server's lists pushed_authorization_request_endpoint and
require_pushed_authorization_requests, with device:
device_authorization_endpoint and the device code grant, with
acr_values: acr_values_supported, and with openid: jwks_uri and
the OpenID Connect scopes (the rest is in
/.well-known/openid-configuration, above).
client_secret_jwt is never listed, and the token endpoint refuses its
assertions with invalid_client. It is an HMAC keyed with the client
secret, and checking one needs the secret itself, while Sake keeps only
a hash of each secret it issues (see the security guide). A client that
can sign should use private_key_jwt; one with a secret sends it with
client_secret_basic or client_secret_post. Sake.Client can still
use client_secret_jwt with other servers and identity providers.
CIMD trust policies
auth: [
  ...,
  cimd: [policy: :allow_all]                     # the default: fetch any HTTPS client_id URL
  cimd: [policy: {:allow, ["claude.ai"]}]         # only these hosts
  cimd: [policy: {MyApp.CIMDPolicy, :allowed?}]   # apply(module, fun, [uri])
  cimd: false                                     # refuse every CIMD client_id
]
Every fetch is guarded regardless of policy: HTTPS only (unless
allow_insecure: true), no credentials in the URL, the host's resolved
addresses must all be public unicast (no loopback, link-local, private,
multicast, reserved or IPv4-translating ranges), no redirects are
followed, the body is capped at 64 KB, and the whole download must finish
within 5 seconds. A document may list at most 10 redirect URIs, and its
optional fields must have their JSON types. The cache holds at most 1000
documents. See guides/security.md for what this guard does and does not
protect against.
DCR and rate limiting
The registration endpoint accepts any POST /oauth/register and hands
back a public client, with no authentication of the caller — that is the point of
dynamic registration, and also its risk: an unrate-limited registration
endpoint lets anyone mint clients. Put a rate limit in front of it (by
IP, in your router's pipeline) the same way you would any other
unauthenticated write endpoint. Even rate-limited, registrations add
up: Sake.Auth.prune/1 forgets a dynamically registered client that,
unused_client_ttl seconds after registering (a day by default), holds
no live token, no consent and no pending code. Set dcr: false in the
auth config to turn registration off entirely (CIMD and host-registered
clients still work).
Token lifetimes and rotation
access_token_ttl (default 3,600 seconds) and refresh_token_ttl
(default 30 days) are configurable per Sake.Auth.Config. Every refresh
rotates both tokens (reuse detection): presenting a refresh token a second
time revokes its whole family (every token issued from the same original
code or refresh) rather than just failing that one request — a stolen,
already-used refresh token cannot be replayed to get a fresh pair once the
legitimate client has moved on. Two concurrent refreshes of the same token
both fail closed (the store consumes it atomically); a refresh token
presented by the wrong client_id is burned (marked used) even though the
request is denied, so it cannot be retried against the right client
either. An authorization code is single use the same way: presenting it
again revokes every token issued for it, even when the replay races the
request that redeemed it (that request is then refused too). A client may use only the grant types it registered: a client
without refresh_token in its grant_types gets unauthorized_client
for a refresh (dynamic registration grants both when the client names
none).
Every refresh also asks your subject module again: fetch/1 must still
load the person, and authorize_resource?/2 (when you define it) must
still allow the token's resource. If either refuses, the whole family is
revoked and the client gets invalid_grant, so a person removed from a
tenant, or whose account is gone, loses access within one access token
lifetime. A client whose allowed scopes: were narrowed since the grant
renews it with only those.
The consent page and how to replace it
The default page (Sake.Auth.Consent.Default) ships its own inline style
sheet and needs nothing from your app. Replace it with consent: MyAppWeb.MCPConsent in the auth config; your module implements the
Sake.Auth.Consent behaviour: render/1 (the flow, :authorization_code
or :device; client name, host, redirect
host and whether the redirect is a loopback address, both nil for a
device request, which has the user_code instead; the signed-in person's
display string, {scope, description} pairs, the resource URL, an
opaque request blob for a hidden field, the form's action, a CSRF
token — empty when your pipeline runs no CSRF protection — and your
issuer's display name) and render_error/1 (title, message, status) for the
handful of error pages (unknown client, bad redirect, expired request),
and the device page's last word ("Device connected", with status 200).
The device verification page's code entry form is the optional
render_user_code/1 (the code to prefill, the reason the last one was
refused, the person, the request blob, the action and the CSRF
token); without it, the default's is used.
Both pages are sent with x-frame-options: DENY and
content-security-policy: frame-ancestors 'none', so no other site can
frame them.
Consent is remembered by default (remember_consent: true), per person,
client and resource: approving a client once for an endpoint skips the
page on a later request for the same endpoint and the same or a narrower
set of scopes, until the grant is revoked. A request for another endpoint
asks again. Set it to false to ask every time.
The grants API for a settings page
Sake.Auth.list_grants(config, subject_id)
# => [%{client_id:, client_name:, scopes:, resource:, granted_at:, family_ids: [...]}]

Sake.Auth.revoke_grant(config, subject_id, client_id)
# revokes every token family the client holds for that person, and forgets its consents
The revocation endpoint (POST /oauth/revoke) also forgets the consents
the person gave the revoking client, so its next connection asks again.
list_grants/2 groups a person's live (unexpired, unused) refresh tokens
by client — one row per client, even if it holds tokens for more than one
resource or scope set — for an "apps connected to your account" page.
Sake.Auth.prune/1
Sake.Auth.prune(config)
Deletes expired codes, pushed authorization requests, device grants and tokens, remembered consents older than the
refresh token lifetime that no live token family still uses, and
dynamically registered clients that nothing has used since
unused_client_ttl (a day) after they registered. Schedule it — a cron job, an Oban
worker, a periodic Task — since neither store does this on its own; the
ETS store especially will otherwise keep every expired row in memory
forever.
The Ecto migration
defmodule MyApp.Repo.Migrations.AddSakeAuth do
  use Ecto.Migration
  def up, do: Sake.Auth.Migration.up()
  def down, do: Sake.Auth.Migration.down()
end
Both take prefix:. It creates sake_oauth_clients, sake_oauth_codes
(with the thumbprint of the DPoP key a code is bound to in dpop_jkt),
sake_oauth_pushed_requests, sake_oauth_device_grants,
sake_oauth_tokens (with the thumbprint of a token's DPoP key in
jkt) and a consents table — string primary keys throughout (hashes and
generated IDs, never the raw secrets). Point the auth config
at it with store: {Sake.Auth.Store.Ecto, repo: MyApp.Repo}.
The Ecto store's put_token never resurrects a token: it upserts on the
token's id with on_conflict: {:replace_all_except, [:revoked_at, :used_at]}, so re-inserting a stale copy of a record (a retried write, a
race with a concurrent revoke) replaces every column except those two —
a token already marked revoked or used stays that way no matter what a
later write for the same id says about it.
A consumed authorization code is marked used rather than deleted, and kept
until it expires: its row is the fence between issuing the code's tokens
and revoking them when the code is replayed. Issuing locks the row and
inserts the pair in one transaction, unless the row shows the family
revoked; revoking the family marks the row revoked under the same lock
before it sweeps the tokens. Whichever of the two runs second sees what
the other did, so a replay that races the request redeeming the code
never leaves a live pair behind: that request gets invalid_grant
instead. A pushed authorization request is taken with a single DELETE … RETURNING, so of two requests presenting the same request_uri only
one gets it. An issued device grant is the same fence for its device code,
and each poll of a device grant locks its row while it is answered and
recorded, so an approved grant is issued once.
A refresh works the same way, the refresh token it consumed being the
fence: the rotated pair is inserted in a transaction that locks that
token's row and checks it is not revoked, and revoking a family locks
the family's rows before it revokes them. A reuse that races the
legitimate refresh leaves no live pair either.
The ETS store for development
The default, {Sake.Auth.Store.ETS, []}, needs no database: an Agent
owns a set of ETS tables, which also serializes the operations that must
be atomic (consuming a code or a refresh token, deciding on or polling a
device grant (a pushed request is taken with :ets.take/2, atomic on its
own), storing a code's or a device grant's tokens, revoking a
family) through the Agent's mailbox rather than a database
transaction. It is what mix dev
and this package's own test suite use — nothing survives a restart, which
is exactly what you want in development and exactly what you do not want
once real people have connected real clients to a deployed server.


  

    Bring your own authorization server

Sake.Auth makes your app the authorization server for its MCP endpoint.
Many apps already have one: an OAuth provider inside the app
(ExOauth2Provider, Boruta, a hand-rolled one) or an identity provider
outside it (Keycloak, Auth0, Okta, Entra ID, Cognito, WorkOS). Such an app
plugs Sake in as a resource server only: its authorization server issues
the tokens, and Sake checks them and enforces the scopes, without running
a second authorization server next to the first.
Configuration
Name each authorization server in the Sake child, and point an endpoint
at it by name:
# In your supervision tree:
{Sake,
 secret_key_base: MyAppWeb.Endpoint.config(:secret_key_base),
 external_auth: [
   keycloak: [
     issuer: "https://sso.example.com/realms/acme",
     verify: :jwt,
     servers: [MyApp.MCP]
   ]
 ]}
# In your Phoenix router:
import Sake.Router

scope "/" do
  sake_well_known()
  sake_endpoint "/mcp", server: MyApp.MCP, auth: :keycloak
end
auth: true still means Sake.Auth; auth: :keycloak means the
keycloak configuration. Sake's own authorization server is not needed
at all: leave out auth: in the child, and the OAuth routes
(sake_oauth_api, sake_oauth_authorize) in the router. Only the
well-known routes stay, for the endpoint's protected resource metadata.
Both can run side by side, one endpoint on Sake's own tokens and another
on an identity provider's. Each configuration then says which endpoint
paths it protects (resources:, with :param segments, as for
Sake.Auth), so that the metadata at each path names the right
authorization server:
{Sake,
 auth: [subject: MyAppWeb.MCPSubject, issuer: "https://myapp.example.com", servers: [MyApp.MCP]],
 external_auth: [
   okta: [
     issuer: "https://acme.okta.com/oauth2/default",
     verify: :jwt,
     servers: [MyApp.PartnerMCP],
     resources: ["/partners/mcp"]
   ]
 ]}
Sake refuses to start when it knows more than one authorization server
and a configuration has no resources:. Every option is in
Sake.Auth.External.
What an MCP client sees
The same as with Sake.Auth. A request without a token gets a 401 whose
WWW-Authenticate names the endpoint's protected resource metadata
(RFC 9728), at the same path-suffixed URL
(/.well-known/oauth-protected-resource/mcp). The document lists your
authorization server's issuer in authorization_servers, the scopes your
servers declare in scopes_supported, and the DPoP algorithms when DPoP
is on. The client then reads your authorization server's own metadata
(RFC 8414 or OpenID Connect discovery), gets a token there, and comes
back with it. A tool the token's scopes do not cover gets a 403 with an
insufficient_scope challenge that points at the same metadata, so the
client steps up at your authorization server as it would at Sake's.
/.well-known/oauth-authorization-server is Sake.Auth's; without it,
that path answers 404, and your authorization server serves its own
metadata.
Verifying the tokens
JWT access tokens (Keycloak, Auth0, Okta, Entra ID, Cognito, WorkOS)
verify: :jwt checks a JWT access token (RFC 9068) with the issuer's
public keys: the signature (RS256, PS256, ES256 or ES384 only; none
and the HMAC algorithms are refused, so a token "signed" with the public
key as an HMAC secret gets nowhere), iss (exactly the configured
issuer), aud, exp, nbf and iat (30 seconds of clock skew), and
the typ header. It needs the optional jose dependency; without it
Sake refuses to start.
The keys come from jwks: (a JWK Set), jwks_uri:, or else the
jwks_uri of the issuer's OpenID Connect or RFC 8414 metadata. They are
cached for the document's max-age; a token signed with a key ID the
cached set does not have fetches the set again, at most once a minute,
so a key the issuer rotates in is picked up and nobody can make the
server fetch on every request by inventing key IDs.
RFC 9068 types access tokens at+jwt, which is the default typ:. Many
identity providers type them plain JWT; say so (typ: "JWT"), or
typ: :any. The typ keeps an ID token, or any other JWT the issuer
signs, from passing for an access token; with typ: "JWT" the audience
check is what stops an ID token (whose aud is a client, not your
endpoint), so keep it.
Keycloak, with an audience mapper on the client scope that adds the
endpoint's URL to aud:
keycloak: [
  issuer: "https://sso.example.com/realms/acme",
  verify: :jwt,
  typ: "JWT",
  servers: [MyApp.MCP],
  principal: &MyApp.Accounts.fetch_by_keycloak_claims/1
]
Auth0, with an API whose identifier is the endpoint's URL (Auth0's
issuer ends with a slash, and must be given exactly so):
auth0: [
  issuer: "https://acme.us.auth0.com/",
  verify: :jwt,
  typ: "JWT",          # "at+jwt" with the API's RFC 9068 token profile
  servers: [MyApp.MCP]
]
When the API identifier is not the endpoint's URL, list it in
audiences: (see the audience note below).
Token introspection (RFC 7662)
For opaque tokens, or to see a revocation sooner, Sake can ask the
authorization server's introspection endpoint about each token,
authenticated as the resource with credentials that server gave it:
okta: [
  issuer: "https://acme.okta.com/oauth2/default",
  verify:
    {:introspection,
     endpoint: "https://acme.okta.com/oauth2/default/v1/introspect",
     client_id: "mcp-resource",
     client_secret: System.fetch_env!("OKTA_RESOURCE_SECRET"),
     auth_method: :basic,      # or :post
     cache: 60},
  servers: [MyApp.MCP]
]
A token is taken when the answer says active: true, its exp and
nbf (when there) hold, its iss (when there) is the issuer, and its
aud passes the audience check. An active answer is cached, keyed by a
SHA-256 digest of the token (the token itself is never kept), for
cache: seconds and never past the token's exp. An inactive answer is
not cached.
Your own code (ExOauth2Provider, Boruta, a hand-rolled provider)
A provider inside your app needs no network at all: one query finds the
token. Give verify: a module that implements
Sake.Auth.External.verify_token/2 (or a function of the token and
the conn). It returns the token's claims in the shape of an
introspection answer, with string or atom keys: sub, client_id,
scope (a string or a list), exp (seconds or a DateTime), aud, and
cnf: %{jkt: ...} for a DPoP-bound token. {:ok, claims, principal}
hands over the principal too, when the query loaded it, so no second
query is made; :error refuses the token.
ExOauth2Provider (whose authenticate_token/2 checks expiry and
revocation and preloads the resource owner):
defmodule MyApp.MCPTokens do
  @behaviour Sake.Auth.External

  @impl true
  def verify_token(token, _conn) do
    case ExOauth2Provider.authenticate_token(token, otp_app: :my_app) do
      {:ok, access_token} ->
        {:ok,
         %{
           sub: access_token.resource_owner_id && to_string(access_token.resource_owner_id),
           client_id: to_string(access_token.application_id),
           scope: access_token.scopes
         }, access_token.resource_owner}

      {:error, _reason} ->
        :error
    end
  end
end
Boruta:
def verify_token(token, _conn) do
  case Boruta.Oauth.Authorization.AccessToken.authorize(value: token) do
    {:ok, %Boruta.Oauth.Token{} = t} ->
      {:ok, %{sub: t.sub, client_id: t.client.id, scope: t.scope, exp: t.expires_at}}

    {:error, _error} ->
      :error
  end
end
in_app: [
  issuer: "https://myapp.example.com",
  verify: MyApp.MCPTokens,
  audiences: :any,     # the provider's tokens are good for the whole app
  servers: [MyApp.MCP]
]
Check those calls against the version of the library you run; they are
the libraries' own API, not Sake's. Neither knows RFC 8707's resource
parameter, so their tokens carry no audience, hence audiences: :any
above (read the note below first). MCP clients find your provider
through its metadata at the issuer (RFC 8414,
/.well-known/oauth-authorization-server): serve that document if the
library does not.
The token, the principal and the scopes
Whichever way it was verified, a token becomes the
Sake.Auth.TokenRecord a token of Sake.Auth becomes, in ctx.token:
scopes from scope (or scp, a string or a list), client_id from
client_id (or azp), subject_id from sub, jkt from cnf.jkt,
expires_at from exp, acr and auth_time from the claims of those
names (below), plus issuer and the verified claims. A token without
sub, or whose sub is its own client (RFC 9068 §2.2, the
client credentials grant), is a machine client's: subject_id is nil.
A token can be bound to its client only in a way Sake checks: DPoP's
cnf.jkt (below). A token whose cnf names any other binding, such as
a client certificate (cnf.x5t#S256, RFC 8705), is refused like any
invalid token (a 401), whether it comes as a bearer token or with a DPoP
proof: taken without the check, the binding would protect nothing. If
your authorization server binds tokens to certificates, have it issue
unbound or DPoP-bound tokens for this resource.
ctx.scope, the principal your tools see, is what principal: returns
for the claims ({:ok, principal}, or :error to refuse the token), the
callback's own principal, or by default the claims map itself:
principal: fn claims -> MyApp.Accounts.fetch_by_external_id(claims["iss"], claims["sub"]) end
Everything downstream is unchanged: scope: on components and the
step-up challenges, middleware, ctx.token in tools, and the ownership
of tasks. Tasks and the signed request states of multi round-trip
requests are bound to the issuer as well as the subject: the same sub
from another issuer, or from Sake.Auth, is someone else.
Step-up authentication: the claims to issue
A tool, resource or prompt with authentication: [acr: ["mfa"], max_age: 300] (see guides/authorization.md) is checked against two claims of
the token, which your authorization server must issue for it to be met
(RFC 9470 §6.1, RFC 9068 §2.2.1):
	acr — the authentication context class the person signed in with: a
string, one of those the component lists. Keycloak, Auth0, Okta and
Entra ID can each put it in their access tokens (some under another
name until you map it).
	auth_time — when the person signed in, in seconds since the epoch
(a DateTime from your own callback will do too). Your server must
keep the original time across refreshes: a refresh is no new sign-in.

A token without them meets no requirement: the endpoint answers 401 with
the insufficient_user_authentication challenge, carrying acr_values
and max_age, and a client that steps up sends the person back to your
authorization server with those two parameters. It is that server's job
to honour them (have the person do MFA, or sign in again) and issue a
token whose claims say so. Introspection answers and your callback's
claims are read the same way. ctx.token.acr and ctx.token.auth_time
hold what they said.
The audience
A token issued for one resource must not be accepted by another: a
token your identity provider issued for some other API, or for an
attacker's MCP server that the same person signed in to, would
otherwise work here too. So a token must carry an audience Sake accepts:
by default the endpoint's own URL, which an authorization server that
supports RFC 8707 puts in aud when the client asks for that resource,
as MCP clients do.
When your authorization server ignores the resource parameter, give it
an audience it does put in its tokens for this endpoint (an API
identifier, a client ID) with audiences: [...]; Sake then accepts those
instead of the URL. Make it one that names this endpoint alone.
audiences: :any turns the check off, and Sake never does that on its
own. Use it only when every token the authorization server issues is
meant for this app anyway, as with a provider inside the app that serves
nothing else, and never for a shared identity provider.
Behind a proxy that sends its upstream's host, give the origin clients
reach the app at with url: "https://mcp.example.com": the resource the
metadata names and the default audience are then on it, whatever host
the request arrives with (see "Behind a proxy" in the security guide).
DPoP
A token the authorization server bound to the client's key (cnf.jkt
in the JWT, the introspection answer, or the callback's claims) is taken
only with Authorization: DPoP and a proof of that key for the request,
exactly as a bound token of Sake.Auth (see the authorization guide):
sent as a bearer token, with a proof of another key, for another URL, or
a replayed proof, it is refused. dpop: takes the same values as for
Sake.Auth: dpop: [nonce: true] makes the endpoint require its own
nonces (they are the resource's, made with the Sake secret, which Sake
reads once when it starts, independent of the authorization server's), and dpop: [required: true] refuses
unbound tokens and says dpop_bound_access_tokens_required in the
metadata. Whether your authorization server binds tokens at all is its
own setting (Keycloak and Okta, among others, can).
Revocation and caching
A JWT access token is checked locally: a token the authorization server
revokes works here until it expires. Keep access token lifetimes short
at your authorization server when that matters. Introspection sees a
revocation at the next request that is not answered from the cache, so
within cache: seconds (default 60); cache: 0 asks on every request,
at the cost of a round trip each time. Your own callback is asked on
every request, and sees what your database sees.
Client registration
Most external authorization servers offer neither dynamic client
registration nor Client ID Metadata Documents, which MCP clients use to
register themselves. Their clients then need a client ID registered
there in advance, which most MCP clients take in their configuration:
Sake.Client takes client_id: (and client_secret: or
private_key:) for grant: :authorization_code or
grant: :client_credentials. Register the redirect URIs the client
uses, and the scopes your servers declare.
The authorization extensions in the capabilities
An endpoint on Sake.Auth declares the authorization extensions whose
grants Sake's authorization server offers. An external authorization
server's grants are its own business: by default its endpoints declare
none, and extensions: [:client_credentials, :enterprise] declares the
ones it does offer (io.modelcontextprotocol/oauth-client-credentials,
io.modelcontextprotocol/enterprise-managed-authorization, the
identifiers of Sake.Protocol.auth_extension/1).
Testing
Sake.Test.connect/2 without plug: needs nothing: its scopes: token
stands for any authorization server's. Through a plug, scopes: issues
a Sake.Auth token, which an external-auth endpoint does not take; send
one it accepts in headers: instead, such as a token your test
configuration's verify: callback knows.
Finding out why a token is refused
Every refusal is the telemetry event [:sake, :auth, :external, :refused], with the configuration's name, its issuer and the
reason: :invalid_audience, :invalid_issuer, :expired,
:not_yet_valid, :bad_signature, :no_key, :unsupported_alg,
:invalid_typ, :inactive, :unreachable, :no_principal,
:unsupported_confirmation, and the like. The client only sees the 401.


  

    Multi-tenant endpoints

A SaaS app usually wants one MCP endpoint per organization, not one
endpoint shared by everyone. Sake does this with one path per tenant
(each its own OAuth resource) rather than a single path that branches on
a request parameter — a bearer token is scoped to the exact resource URL
it was issued for, so a token minted for one tenant's endpoint simply does
not work against another's.
One endpoint per tenant path
scope "/:org_slug" do
  sake_endpoint "/mcp", server: MyApp.MCP, auth: true
end
sake_endpoint compiles to Phoenix.Router.match(:*, ...), which — unlike
forward — accepts a dynamic segment in its scope. A Plug-only host
cannot express a dynamic segment this way (Plug.Router's forward takes
a literal prefix); mount one forward per known tenant instead, as the
development router in dev/lib/sake_dev/router.ex does for /acme/mcp
and /beta/mcp.
The canonical resource
The token audience Sake checks on every request is the endpoint's own
canonical URL: origin plus request path, e.g.
https://app.example.com/acme/mcp. A token minted for .../acme/mcp
gets a 401 against .../beta/mcp even with an otherwise-valid signature
and an unexpired lifetime — the bearer check compares
the stored token's resource against the endpoint's own canonical URL for the exact
conn it is serving.
resources: patterns
The authorization server needs to know which resource URLs it is allowed
to issue tokens for; list them (relative to the issuer) with :-prefixed
segments as tenant placeholders:
auth: [
  ...,
  resources: ["/mcp", "/:org_slug/mcp"]
]
An authorize request's resource parameter (RFC 8707) must match one of
these patterns (segment-for-segment, a :-prefixed pattern segment
matching anything) or the request is rejected with invalid_target. The
resource parameter is required on every authorize request unless
resources: names exactly one pattern with no placeholder at all — a
single-tenant server can omit it, since there is only one resource it
could mean. At the token endpoint resource is optional: the code or
refresh token already carries it, and a resource that is given must
match it.
Tokens per tenant
Because the resource is part of the token record, a client that talks to
two tenants (an integration platform connecting several of your
customers, say) needs a separate authorization for each: separate tokens
and a separate consent, since a remembered consent is kept per person,
client and resource.
Sake.Auth.list_grants/2 and revoke_grant/3 (see
guides/authorization.md) work the same way per subject regardless of how
many tenant resources that subject holds tokens for — each shows up as
its own row.
Who may authorize which tenant
Two checks keep tenants apart, and a multi-tenant host needs both:
	The audience check (above) stops token reuse across tenants: a
token issued for /acme/mcp never works against /beta/mcp.
	authorize_resource?/2 stops Sake from issuing a token for a
tenant the person does not belong to. Without it, any signed-in person
could authorize a client for any organization's endpoint. It is asked
again on every refresh, so a person removed from an organization cannot
renew a grant they already had: the refresh fails with invalid_grant
and every token of the grant is revoked. The access token in hand lasts
until it expires (access_token_ttl, one hour by default); to cut it
off at once, revoke the person's grants when you remove them
(Sake.Auth.list_grants/2, then Sake.Auth.revoke_grant/3 for each
client).

The authorize request happens at /oauth/authorize, outside any tenant
path, so the tenant is not in conn.params there: it is in the resource
URL the client asked for. authorize_resource?/2 receives the signed-in
person and that URL; return false and the client gets access_denied
("You may not authorize this resource"):
defmodule MyApp.MCP.Subject do
  @behaviour Sake.Auth.Subject

  @impl true
  def from_conn(conn) do
    case conn.assigns[:current_scope] do
      %{user: user} -> {:ok, user}
      _ -> :error
    end
  end

  @impl true
  def id(user), do: user.id
  @impl true
  def fetch(id), do: MyApp.Accounts.fetch_user(id)
  @impl true
  def display(user), do: user.email

  # "https://app.example.com/acme/mcp" -> "acme"
  @impl true
  def authorize_resource?(user, resource) do
    case URI.parse(resource).path |> String.split("/", trim: true) do
      [org_slug, "mcp"] -> MyApp.Accounts.member?(user, org_slug)
      _ -> false
    end
  end
end
The principal a tool sees
The Sake.Auth.Subject behaviour's fetch/1 returns whatever principal
your app already uses; nothing about tenancy is baked into it. On every
MCP request the tenant is in the request path, so the place to attach the
organization is scope: (the Sake.Plug option, not an OAuth scope),
which turns the conn into what a tool sees as ctx.scope. The default is
conn.assigns[:sake_scope], set from the bearer token's principal;
return the organization alongside the person there (the conn's
path_params carry the org slug), and every tool knows which tenant it
is serving without re-deriving it itself.


  

    Middleware

Middleware is your code around every MCP call, written once instead of
in each tool. Use it to record who called which tool with which
arguments, to rate-limit a principal, to hide tools a plan does not
include, to put the tenant into the arguments, to redact results, and
to time calls. :telemetry observes what Sake does; middleware can also
decide what happens and change it.
Middleware is modelled on Lotus's, and so on Plug: a module with
init/1 and call/2, run in pipelines keyed by named events.
Declaring middleware
A middleware module implements the Sake.Middleware behaviour:
defmodule MyApp.MCP.Audit do
  @behaviour Sake.Middleware

  @impl true
  def init(opts), do: opts

  @impl true
  def call(%{tool: tool, arguments: args, ctx: ctx} = payload, _opts) do
    MyApp.Audit.record(ctx.scope, tool.name, args)
    {:cont, payload}
  end
end
call/2 gets the event's payload and returns {:cont, payload} to go
on, with the payload changed or not, or {:halt, reason} to refuse the
request.
The server declares its middleware by event:
defmodule MyApp.MCP do
  use Sake.Server, name: "my-app", version: "1.0.0"
  tools [MyApp.MCP.Search, MyApp.MCP.Export]

  middleware :before_request, [{MyApp.MCP.RateLimit, per_minute: 60}]
  middleware :after_list, [MyApp.MCP.Plans]
  middleware :before_call, [MyApp.MCP.Tenant, MyApp.MCP.Audit]
  middleware :after_call, [MyApp.MCP.Redact]
end
A plug is Module or {Module, opts}. The plugs of an event run in the
order they are declared, and an event can be declared more than once:
the later plugs run after the earlier ones.
init/1 is optional. Like a Plug's, it runs once, when the server
module compiles, and what it returns is stored in the module: return
plain data (no functions, PIDs or references), and read anything that
changes at runtime, such as application configuration, in call/2.
Middleware belongs to the server, not to the endpoint, so it runs
whatever carries the request: Sake.Plug (with or without an SSE
stream), Sake.Stdio and Sake.Test, on the modern protocol and on
the handshake-era revisions alike. An application that serves several
servers gives each its own middleware; a server mounted inside another
keeps its middleware around its own components, inside the parent's
(see guides/composing.md).
Events
Every payload has these keys:
	Key	Value
	:server	the server module
	:method	the JSON-RPC method, "tools/call" for instance
	:ctx	the request's Sake.Context: the principal in ctx.scope, the token in ctx.token and ctx.scopes, ctx.era, ctx.client_info
	:assigns	a map that carries decisions to the later plugs (see below)

And, by event:
	Event	Runs	Also in the payload	Sake reads back
	:before_request	before every request, any method, except the legacy initialize	:params	:assigns
	:after_list	after tools/list, resources/list, resources/templates/list and prompts/list have applied scopes and MCP Apps visibility, before paging; and before any call reaches a component	:kind (:tools, :resources, :prompts), :items	:items
	:before_call	before a tool runs, after its arguments were validated	:tool, :arguments	:arguments, :assigns
	:after_call	after the tool returned, or after its task ended	:tool, :arguments, :result	:result
	:before_read	before a resource is read	:resource, :uri, :params	:params, :assigns
	:after_read	after the resource was read	:resource, :uri, :params, :result	:result
	:before_get	before a prompt is rendered, after its arguments were checked	:prompt, :arguments	:arguments, :assigns
	:after_get	after the prompt was rendered	:prompt, :arguments, :result	:result

	:tool, :resource and :prompt are the component's spec
(Sake.Tool.Spec, Sake.Resource.Spec, Sake.Prompt.Spec), with its
name (a resource: uri), scopes and module. :items is a list
of them.
	:arguments is the map the component receives, with atom keys.
:params is a resource template's parameters, the map read/2 gets.
	:result is the result as the client gets it, with string keys: a
CallToolResult ("content", "structuredContent", "isError"), a
ReadResourceResult ("contents") or a GetPromptResult
("messages", "description").

The contract
	Sake reads back only the last column. A change to any other key
is ignored: a :before_call plug can rewrite the arguments, not the
tool. A plug that continues with one of those keys of the wrong shape
(arguments that are not a map, items that are not a list) fails the
request, as one that raises does.
	Payload keys are additive. A release may add a key; it does not
remove or rename one. Match on the keys you use.
	Halting is final. A halt answers the request: the later plugs of
the event, the later events and the component do not run.
	A before_ event decides on what a client sent, an after_ event
on what it gets. A call that fails validation never reaches
:before_call (the client gets the tool error with the validation
messages); a call :before_call refuses never reaches :after_call.

Assigns
:assigns carries what a before_ plug decided to the later plugs of
the same request and to the component, which reads it as
ctx.assigns. It starts as %{} at :before_request; the before_
events carry it forward, and the after_ events read it. Put your keys
into the map rather than replace it, so plugs do not remove each other's
keys.
defmodule MyApp.MCP.Grants do
  def call(%{tool: tool, ctx: ctx, assigns: assigns} = payload, _opts) do
    case MyApp.Grants.resolve(ctx.scope, tool.name) do
      {:ok, grants} -> {:cont, %{payload | assigns: Map.put(assigns, :grants, grants)}}
      :error -> {:halt, {:forbidden, ["#{tool.name}:use"]}}
    end
  end
end

defmodule MyApp.MCP.ColumnFilter do
  def call(%{result: result, assigns: %{grants: grants}} = payload, _opts),
    do: {:cont, %{payload | result: MyApp.Grants.restrict(result, grants)}}
end
Assigns belong to one request. A tool that asks the client for input
on the modern protocol answers with input_required, and the client
retries with the answers: that retry is a new request, so it starts
again from %{} and runs :before_request and :before_call again.
A rate limiter therefore counts each round. On a legacy session the
question travels on the same request, which runs the events once.
Halting
The reason a plug halts with decides what the client gets. Only these
say anything; any other reason is refused without saying why, so an
internal reason (an exception, a database error, a policy name) never
reaches the client.
	Reason	The client gets
	:not_found	what it would get if the component (or, for other methods, the method) did not exist: -32602 "Unknown tool: export", "Unknown prompt: …", the era's resource-not-found error, -32601 "Method not found"
	{:forbidden, scopes}	the insufficient-scope refusal: HTTP 403 with a WWW-Authenticate challenge naming scopes (on an endpoint with authorization), so the client can step up
	:forbidden	HTTP 403, -32600 "Forbidden", with no challenge: no token would lift it
	{:insufficient_user_authentication, %{acr_values: acrs, max_age: seconds}}	the step-up refusal (RFC 9470): HTTP 401 with an insufficient_user_authentication challenge carrying acr_values and max_age (on an endpoint with authorization), so the client can have the person sign in again; Sake.Middleware.require_authentication/2 returns it
	{:error, message}	-32600 with message
	{:tool_error, message}	on :before_call and :after_call, a tool result with isError: true and message, which the model reads and can act on; elsewhere, as {:error, message}
	anything else	-32600 "Request refused"

A plug that raises, throws or exits counts as a halt too: the error is
logged with the plug's name and event, the client gets -32603 "The
request failed.", and the request's process carries on. Under
Sake.Test, which re-raises a component's exceptions by default, the
plug's exception reaches the test the same way (reraise: false turns
it into the error a client gets).
Off HTTP (stdio, Sake.Test), a 403 is the JSON-RPC error alone;
Sake.Test returns {:error, {:insufficient_scope, challenge}} for
{:forbidden, scopes}, {:error, {:http, 403, body}} for :forbidden,
and {:error, {:insufficient_user_authentication, challenge}} for the
step-up refusal, as Sake.Client does against an endpoint. A call the
client asked to stream (with a progress token, for one) has already
started its SSE stream when the tool's middleware runs, so its refusal
is the stream's one message, as any other error of a streamed call is.
Hiding components
An :after_list plug filters what a principal sees:
defmodule MyApp.MCP.Plans do
  @behaviour Sake.Middleware

  @impl true
  def call(%{items: items, ctx: %{scope: account}} = payload, _opts),
    do: {:cont, %{payload | items: Enum.filter(items, &MyApp.Plans.includes?(account.plan, &1))}}
end
The same plug decides the calls. Before a tools/call, a
resources/read, a prompts/get, a completion/complete or a legacy
resources/subscribe reaches a component, Sake runs the :after_list
plugs again with :items holding only that component and :method
naming the request. A component they drop is answered as one that does
not exist ("Unknown tool: export"), so a client cannot call what it
cannot list, and cannot tell a hidden tool from a missing one. A
subscriptions/listen stream leaves a hidden resource out of the
resourceSubscriptions it honours, as it does one the token's scopes do
not allow and a URI that names no resource.
For this to hold, write :after_list plugs as filters: decide each item
on its own, from the item and the request. A plug may drop and reorder
items, or change them (a description, say); a component it adds that
the server did not offer is dropped, since no call could reach it.
:kind is :resources for both resource lists; the specs of templates
have template: true.
Sake applies its own rules first: the plugs never see a component the
token's scopes or MCP Apps visibility exclude. With any :after_list
plug, list results carry cacheScope: "private": the list now depends
on who asks, and a shared cache must not hand one principal's list to
another. With :before_read or :after_read plugs, so do the results
of resources/read.
Examples
An audit log
Record every tool call, its arguments, and how it ended:
defmodule MyApp.MCP.Audit do
  @behaviour Sake.Middleware

  @impl true
  def call(%{tool: tool, arguments: args, result: result, ctx: ctx} = payload, _opts) do
    MyApp.Repo.insert!(%MyApp.AuditEntry{
      principal_id: ctx.scope.id,
      tool: tool.name,
      arguments: args,
      error: result["isError"],
      client: ctx.client_info["name"]
    })

    {:cont, payload}
  end
end
middleware :after_call, [MyApp.MCP.Audit]
:after_call sees every call that ran, failed tool results included.
A refused call never gets there; to record refusals too, attach to the
[:sake, :middleware, :halt] telemetry event (see "Observing" below),
which carries the plug, the reason and the request.
A rate limit
:before_request runs for every method, before anything else:
defmodule MyApp.MCP.RateLimit do
  @behaviour Sake.Middleware

  @impl true
  def init(opts), do: Keyword.fetch!(opts, :per_minute)

  @impl true
  def call(%{ctx: ctx} = payload, per_minute) do
    case MyApp.RateLimiter.hit("mcp:#{ctx.scope.id}", :timer.minutes(1), per_minute) do
      {:allow, _count} -> {:cont, payload}
      {:deny, retry_ms} -> {:halt, {:error, "Rate limit exceeded, retry in #{div(retry_ms, 1000)}s"}}
    end
  end
end
To limit only tool calls, declare it on :before_call instead, or match
%{method: "tools/call"}.
Feature flags and plans
Hide what a plan does not include with an :after_list plug (see
"Hiding components" above): the list and the calls agree from that one
plug. To list a tool but explain why it cannot run, so that the model
can tell the person, refuse at :before_call with a tool error
instead:
defmodule MyApp.MCP.ProTools do
  @behaviour Sake.Middleware

  @pro ~w(export bulk_update)

  @impl true
  def call(%{tool: %{name: name}, ctx: %{scope: account}} = payload, _opts)
      when name in @pro do
    if MyApp.Flags.enabled?(:pro_tools, account),
      do: {:cont, payload},
      else: {:halt, {:tool_error, "#{name} is part of the Pro plan."}}
  end

  def call(payload, _opts), do: {:cont, payload}
end
Putting the tenant into the arguments
A :before_call plug may change the arguments, and the tool, its
prepare/2 and a task all get the changed ones. Arguments are
validated before the plug runs, so a key the plug adds need not be in
the tool's schema, and the client never sees it there:
defmodule MyApp.MCP.Tenant do
  @behaviour Sake.Middleware

  @impl true
  def call(%{ctx: %{scope: %{org_id: org_id}}} = payload, _opts) do
    payload = %{payload | assigns: Map.put(payload.assigns, :org_id, org_id)}

    case payload do
      %{arguments: args} -> {:cont, %{payload | arguments: Map.put(args, :org_id, org_id)}}
      %{params: params} -> {:cont, %{payload | params: Map.put(params, :org_id, org_id)}}
    end
  end
end
middleware :before_call, [MyApp.MCP.Tenant]
middleware :before_read, [MyApp.MCP.Tenant]
The plug overwrites whatever the client sent under that key. Components
can read the same value from ctx.assigns.org_id.
MFA for large transfers
A tool's authentication: is fixed; a requirement that depends on the
arguments is a :before_call plug's. Sake.Middleware.require_authentication/2
continues when the token's person signed in as asked, and halts with the
step-up refusal otherwise:
defmodule MyApp.MCP.LargeTransfers do
  @behaviour Sake.Middleware

  @impl true
  def call(%{tool: %{name: "transfer"}, arguments: %{amount: amount}} = payload, _opts)
      when amount > 1_000,
      do: Sake.Middleware.require_authentication(payload, acr: ["mfa"], max_age: 300)

  def call(payload, _opts), do: {:cont, payload}
end
A transfer of 50 goes through on a password sign-in; one of 5,000 gets a
401 whose challenge asks for acr_values="mfa" and max_age="300", and
the client's retry, after the person signed in with MFA, goes through.
Redacting results
An after_ plug may change the result, which is the wire result:
defmodule MyApp.MCP.Redact do
  @behaviour Sake.Middleware

  @impl true
  def call(%{result: result} = payload, _opts), do: {:cont, %{payload | result: redact(result)}}

  defp redact(map) when is_map(map), do: Map.new(map, fn {k, v} -> {k, redact(v)} end)
  defp redact(list) when is_list(list), do: Enum.map(list, &redact/1)
  defp redact(text) when is_binary(text), do: MyApp.PII.mask(text)
  defp redact(other), do: other
end
middleware :after_call, [MyApp.MCP.Redact]
middleware :after_read, [MyApp.MCP.Redact]
middleware :after_get, [MyApp.MCP.Redact]
A tool that returns structured content has it twice, as
"structuredContent" and as its JSON text in "content"; redact both,
as this plug does by walking the whole result.
Timing calls
Middleware sees only the calls its events cover, and not the ones a
plug before it refused, so measure with telemetry: the
[:sake, :server, :request, :stop] event carries every request's
duration, refused ones too (see guides/observability.md). When a
timing belongs in your own records, a :before_call plug can put the
start in the assigns and an :after_call plug read it:
def call(%{assigns: assigns} = payload, :start),
  do: {:cont, %{payload | assigns: Map.put(assigns, :started, System.monotonic_time())}}

def call(%{assigns: %{started: started}, tool: tool} = payload, :stop) do
  MyApp.Metrics.record(tool.name, System.monotonic_time() - started)
  {:cont, payload}
end
middleware :before_call, [{MyApp.MCP.Timing, :start}]
middleware :after_call, [{MyApp.MCP.Timing, :stop}]
How middleware meets the rest of Sake
	Tasks. :before_call runs in the tools/call request, before the
task exists: a refusal creates no task. :after_call runs when the
task's tool returns, with the assigns of the request that started it,
and its result is the one tasks/get hands out. A halt there fails
the task with the halt's error, or, for {:tool_error, message},
completes it with that tool error. A task that fails or is cancelled
has no result, and no :after_call.
	Input requests. Each modern retry is a new request (see
"Assigns"). A before_ plug runs before the component, so it can ask
the client for input itself (Sake.Elicit), as a tool's prepare/2
can.
	Scopes. Sake's scope checks come first: a call the token's scopes
do not allow is refused before :before_call runs.
	MCP Apps. A tool only an app may call is hidden from a client
without apps before :after_list runs; the plugs see what the client
could see.
	Completions and subscriptions. A prompt or resource that
:after_list hides cannot be completed, subscribed to (legacy), or
followed on a subscriptions/listen stream (modern). :before_request
runs for a subscriptions/listen request too.

Observing
Middleware decides; telemetry observes. [:sake, :server, :request]
brackets every request, refused or not. A halt also emits
[:sake, :middleware, :halt], where the plug ran, with:
	Metadata	Value
	event, plug	the event and the module that halted
	reason	the reason it gave (for a failure, the exception)
	failed	true when the plug raised, threw, exited or answered with the wrong shape
	server, method, component	the request, and the tool or prompt name or resource URI
	era, protocol_version, client_name	as on [:sake, :server, :request]

With OpenTelemetry, the request's span gets sake.middleware.event and
sake.middleware.plug. Its status follows the answer the client got:
a refusal (-32600, -32602) is the caller's error and leaves the
status alone, a plug's failure (-32603) and a tool error set ERROR.
Testing middleware
Sake.Test runs the server's middleware as any transport does, so
test it through the server, with the principal your plugs read:
test "a free account does not see export" do
  client = connect(MyApp.MCP, scope: account_fixture(plan: :free))

  assert {:ok, tools} = list_tools(client)
  refute "export" in Enum.map(tools, & &1.name)
  assert {:error, {:rpc, %{"message" => "Unknown tool: export"}}} = call_tool(client, "export")
end


  

    Composing servers

A large MCP server is easier to own in parts: billing's tools in one
module, support's in another, each with its own tests, middleware and
scopes, served together on one endpoint. mount builds one server out
of several.
Mounting a server
Each part is an ordinary Sake.Server, which you can serve on its own
endpoint too:
defmodule MyApp.MCP.Billing do
  use Sake.Server,
    name: "billing",
    version: "1.0.0",
    instructions: "Use create_invoice to bill a customer."

  scope "billing:write", "Bill customers"
  tools [MyApp.MCP.Billing.CreateInvoice, MyApp.MCP.Billing.Refund]
  resources [MyApp.MCP.Billing.Invoice, MyApp.MCP.Billing.Dashboard]
  prompts [MyApp.MCP.Billing.Remind]

  middleware :before_call, [MyApp.MCP.Billing.Audit]
end
The server you serve mounts the parts:
defmodule MyApp.MCP do
  use Sake.Server, name: "my-app", version: "1.0.0", instructions: "My app's tools."

  tools [MyApp.MCP.Search]
  mount MyApp.MCP.Billing, prefix: "billing"
  mount MyApp.MCP.Support, prefix: "support", scope: "support"

  middleware :before_request, [MyApp.MCP.RateLimit]
end
mount takes these options:
	prefix: puts the mounted server's components under a name of their
own (see below). Without it they keep their names, which must then not
clash with anything else the server lists.
	scope: (one scope or a list) adds required scopes to every component
mounted, on top of each component's own scope:.
	only: or except: mounts some of the mounted server's components:
only those listed, or all but those (see below).

Mounting some of a server
A server from a library, or another team's, may list components you
do not want to serve. except: leaves them out; only: takes the ones
you name and nothing else:
mount MyApp.MCP.Billing, prefix: "billing", except: [MyApp.MCP.Billing.Refund]
mount MyApp.MCP.Support, prefix: "support", only: ["open_ticket", "ticket://{id}"]
Each entry names a component as the mounted server declares it, before
any prefix: its module, a tool or prompt name, or a resource URI (a
template's too). A name that a tool and a prompt share names both. A left
out component is not listed, called, read or got through the server, and
counts for nothing else (the capabilities, the tasks and MCP Apps
extensions it would turn on, a list's ttlMs); the mounted server
serves it as before on an endpoint of its own.
Both options are checked when the server compiles:
	an entry that names nothing the mounted server lists is an error, so a
typo in except: cannot leave serving what it meant to hide;
	a kept tool that shows an MCP App left out is an error, as it is for
any server that does not list a tool's UI;
	only: and except: together are an error;
	a server that lists a proxy's upstream components cannot be filtered,
since those are known only at runtime: mount the proxy's server with
a middleware that filters the list instead (guides/middleware.md).

The scopes the mounted server declares are still listed, for the
authorization server's metadata and consent page, whichever of its
components are mounted.
Mounting is resolved when MyApp.MCP compiles: the mounted server's
components become part of its lists, and a name listed twice anywhere in
them (the server's own components, every mounted server's, at any depth)
is a compile error, as it is within one server. A server mounted inside
a mounted server takes both prefixes.
Names and URIs
With prefix: "billing":
	The mounted server has	The client sees
	tool create_invoice	tool billing_create_invoice
	prompt remind	prompt billing_remind
	resource invoice://{id}	resource template invoice://billing/{id}
	resource billing://terms	resource billing://billing/terms
	MCP App ui://dashboard	MCP App ui://billing/dashboard

Names take the prefix and an underscore, as FastMCP's mounts do. URIs
take the prefix as the first segment after scheme://, which keeps the
scheme: an MCP App stays a ui:// resource, and the tool that shows it
links the renamed URI in its _meta.ui.resourceUri. A prefix is 1 to 64
letters, digits, _ or -; a URI without scheme:// (a urn:, say)
cannot take one, and mounting a server that has such a resource under a
prefix is a compile error.
Everything the mounted server's components produce on their side keeps
working with their own names and URIs:
	A template's list/1 returns the URIs it knows; the client gets them
under the prefix.
	A read's contents, and the resource links and embedded resources of a
tool's result, take the prefix when they name one of the mounted
server's resources. A URI of anything else (https://..., another
server's resource) is left as it is.
	A component sees its own server in ctx.server, so
Sake.Server.resource_updated(ctx.server, "invoice://7") and
Sake.Server.notify_list_changed(ctx.server, :tools) work as they did
before mounting. The broadcasts of a mounted server reach the clients
of every server that mounts it, with URIs under the prefix: a client
subscribed to invoice://billing/7 is told when billing announces
invoice://7, from anywhere.
	Arguments, template parameters and completions are the component's
own, unchanged.

What a mounted server brings
	Instructions follow the server's own, each under a heading that
names its prefix (## billing), since they speak of the components by
the names the mounted server gave them.
	Scopes declared with scope are listed with the server's own (for
the authorization server's metadata and consent page), and the
mount's scope: is added to them. Each component keeps its scope:.
	Capabilities and extensions come from the combined lists: a
mounted task tool turns on the tasks extension, a mounted MCP App the
apps extension, a subscribable resource resources.subscribe. A
mounted server's extensions: merge into the server's, whose own
settings win.
	ttl: a mounted server's ttl bounds its components' (a list
that includes one of them has a ttlMs no longer than it). The
server's own ttl, cache_scope and page_size apply to the lists.
	Tasks of a mounted task tool are tasks of the server it was
called through, with the same ownership rules.
	Authorization belongs to the endpoint, not the server: the
endpoint you mount MyApp.MCP on decides whether there is a token,
and the scopes of its components decide what the token must hold.

Middleware
The server's middleware runs around every component, mounted ones
included. A mounted server's middleware still runs around its own
components, and only those:
	before_ events run from the outside in: the server's
:before_call, then billing's, then the tool.
	after_ events run from the inside out: billing's :after_call,
then the server's.
	:after_list runs billing's plugs on billing's components first; the
server's plugs see what they let through, alongside everything else.
A component billing hides is hidden from the server's clients, in the
list and for calls, as it is on billing's own endpoint.

Each server's plugs see the components as that server declared them:
billing's :before_call gets the tool named create_invoice, with
server: MyApp.MCP.Billing in the payload, and its :before_read the
URI invoice://7; the server's plugs get billing_create_invoice and
invoice://billing/7. So billing's middleware works the same mounted or
not. :result is always the result as the client gets it, with renamed
URIs. Assigns flow through all the plugs of a request, whichever server
declared them.
A mounted server's :before_request does not run: the request belongs
to the server it arrived at, whose :before_request runs for every
request. Put request-wide plugs (a rate limit, say) on the server you
serve.
Proxying another server
Sake.Proxy exposes another MCP server's tools, resources and prompts
through your endpoint, forwarding every call with Sake.Client. The
proxy adds what the upstream lacks: your login and scopes, middleware
(access control, audit, rate limits), one approved endpoint in front of
many third-party servers.
defmodule MyApp.MCP.GitHub do
  use Sake.Proxy,
    name: "github",
    version: "1.0.0",
    upstream: "https://api.githubcopilot.com/mcp/",
    tools: [except: ["delete_repository"]],
    scope: "github",
    scopes: %{"create_issue" => "github:write"}

  @impl Sake.Proxy
  def credentials(ctx) do
    case MyApp.Accounts.github_token(ctx.scope) do
      {:ok, token} -> {:bearer, token}
      :error -> {:error, "Connect your GitHub account first."}
    end
  end
end
A proxy is a Sake.Server, so it is served and mounted as any other:
defmodule MyApp.MCP do
  use Sake.Server, name: "my-app", version: "1.0.0"

  tools [MyApp.MCP.Search]
  mount MyApp.MCP.Billing, prefix: "billing"
  mount MyApp.MCP.GitHub, prefix: "github"
  mount MyApp.MCP.Linear, prefix: "linear"
end
It keeps its upstream sessions in a process of its own: add it to the
supervision tree, after Sake. Any option may be given there instead,
where it overrides the one given to use (the upstream's URL usually
comes from the environment):
children = [
  {Sake, secret_key_base: ...},
  {MyApp.MCP.GitHub, upstream: System.fetch_env!("GITHUB_MCP_URL")}
]
upstream: is the URL of a Streamable HTTP server, or {:stdio, command, args} for a server the proxy starts as a subprocess (with
connect: [env: ..., cd: ..., stderr: :ignore]). The proxy speaks the
upstream's era, whichever it is, to clients of either era.
What it exposes
	tools: and prompts: take true (the default), false, or
[only: names] or [except: names], by the upstream's names;
resources: takes true or false.

	scope: adds required scopes to every proxied component, and
scopes: maps an upstream tool or prompt name to more. They gate the
proxied components as a local component's scope: does: a token
without them gets the 403 that asks the client to step up, with your
authorization server.

	The proxy's own middleware, and that of every server that mounts it,
runs around the proxied components as around local ones. A proxied
call's :arguments (and a proxied prompt's) are what the client sent,
with string keys: the upstream validates them. An :after_list plug
decides what each principal may see and call from the upstream:
defmodule MyApp.MCP.GitHubAccess do
  def call(%{items: items, ctx: %{scope: user}} = payload, _opts),
    do: {:cont, %{payload | items: Enum.filter(items, &MyApp.Policy.allows?(user, &1.name))}}
end

	A proxy may declare tools of its own too. A proxied component whose
name is already taken, by the proxy's own or by any other component of
the server it is mounted in, is left out: an upstream never shadows a
local component.


What an upstream sends is untrusted: a definition that is not shaped as
its kind is left out, a tool's name must be one Sake accepts, and no
name the upstream sends becomes an atom.
Credentials
Without a credentials/1 callback, the proxy calls the upstream with
what connect: gives it: nothing, a fixed token
(connect: [headers: [{"authorization", "Bearer ..."}]]), or the
client's own authorization flow, such as a machine client's (see
guides/client.md):
connect: [auth: [grant: :client_credentials, client_id: "my-app", client_secret: "..."]]
Sessions are kept per principal whatever the credentials (see below), so
with auth: each principal's session obtains a token of its own.
With credentials/1, each principal acts as itself upstream. The
callback gets the request's Sake.Context (the principal is in
ctx.scope, the token in ctx.token) and returns {:bearer, token},
{:headers, headers}, :none, or {:error, message} when the
principal has no credentials: the lists then leave the proxied
components out, and a call gets message. It may be called several
times per request, so read the token from wherever your app keeps it
quickly (or cache it).
Upstream sessions are kept per principal (the token's subject, else the
host's scope) and per credential, so one principal's session, token,
tasks and requests are never another's, and a new token gets a new
session. A session the upstream refuses (a 401, a legacy session it has
forgotten) is opened again once, with credentials/1 asked again; a
refusal after that is an error. Unused sessions are closed after
idle_timeout: (ten minutes).
A stdio upstream is one subprocess, owned by the proxy, for everyone.
Its credentials come from its environment (credentials/1 does not
apply), and the proxy sends it one request at a time: a stdio server
cannot tell which call its questions and log messages belong to.
What is forwarded
	Lists come from the principal's upstream session, kept for the
upstream's ttlMs (or list_ttl:, one minute, from a legacy
upstream that does not say). They are cacheScope: "private", as they
depend on who asks; an upstream that cannot be reached lists nothing,
and the server's own components are listed as ever.
	Calls, reads, prompts and completions go to the upstream, and its
results come back as the proxy's. A URI under a mounted proxy's
prefix is read from the upstream even when it does not list it (a
resource link in a proxied result, say); its resource links and
embedded resources take the prefix when they name one of the
upstream's resources, and nothing else does (an https:// link stays
as it is). An upstream's JSON-RPC errors reach the client; a failure
to reach the upstream is logged, and the client learns only that the
upstream is not available.
	Progress and log messages of a call reach the client, at the
client's log level.
	Elicitation, sampling and roots requests reach the client,
whatever the eras. A modern upstream's input-required result becomes
the proxy's own, with a requestState that carries the upstream's,
signed and bound to the principal; a legacy client is asked on its
stream instead, and the answers go back upstream. A legacy upstream
asks on its stream: a legacy client, or a task's, answers while it
waits, and a modern client gets the question as an input-required
result; on its retry the call runs again upstream, and the question,
asked again, is answered from the retry. As with Sake's own tools on
the modern protocol, such an upstream tool runs once per round, and
must ask before it acts.
	Tasks: a modern client that takes tasks gets an upstream's task
as one of the proxy's own (see guides/tasks.md): a task ID of the
proxy's, owned by the principal, whose status, questions and result
follow the upstream's. tasks/update answers go upstream, and
cancelling the task (or its expiry) cancels the upstream's.
	MCP Apps: an upstream's apps pass through. A proxied tool's
ui:// link and the app's resource take the mount's prefix.
	Notifications: when every principal has the same upstream identity
(no credentials/1, or a stdio upstream), the proxy follows the
upstream's list changes, which it broadcasts as its own after
forgetting the cached lists, and the updates of the resources a
client subscribed to through it (a legacy resources/subscribe or a
subscriptions/listen stream). Both reach the clients of every server
that mounts the proxy, with URIs under its prefix.

Limits
	A proxy with credentials/1 does not follow its upstream's
notifications: each principal's upstream may announce different
things, and the proxy does not keep a stream per principal. Its lists
are fetched again after their ttl, and its resources take no
subscriptions.
	A resource followed upstream stays followed while the proxy runs
(up to a thousand of them): the proxy cannot tell when the last client
that subscribed to it has gone.
	A legacy upstream session declares elicitation, sampling and roots
when it opens, for every client: a question the client cannot answer
is answered for it (an elicitation is cancelled, roots are none).
	The server's capabilities do not ask the upstream: a proxy declares
tools, resources, prompts and completions as its options allow.
	The upstream's instructions are not passed on; give the proxy its own.

Testing a proxy
Start the proxy in the test with an upstream of your own, served by
Bandit (or over stdio), and test it through Sake.Test as any server:
setup do
  {:ok, _} = start_supervised({Bandit, plug: MyApp.FakeGitHub.Router, port: 4100})
  start_supervised!({MyApp.MCP.GitHub, upstream: "http://localhost:4100/mcp"})
  :ok
end

test "proxies the issues" do
  client = connect(MyApp.MCP.GitHub, scope: user, scopes: ["github"])
  assert {:ok, %{text: "Opened #1"}} = call_tool(client, "open_issue", %{"title" => "x"})
end


  

    Shipping a server in a library

A library that runs inside its host's app can ship its own MCP server: a
reporting engine exposes its saved reports and queries, a CMS its pages,
a job queue its queues. The host decides whether and where to serve it,
and who may use it. This guide is for the library's author; the host
writes nothing but a router line, or a mount, and its subject module.
Sake as an optional dependency
Most of the library's users will not want MCP, so make Sake optional:
# the library's mix.exs
{:sake, "~> 0.4", optional: true}
and compile the MCP modules only when the host has Sake:
if Code.ensure_loaded?(Sake.Server) do
  defmodule Reports.MCP do
    @moduledoc "The Reports MCP server. See the Reports MCP guide."
    use Sake.Server,
      name: "reports",
      version: "1.4.0",
      instructions: "Use list_reports to find a report, then run_report to run it."

    scope "reports:read", "Read and run saved reports"
    scope "reports:write", "Create and change saved reports"

    tools [Reports.MCP.ListReports, Reports.MCP.RunReport, Reports.MCP.SaveReport]
    resources [Reports.MCP.Report]
  end
end
Wrap each tool, resource and prompt module the same way. A host that
adds {:sake, "~> 0.4"} to its own deps gets them; Mix compiles an
optional dependency the host has before the library that names it.
version: may be a module attribute (@version set from the library's
version) as well as a literal.
Configuration at runtime
The server compiles inside the library, before the host's application
starts, so read the host's configuration where the tools run, not when
they compile:
def execute(%{id: id}, ctx) do
  limit = Application.get_env(:reports, :mcp, [])[:max_rows] || 500
  ...
end
What the server lists is fixed when it compiles. A host that wants less
of it mounts it with only: or except: (below); a list that depends on
the principal or on configuration belongs in an :after_list
middleware, which filters both the list and the calls
(guides/middleware.md).
The principal
ctx.scope is the host's principal: whatever its Sake.Auth.Subject
module's fetch/1 returns, or the scope: function of an endpoint
without authorization. The library does not know its shape, so do not
pattern-match on it. Either pass it through as an opaque value to the
library's own API, the way the library already takes the current user
from its other front ends, or let the host map it:
# the host's config
config :reports, :mcp, actor: {MyApp.Reporting, :actor_for}

# in the library
defp actor(ctx) do
  case Application.get_env(:reports, :mcp, [])[:actor] do
    {m, f} -> apply(m, f, [ctx.scope])
    nil -> ctx.scope
  end
end
The library's own access rules (visibility, row limits, read-only
connections) apply as for any other caller: MCP is one more front end,
not a way around them.
URLs to the host
A tool that hands the person a link into the host, or a one-time URL to
upload a file to, needs the host's address, which the library does not
know. ctx.base_url is the URL of the endpoint the request reached
(https://example.com/acme/mcp, see Sake.Context); build on its
origin, with a path the host configures:
def execute(%{name: name}, ctx) do
  with base when is_binary(base) <- ctx.base_url do
    path = Application.get_env(:reports, :mcp, [])[:upload_path] || "/reports/uploads"
    token = Reports.Uploads.grant(ctx.scope, name)
    {:ok, %{upload_url: URI.to_string(%{URI.parse(base) | path: path <> "/" <> token})}}
  else
    nil -> {:error, "Uploads need the server over HTTP."}
  end
end
It is nil over stdio and in the in-memory test client (base_url:
sets it there, see guides/testing.md).
Scopes and annotations
Declare the scopes the library's tools require with scope, under the
library's own prefix (reports:read, not read), and document them:
the host's scopes_for/2 maps its roles to them (guides/authorization.md),
and the consent page shows their descriptions. Split them by what a
host would give different people: reading, running, changing.
Mark each tool with what it does, since clients use the hints to decide
what to ask the person before calling:
use Sake.Tool,
  name: "run_report",
  scope: "reports:read",
  annotations: [read_only: true, idempotent: true, open_world: false]

use Sake.Tool,
  name: "delete_report",
  scope: "reports:write",
  annotations: [destructive: true]
The hints are not enforced; the scopes are. A tool that writes needs a
write scope whatever its annotations say.
How the host serves it
On an endpoint of its own:
# the host's router
sake_endpoint "/reports/mcp", server: Reports.MCP, auth: true

# the host's Sake child
{Sake, secret_key_base: ..., auth: [subject: MyApp.MCP.Subject, servers: [Reports.MCP], ...]}
Or mounted in the host's own server, alongside its tools, with a prefix
so names cannot clash, and only the parts it wants:
defmodule MyApp.MCP do
  use Sake.Server, name: "my-app", version: "1.0.0"
  tools [MyApp.MCP.Search]
  mount Reports.MCP, prefix: "reports", except: [Reports.MCP.DeleteReport]
end
A mounted server's middleware runs around its own components, but its
:before_request does not run: put what must run on every request in
the tools, or in the plugs of the component events (guides/composing.md).
Names are the library's API
Tool names, argument names, resource URIs and scope names reach the
host's users: in their clients' permission lists (Claude Code's
mcp__<server>__run_report), in prompts and skills they wrote, in the
host's only: and except:, and in its scopes_for/2. Renaming one is
a breaking change, to note in the changelog as one. Add arguments as
optional; add tools rather than changing what one does.
Testing
Test the server as the host would run it, with a principal of the shape
the library takes and the scopes a role would hold:
import Sake.Test

client = connect(Reports.MCP, scope: %{user_id: 1}, scopes: ["reports:read"])
assert {:ok, %{structured: %{"rows" => _}}} = call_tool(client, "run_report", %{"id" => 7})
assert {:error, {:insufficient_scope, _}} = call_tool(client, "save_report", %{"name" => "x"})
See guides/testing.md. The library's own test suite has Sake without
anything more: Mix fetches a project's optional dependencies for the
project itself.
Sake takes Phoenix 1.7.14 and later as well as 1.8 (Phoenix is optional
for it), so a library that depends on Sake resolves in a host, or a CI
job, on either.


  

    The client

Sake.Client talks to any MCP server (Sake-built or not) over Streamable
HTTP or stdio, on either protocol era, and runs the MCP authorization
flow itself when a server asks for it over HTTP (see "Authorization"
below).
{:ok, session} = Sake.Client.connect("https://mcp.example.com/mcp", headers: [{"authorization", "Bearer " <> token}])
{:ok, tools, session} = Sake.Client.list_tools(session)
{:ok, result, session} = Sake.Client.call_tool(session, "search", %{"query" => "x"})
IO.puts(result.text)
Every call is functional: it returns {:ok, value, session} (or
{:error, reason, session}), and the returned session — not the one you
passed in — carries state that changed (the negotiated revision, a legacy
session ID, the next JSON-RPC id). connect/2 is the one exception,
returning {:ok, session} (no prior session to update).
Calls
list_tools/1, call_tool/3, call_tool_async/3, get_task/2,
update_task/3, cancel_task/2, set_log_level/2, list_resources/1,
list_resource_templates/1, read_resource/2, list_prompts/1,
get_prompt/3, complete/4 ({:prompt, name} or {:resource, uri}, an
argument name, and the partial value), ping/1, discover/1 (the modern
handshake call directly, if you need it), and close/1 (sends a DELETE
on a legacy session, whatever the server answers; a no-op on modern, which has none to close; stops
a stdio server).
Stdio
connect/2 takes {:stdio, command, args} in place of a URL, launches
the server as a subprocess, and talks to it over its standard input and
output; every call works the same way. See guides/stdio.md for the
options, the era probe over stdio, and how close/1 stops the server.
{:ok, session} = Sake.Client.connect({:stdio, "my-mcp-server", ["--verbose"]}, env: %{"TOKEN" => token})
max_response_size: (bytes, 16 MiB by default) bounds what the client
holds of one response: a JSON body or a Server-Sent Event still arriving
over HTTP, which end the request with {:error, :response_too_large},
and a line over stdio, which is dropped with a warning. Raise it for a
server whose results are larger.
The client encodes its requests with config :sake, :json_library
(JSON by default; see guides/tools.md), so arguments holding structs
that derive only Jason.Encoder need config :sake, :json_library, Jason.
call_tool/3 returns a Sake.Client.ToolResult: content (a list of
Sake.Content.t()), structured (the tool's structuredContent, if any),
is_error (the tool itself failed — still a successful RPC), text (every
text content block joined), and meta (the result's _meta).
Era probing
connect/2 with no era: option tries the modern handshake
(server/discover) first. An error only a modern server sends (-32020,
-32021, -32022) is reported as-is, with one exception: an unsupported
version error (-32022) whose list of supported revisions includes the
one the client sent is retried once, and only a second refusal comes back
as {:error, {:no_common_version, supported}}. "Method not found" (-32601) or
"invalid params" (-32602) — over HTTP 200 or a 4xx — or a failure with
no JSON-RPC error at all means "this is a legacy server", and the client
retries with the legacy initialize handshake. Force one era directly
with era: :modern or era: :legacy (plus legacy_version: to pick which
of the three legacy revisions to offer) when you already know which the
server speaks — skipping the probe saves a round trip.
on_input
on_input = fn requests, _session ->
  Map.new(requests, fn {key, %{"params" => %{"message" => message}}} ->
    IO.gets(message <> " ")
    |> String.trim()
    |> then(&{key, %{"action" => "accept", "content" => %{"name" => &1}}})
  end)
end

{:ok, session} = Sake.Client.connect(url, on_input: on_input)
Passing on_input: also turns on the elicitation capability the client
advertises (without it, capabilities default to %{} — a client that
cannot answer has no business claiming it can). requests is a map from
a request key to %{"method" => "elicitation/create", "params" => ...};
your function returns a map from the same keys to
%{"action" => "accept" | "decline" | "cancel", "content" => %{...}}
(content only matters for "accept"). On a modern connection, a call that
elicits blocks inside the library and retries with inputResponses
automatically — on_input just needs to answer the questions it is
handed. On a legacy connection, the request arrives keyed by the server
handler's own key when the server sets one (_meta["ai.hattori.sake/key"],
which a Sake-built server always does — see guides/tools.md), or by the
fixed key "legacy" from a server that does not.
Without on_input, every elicitation is answered "cancel" automatically
— a script that never expects to be asked anything still behaves
correctly rather than hanging.
sampling: and roots:
sampling = fn %{"messages" => messages, "maxTokens" => max}, _session ->
  case MyLLM.complete(messages, max_tokens: max) do
    {:ok, text} ->
      {:ok, %{"role" => "assistant", "content" => %{"type" => "text", "text" => text}, "model" => "my-model"}}

    {:error, _} ->
      {:error, %{"code" => -1, "message" => "Sampling declined"}}
  end
end

{:ok, session} =
  Sake.Client.connect(url,
    sampling: sampling,
    roots: [%{"uri" => "file:///home/ana/project", "name" => "Project"}]
  )
sampling: answers sampling/createMessage requests: a function of the
request's params and the session, returning {:ok, result} (a
CreateMessageResult map) or {:error, error} (a JSON-RPC error map).
roots: answers roots/list: a list of root maps, or a function of the
session that returns one. Each turns on its capability (sampling, and
roots with listChanged: false) the way on_input: turns on
elicitation. Requests reach them however the server asks — in a modern
retry, on a legacy call's stream, or from a task.
A request nothing can answer (a server should not send one, but a foreign
server might) is left out of a modern retry, and gets a "method not
found" error on a legacy stream; an elicitation is still answered
"cancel".
Tasks
On the modern protocol the client declares the tasks extension on every
request (tasks: false leaves it out), so a server may make a task of a
tool call (see guides/tasks.md). call_tool/3 hides this: it polls the
task at the interval the server suggests, answers its input requests
through tasks/update with the same routing as above (each question
once), and returns the final result — {:error, {:rpc, error}, session}
for a failed task, {:error, :cancelled, session} for a cancelled one.
A task still running after task_timeout: (ms, default five minutes) is
cancelled and returned as {:error, :task_timeout, session}.
To manage tasks yourself, call_tool_async/3 returns
{:ok, {:task, task}, session} (or the plain result when the server
answered without a task), and get_task/2, update_task/3 and
cancel_task/2 drive it.
MCP Apps
ui: true declares the MCP Apps extension (io.modelcontextprotocol/ui)
on both eras, as a host that renders apps does. The server then lists the
tools only an app calls and its UI resources, list_tools/1 puts each
tool's app in spec.ui (the ui:// URI) and spec.visibility ([:model, :app], [:app] or [:model]), and read_resource/2 returns the app's
document with its _meta (the CSP and permissions it asks for). Without
it, a Sake server lists its tools as plain tools. See guides/apps.md.
on_notification
on_notification = fn
  "notifications/progress", %{"progress" => p} = params -> IO.puts("#{p}/#{params["total"]}")
  _method, _params -> :ok
end

{:ok, session} = Sake.Client.connect(url, on_notification: on_notification)
The function sees every notification the server sends during a call: its
progress (the client then asks for progress on every request, with the
request's id as the token) and log messages. Its return value is
ignored, and it runs in the calling process while the call waits.
Log messages come only from a server that was asked for them: pass
log_level: ("debug" to "emergency") to connect/2, or change it
later with set_log_level/2. On the modern protocol the level travels in
every request's _meta; on a legacy session the client sends
logging/setLevel, right after the handshake for log_level:.
Following the server's changes
listen/3 follows what the server announces between calls, until it
ends the stream: list changes, and the updates of the resources the
filter names.
filter = %{"toolsListChanged" => true, "resourceSubscriptions" => ["issue://1"]}

Task.start_link(fn ->
  Sake.Client.listen(session, filter, fn method, params -> send(owner, {method, params}) end)
end)
On the modern protocol it is a subscriptions/listen request; on a
legacy session, the session's GET stream (over stdio, what the server
sends between calls), with a resources/subscribe for each URI. It
blocks while the stream lasts, so run it in a process of its own, and
stop that process to stop listening.
Raw requests
request/4 sends any request and returns its result as the server sent
it, with the session's _meta, headers and authorization: an
input-required result or a task comes back as it is, for you to answer
(retry with inputResponses and the requestState) or follow
(get_task/2). Sake.Proxy forwards calls this way.
{:ok, %{"resultType" => "input_required"} = result, session} =
  Sake.Client.request(session, "tools/call", %{"name" => "confirm", "arguments" => %{}})
Authorization
Pass auth: and the client runs the MCP authorization flow itself
whenever a server answers 401:
{:ok, session} =
  Sake.Client.connect("https://mcp.example.com/mcp",
    auth: [authorize: &Sake.Client.Auth.Browser.authorize/1]
  )
On the 401, the client:
	reads the WWW-Authenticate challenge and fetches the protected
resource metadata (RFC 9728) from its resource_metadata URL, or, when
the challenge has none, from the well-known URI with the endpoint's
path inserted, then the one at the root. The document must be about
this endpoint: its resource must be the endpoint's URL or a path
prefix of it on the same origin, or the flow stops;
	takes the first authorization server the document lists and fetches
its metadata, trying RFC 8414 and OpenID Connect Discovery URLs in the
specification's order (with an issuer path: path-inserted RFC 8414,
path-inserted OpenID Connect, then OpenID Connect appended). A document
whose issuer is not exactly that server's is refused, and so is a
server that does not list S256 among its PKCE methods;
	picks a client identity (below);
	sends the person to the authorization endpoint with a PKCE S256
challenge, a random state, the resource parameter (RFC 8707: the
identifier from the resource metadata, exactly as published) and the
scopes (below);
	checks the answer before it uses the code: an iss parameter must be
the server's issuer, character for character, and must be there at all
when the server advertises
authorization_response_iss_parameter_supported (RFC 9207); the
state must match. A response from the wrong server is not acted on,
not even to report its error;
	exchanges the code (with the PKCE verifier and the same resource)
for a token, and sends the original request again with it:
Authorization: Bearer, or Authorization: DPoP and a proof when the
token is bound to the client's key (below).

Every later request carries the token. A token about to expire is
refreshed before it is sent; on a 401 the refresh token is tried before
the whole flow runs again. A server without resource metadata at all is
treated as a 2025-03-26 one, its own authorization server, with the
default /authorize, /token and /register endpoints on its origin
when it publishes no metadata either.
Every endpoint of the authorization server (and the metadata documents)
must be HTTPS, or plain HTTP to a loopback host; the flow's own requests
follow no redirects. Options in req: apply to these requests too.
The client's identity
In the specification's order of preference:
	Pre-registered credentials — client_id: (and client_secret: for
a confidential client). The token endpoint authentication method is
chosen from the server's token_endpoint_auth_methods_supported
(client_secret_basic, then client_secret_post, or none without a
secret); token_endpoint_auth_method: overrides it. Pre-registered
credentials belong to one authorization server: issuer: names it, and
without it they are bound to the first one they are used with. They are
never offered to another — the flow stops with
{:client_issuer_mismatch, bound, new} instead.
	A Client ID Metadata Document — client_metadata_url:, the HTTPS
URL of a JSON document you host, used as the client_id when the server
advertises client_id_metadata_document_supported. The document's
redirect_uris must include the redirect_uri: the client uses.
	Dynamic Client Registration (RFC 7591) — when the server has a
registration_endpoint. The client registers its redirect URI, the
authorization code and refresh token grants, application_type
"native" (or "web" for an HTTPS redirect URI on a real host), and a
public client (none) when the server takes one, else the secret
method it supports. A registration is kept per authorization server and
never presented to another; when the resource moves to a new server,
the client registers again there.

The interactive step
authorize: is a function of the authorization URL that returns
{:ok, params} — the query parameters the server sent to the redirect
URI — or {:error, reason}. Two come with Sake:
	Sake.Client.Auth.Browser.authorize/1 (the default) opens the URL in
the system browser and waits for the redirect on a one-shot listener at
redirect_uri: — by default http://127.0.0.1:33418/callback; any
loopback address with a port you choose works. It gives up after five
minutes (&Sake.Client.Auth.Browser.authorize(&1, timeout: ...)), and
open: replaces the system opener, to print the URL for a person on
another machine, say.
	Sake.Client.Auth.Headless.authorize/1 GETs the URL and reads the
redirect's Location without following it, for an authorization
server that approves without a person: a test server, or the
conformance suite's.

Your own function can do anything else — show the URL in your app's UI
and wait for the callback on your web server, for instance.
Pushed authorization requests
When the authorization server's metadata lists a
pushed_authorization_request_endpoint (RFC 9126), the client pushes
the authorization request there instead of putting it in the URL: step 4
above becomes a POST of the same parameters, authenticated as the token
request is (with a DPoP proof when the client uses DPoP, which binds the
code to its key), and the person is sent to the authorization endpoint
with only the client_id and the request_uri the server returned. The
parameters never pass through the browser, and the answer is checked as
before.
# Never push, unless the server requires it.
Sake.Client.connect(url, auth: [par: false])
par: false (the default is :auto) puts the request in the URL again,
except for a server whose metadata says
require_pushed_authorization_requests: that one gets it pushed anyway,
since it would refuse anything else. A push the server refuses ends the
flow with {:error, {:auth, {:par_failed, status, body}}}; one refused
for its DPoP nonce is sent again with it, as a token request is.
A person without a browser here: the device grant
On a machine where no browser can open, a CLI over SSH or a headless
agent, grant: :device runs the device authorization grant (RFC 8628)
in place of the code flow: the client shows the person a code and a URL,
and they enter the code on any device where they can sign in, their
laptop or their phone.
Sake.Client.connect(url,
  auth: [
    grant: :device,
    device_prompt: fn %{user_code: code, verification_uri: uri} ->
      IO.puts("To connect, open #{uri} and enter #{code}")
    end
  ]
)
Discovery is the same, but the authorization server's metadata needs a
device_authorization_endpoint (and a token endpoint, but no
authorization endpoint and no PKCE); without one the flow stops at once
with {:error, {:auth, :no_device_endpoint}}. The client identity is
chosen as above, and a dynamic registration asks for the device code
and refresh token grants, with no redirect URI.
:device_prompt receives user_code, verification_uri,
verification_uri_complete (the URL with the code in it, for a link or
a QR code, or nil) and expires_in; the default,
Sake.Client.Auth.Device.prompt/1, logs them. The client then polls
the token endpoint every interval seconds the server gave (five when
it gave none), five seconds more after each slow_down, until the
person decides: a denial is {:error, {:auth, :access_denied}}, and a
code that expired first {:error, {:auth, :expired_token}}. The tokens
are DPoP-bound as below, and refreshed as the code flow's are; a
step-up, or a 401 the refresh token does not cure, shows the person a
new code.
Grants without a person
grant: replaces the browser with a grant a program runs on its own.
Discovery is the same (resource metadata, then the authorization
server's, which then needs only a token endpoint); no client registers
dynamically.
# A service acting as itself (the client credentials extension), with a
# secret...
auth: [grant: :client_credentials, client_id: "svc", client_secret: secret]

# ...or with a private key: it signs a one-minute assertion for the
# authorization server's issuer on every token request (private_key_jwt).
auth: [grant: :client_credentials, client_id: "svc", private_key: File.read!("svc.pem")]

# A workload presenting its platform's JWT (RFC 7523 JWT bearer grant);
# a function gets one for the discovered issuer and resource.
auth: [grant: :jwt_bearer, client_id: "ci", assertion: fn %{issuer: aud} -> MyApp.Platform.id_token(aud) end]

# Enterprise-managed authorization: the person's ID token from your own
# single sign-on is exchanged at their identity provider for an ID-JAG,
# which the authorization server takes as a JWT bearer grant.
auth: [
  grant: :enterprise,
  client_id: "agent",
  client_secret: agent_secret,
  id_token: id_token,
  idp: [issuer: "https://acme.okta.com", client_id: "agent-at-okta", client_secret: okta_secret]
]

# The same with SAML single sign-on: the assertion in place of the ID token.
auth: [
  grant: :enterprise,
  client_id: "agent",
  saml_assertion: fn _target -> MyApp.SSO.saml_assertion(conn) end,
  idp: [issuer: "https://acme.okta.com", client_id: "agent-at-okta", client_secret: okta_secret]
]
The token exchange (RFC 8693) asks the identity provider for an ID-JAG
with the authorization server's issuer as audience, the endpoint's
resource identifier as resource and the scopes chosen as below; idp:
takes the provider's token_endpoint: directly, or its issuer: to read
it from the provider's metadata. Obtaining the ID token is your single
sign-on's business: pass it, or a function that returns {:ok, token}
when the flow needs one.
With SAML single sign-on, pass saml_assertion: instead of id_token::
the SAML 2.0 assertion, base64url-encoded as RFC 8693 expects it, or a
function returning {:ok, assertion}. The identity provider needs
issuer: then. The client follows §4.5 of
draft-ietf-oauth-identity-assertion-authz-grant: it first exchanges
the assertion at the provider for a refresh token (a token exchange
with subject_token_type urn:ietf:params:oauth:token-type:saml2,
requested_token_type urn:ietf:params:oauth:token-type:refresh_token
and the provider's issuer as audience, and no scope unless
idp: [saml_scope: [...]] gives one; some providers issue a refresh
token only when offline_access is asked for, so
saml_scope: ["offline_access"] is the setting for them), then
exchanges that refresh
token for the ID-JAG, as it would an ID token. Sake never reads the
assertion; it passes it on as it is.
The refresh token is kept, in the session and in the store:, bound to
the provider and to the client id there. The next authorizations (a
renewal, a step-up, a new session with the same store) exchange it for
a new ID-JAG and need no assertion, until it expires (the expires_in
of the provider's answer) or the provider refuses it with
invalid_grant; then the assertion is traded again, once. A function
saml_assertion: is therefore only called when there is no usable
refresh token. A refusal of the assertion itself comes back as
{:saml_exchange_failed, status, body}.
private_key: is a PEM RSA (2048 bits or more), P-256 or P-384 private
key, signing RS256, ES256 or ES384, or {pem, alg} for another algorithm
(PS256); it needs the optional jose dependency ({:jose, "~> 1.11"}).
Pre-registered credentials stay bound to their authorization server, as
above.
client_secret_jwt (RFC 7523 §2.2 with an HMAC) proves the secret
without sending it: the client signs the same one-minute assertion as
private_key_jwt (the client as iss and sub, the server's issuer as
aud, a unique jti) with HS256 keyed by client_secret:. It needs no
jose, and a secret of at least 32 bytes (RFC 7518 §3.2). Ask for it
with token_endpoint_auth_method: "client_secret_jwt" at the
authorization server, or idp: [token_endpoint_auth_method: "client_secret_jwt"] at the identity provider, where some providers
require it for the token exchange; it is also chosen, at either, when
the metadata lists it and neither client_secret_basic nor
client_secret_post. Sake's own authorization server does not take it
(see the security guide).
The aud of a client assertion, private_key_jwt or
client_secret_jwt, is the server's issuer identifier by default, as
draft-ietf-oauth-rfc7523bis asks: an assertion made for one server's
issuer cannot be replayed at another's token endpoint. Some servers
want their token endpoint URL instead (Okta's private_key_jwt
documentation, for one), so assertion_audience: picks it:
auth: [..., assertion_audience: :issuer]           # the default
auth: [..., assertion_audience: :token_endpoint]   # the token endpoint's URL
auth: [..., assertion_audience: "https://..."]     # this exact value
idp: [..., assertion_audience: :token_endpoint]    # the same, at the identity provider
At an identity provider given by token_endpoint: alone, the default
aud is that endpoint, since no issuer is known.
grant: :client_credentials and grant: :enterprise declare their
extension (io.modelcontextprotocol/oauth-client-credentials,
io.modelcontextprotocol/enterprise-managed-authorization) in the
client's capabilities: in every request's _meta on 2026-07-28 and in
initialize on the legacy revisions, next to the tasks and MCP Apps
extensions (Sake.Protocol.auth_extension/1 gives the identifiers).
grant: :jwt_bearer declares none, since the workload identity grant
has no extension identifier, and neither does DPoP.
None of these grants returns a refresh token. An expiring token is
replaced by running the grant again (straight at the token endpoint it
came from), a 401 runs it after discovery, and a 403
insufficient_scope runs it for the union of the scopes. A refused
grant comes back as {:error, {:auth, {:token_failed, status, body}}}
({:token_exchange_failed, ...} from the identity provider): the client
does not retry it, nor fall back to another grant.
Scopes
The first authorization asks for the challenge's scope when it has one,
else every scope in the resource metadata's scopes_supported, else no
scope parameter at all. offline_access is added to a non-empty
request when the authorization server lists it, to ask for a refresh
token.
A 403 with error="insufficient_scope" steps up: the client asks again
for the scopes it asked for before plus the challenged ones, and retries
the request with the new token. It does not when the token already has
every challenged scope (asking again would end in the same 403), and one
request runs the flow at most twice; past that, the 403 comes back as
{:error, {:insufficient_scope, challenge}, session}.
Step-up on how the person signed in
A tool may need the person to have signed in strongly, or recently (RFC
9470): the server answers 401 with
error="insufficient_user_authentication", and acr_values and
max_age in the challenge. The client runs the person's grant again,
the code flow or the device flow, with those two as the authorization
request's parameters of the same names (pushed, when the server takes
pushed requests), the scopes asked for before, and any the challenge
names; the authorization server has the person sign in again as asked,
and the request goes again with the new token. It does so once per
request: a sign-in the server still refuses comes back as
{:error, {:insufficient_user_authentication, challenge}, session}, the
challenge's acr_values and max_age saying what it wanted. A DPoP
nonce retry does not count.
A machine grant (client credentials, JWT bearer, enterprise-managed) has
nobody to sign in again: the 401 comes back as
{:error, {:auth, {:insufficient_user_authentication, challenge}}, session}
at once. With static: true, as for any refusal, it is
{:error, {:insufficient_user_authentication, challenge}, session}.
Who signed in: OpenID Connect
An access token says nothing the client can read. With openid: true,
a client authorized by a person learns who they are from the
authorization server, when it speaks OpenID Connect (Sake's own does
with openid:, see "OpenID Connect" in guides/authorization.md):
{:ok, session} =
  Sake.Client.connect("https://mcp.example.com/mcp", auth: [openid: true])

{:ok, %{"sub" => sub, "iss" => issuer}} = Sake.Client.Auth.id_token_claims(session)
The code flow and the device flow then ask for the openid scope too,
from a server whose metadata lists it in scopes_supported (a server
that does not gets the request as before, and the session no claims),
and the code flow sends a nonce. The ID token that comes back is
checked before the token is kept: its signature, with a key from the
server's jwks_uri; iss, the server's issuer; aud, the client's
client_id; exp; the nonce; and at_hash, against the access
token. A refresh that brings a new ID token is checked the same way,
without a nonce, and must name the same sub. An ID token that fails
ends the flow with {:error, {:auth, {:invalid_id_token, reason}}}.
The verified claims stay with the token (in the :store too), and
Sake.Client.Auth.id_token_claims/1 returns them, or :error without
any (no auth:, no authorization yet, a machine grant, a server without
OpenID Connect).
The ID token names the person (sub), and says how and when they
signed in (auth_time, acr); their name and address are at the
server's userinfo endpoint, which takes the session's access token. It
needs the optional jose dependency: openid: true raises without it.
DPoP
With DPoP (RFC 9449, SEP-1932) the client's tokens are bound to a key it
holds, and a token that leaks is useless without the key. The client
uses it when the authorization server's metadata lists ES256 in
dpop_signing_alg_values_supported, and when the optional jose
dependency is there:
auth: [..., dpop: :auto]    # the default
auth: [..., dpop: true]     # send proofs to any server (raises without jose)
auth: [..., dpop: false]    # bearer tokens only
Each authorization makes a new P-256 key. Every token request (the code
exchange, a refresh, the machine grants) carries a proof made with it,
and a token that comes back with token_type DPoP is bound to it;
a server that binds nothing answers Bearer, and the token goes as a
bearer token. Every request to the MCP server — the POSTs, a legacy
session's GET stream and its DELETE — sends a bound token as
Authorization: DPoP <token> with a fresh proof for that method and
URL, carrying the token's hash. A refresh keeps the key: the
authorization server may have bound the refresh token to it.
A server that wants a nonce in its proofs answers use_dpop_nonce with
a DPoP-Nonce header. The client sends the request again at once with
the nonce, and keeps the latest one each server sends for its next
proofs. A nonce retry is not an authorization: it does not count
towards the two a request may run, and nobody is asked anything.
A resource whose metadata says dpop_bound_access_tokens_required (RFC
	gets DPoP with :auto even when its authorization server's
metadata lists no algorithms. A client that cannot use DPoP there
(dpop: false, or no jose) stops before the flow runs, with
{:error, {:auth, {:dpop_required, :dpop_off | :no_jose}}}, rather than
fetching tokens the server would refuse.

The key is kept with the token, as PEM under "dpop_key", in the session
and in the store: when there is one.
Keeping tokens across runs
Tokens and dynamic registrations live in the session by default. To keep
them across runs, pass store: {module, arg}, a module implementing
Sake.Client.Auth.Store (fetch/2 and put/3, with JSON-friendly maps);
its documentation has a file-based example. The values hold credentials,
a DPoP-bound token's private key, and an identity provider's refresh
token from a SAML exchange (which stands for the person's sign-on until
it expires): store them where only the person running the client can
read them.
Errors
A failure inside the flow comes back as {:error, {:auth, reason}} from
connect/2 (or {:error, {:auth, reason}, session} from a later call).
The reasons name what stopped it: {:resource_mismatch, resource},
{:issuer_mismatch, expected, got} (from the metadata or the
authorization response), :pkce_not_supported, :missing_iss,
:state_mismatch, {:denied, error, description},
{:insecure_url, url}, :no_client_registration,
{:registration_failed, ...}, {:token_failed, ...},
:no_device_endpoint, {:device_authorization_failed, ...},
:access_denied and :expired_token (the device grant),
{:token_exchange_failed, ...}, {:saml_exchange_failed, ...},
{:insufficient_user_authentication, challenge} (a machine grant asked
for a person's sign-in), {:authorize, reason} (your authorize:
function's error),
{:assertion, reason} (your assertion:, id_token: or
saml_assertion: function's), and so on.
Without auth:
A 401 comes back to you as
{:error, {:unauthorized, %Sake.Auth.Challenge{}}} (or
{:error, {:insufficient_user_authentication, %Sake.Auth.Challenge{}}}
for RFC 9470's challenge, whose acr_values and max_age say how the
person must sign in), and nothing else happens — no browser opens that nobody asked for:
case Sake.Client.connect(url) do
  {:ok, session} -> session
  {:error, {:unauthorized, %Sake.Auth.Challenge{resource_metadata: url, scope: scopes}}} ->
    # url is the protected resource metadata document; scopes is what the
    # server asks for.
    raise "authorization required at #{url} for #{Enum.join(scopes, " ")}"
end
Sake.Auth.Challenge (formerly Sake.Client.Challenge) parses the
WWW-Authenticate header (scheme, resource_metadata, scope,
error, error_description, realm, and the DPoP-Nonce header as
nonce). A
bearer token you obtained some other way goes in headers:.


  

    Stdio

A local MCP client (Claude Desktop, Claude Code, an editor) can launch
a server as a subprocess and talk to it over the subprocess's standard
input and output, one JSON-RPC message per line. Sake.Stdio serves the
same Sake.Server module you mount with Sake.Plug this way, and
Sake.Client can launch and talk to any stdio server.
Running a server
From a Mix project
mix sake.stdio MyApp.MCP
The task starts your application, then serves MyApp.MCP until standard
input closes. Mix's own messages are silenced and the default Logger
handler moves to standard error, so standard output carries nothing but
MCP messages. Run mix compile once before handing the command to a
client: a dependency compiled on the first run can still print to
standard output before the task gets to silence it.
Register it with Claude Code from the project's directory:
claude mcp add --transport stdio my-app -- mix sake.stdio MyApp.MCP
From a release
Add the server to your supervision tree, after Sake:
children = [
  {Sake, secret_key_base: ...},
  {Sake.Stdio, server: MyApp.MCP}
]
When standard input closes, requests still running get two seconds
(grace:) to finish, and then the child stops the VM (halt: false
keeps it running instead). Since the release logs while it boots, before
the child starts, move the default Logger handler to standard error in
its configuration too:
# config/runtime.exs
config :logger, :default_handler, config: [type: :standard_error]
A release usually serves HTTP as well; start the child only when the
release is launched as a stdio server, for instance from an environment
variable the client sets. Claude Desktop launches it from
claude_desktop_config.json:
{
  "mcpServers": {
    "my-app": {
      "command": "/opt/my_app/bin/my_app",
      "args": ["start"],
      "env": {"MY_APP_MCP_STDIO": "1", "MY_APP_TOKEN": "..."}
    }
  }
}
From your own code
Sake.Stdio.run/2 serves a server until standard input closes and
returns :ok; it is what mix sake.stdio calls, and what a script run
with elixir or mix run can call itself. Sake itself need not be
started: the stream registry the server needs starts with it when it is
missing.
Standard output is the protocol
Anything on standard output that is not an MCP message breaks the
connection. While serving the real standard output, Sake moves the
default Logger handler to standard error and runs every request with
standard error as its group leader, so an IO.puts/1 in a tool lands on
standard error. A Logger handler or backend of your own that writes to
standard output, or a library that writes to the :user device, still
needs moving or silencing.
Authorization and the principal
A stdio server has no HTTP layer and no bearer tokens: the client that
launched it already chose to trust it, and the server takes its own
credentials from its environment. Pass the principal your components
see in ctx.scope as scope:, a value or a function of no arguments
called for every request:
{Sake.Stdio,
 server: MyApp.MCP,
 scope: fn -> MyApp.Accounts.get_by_api_token!(System.fetch_env!("MY_APP_TOKEN")) end}
With no token, scope-gated components are all visible and callable: the
person who launched the process has whatever access the process has.
secret: signs pagination cursors and elicitation round trips, as on
HTTP. It defaults to the Sake configuration, else to a random secret
for the life of the process, which is enough: on stdio both only ever
travel between the process and its one client.
What travels over stdio
Both protocol eras, on one connection. A request whose _meta names the
modern revision is served statelessly, exactly as on HTTP, with the same
_meta checks; an initialize request opens the connection's one
legacy session, which the process keeps (the negotiated revision, the
client's capabilities, the logging/setLevel level), and requests
without a protocol version in _meta then belong to it. Before
initialize, such a request gets -32600 "Not initialized"; an
unknown protocol version gets -32022. A 2025-03-26 session also takes
batches.
Every request runs in its own process, so a slow tool does not hold up
the others, and responses can arrive out of order.
notifications/cancelled stops the request it names and its response is
never written; an unknown or finished request ID is ignored.
Progress (when the request carries a progressToken) and log messages
(at or above the request's logLevel, or the session's level) go out as
notifications while the request runs. Elicitation, sampling and roots
are an input_required result on the modern era, since a modern stdio
server never writes requests, and an elicitation/create,
sampling/createMessage or roots/list request the client answers on
standard input on the legacy era.
Tasks (guides/tasks.md) work as on HTTP for a modern client that
declares the extension: the call answers with a task, and tasks/get,
tasks/update and tasks/cancel follow it; a task's notifications go to
a subscriptions/listen stream that asks for its taskIds. A server run
on its own (mix sake.stdio, a script) starts tasks with their
defaults; under a host's Sake supervisor, its tasks: options apply.
subscriptions/listen is acknowledged, then every notification it asked
for carries its subscription ID in _meta; it ends when the client
cancels it, or with its final result when the server stops. A legacy
session's resources/subscribe gets notifications/resources/updated
for its URIs, and list changes reach it unasked.
Sake.Server.notify_list_changed/2 and Sake.Server.resource_updated/2
reach stdio clients the same way they reach HTTP ones.
A line that is not JSON gets a -32700 error with a null id, and one
that is not JSON-RPC a -32600; the server keeps serving.
The client side
Sake.Client.connect/2 takes {:stdio, command, args} in place of a URL:
{:ok, session} =
  Sake.Client.connect({:stdio, "npx", ["-y", "@modelcontextprotocol/server-everything"]},
    env: %{"API_KEY" => key},
    stderr: :ignore
  )

{:ok, tools, session} = Sake.Client.list_tools(session)
:ok = Sake.Client.close(session)
The command is looked up on the PATH unless it contains a /. Options:
env: (a nil value unsets a variable), cd:, stderr: (:inherit,
the default, shares this VM's standard error; :ignore discards the
server's), probe_timeout: and close_timeout:, plus every option
connect/2 takes over HTTP except headers: and req: — on_input:,
sampling: and roots: answer a legacy server's requests on standard
input, and a modern server's tasks are followed as on HTTP. The session
holds the process that owns the subprocess, linked to the caller.
Without era:, the client probes as the stdio transport asks: it sends
server/discover, stays modern on an answer or on an error only a modern
server sends, and falls back to initialize on any other error or when
no answer comes within probe_timeout: (10 seconds).
close/1 closes the server's standard input, waits up to
close_timeout: (5 seconds) for it to exit, then sends SIGTERM, then
SIGKILL. A server that exits on its own fails the calls in flight with
{:error, :closed}.


  

    Observability

Sake reports what it does in two layers. :telemetry events are always
there, for metrics and for anything you attach yourself. With
opentelemetry_api in your dependencies, Sake also makes OpenTelemetry
spans after the semantic conventions for
MCP, and
carries the trace from a client, through the server, into the tool: an
agent's call, the MCP request, and the Ecto query the tool ran end up in
one trace.
Telemetry events
	Event	Around	Metadata
	[:sake, :server, :request, :start | :stop | :exception]	every request Sake.Plug or Sake.Stdio dispatches	method, component (the tool or prompt name, or the resource URI), era, protocol_version, client_name; cancelled on :stop
	[:sake, :middleware, :halt]	a server's middleware refusing a request (see guides/middleware.md)	event, plug, reason, failed, server, method, component, era, protocol_version, client_name
	[:sake, :task, :start | :stop | :exception]	a task's run in the background (see guides/tasks.md)	task_id, tool, server; status on :stop
	[:sake, :client, :request, :start | :stop | :exception]	every request Sake.Client sends	method, era, protocol_version, transport (:http or :stdio); error_type on :stop, nil on success

They are :telemetry.span/3 events: :stop carries the duration in
native time units. A legacy initialize and the items of a 2025-03-26
batch have no event of their own. The :stop of call_tool/3 covers
the whole call, its retries and a task's polls included, which are
events of their own as well.
OpenTelemetry
Setting it up in a Phoenix host
Sake only depends on the API, and only optionally: add the SDK, an
exporter, and the instrumentation for the rest of your stack.
def deps do
  [
    {:sake, "~> 0.4"},
    {:opentelemetry_api, "~> 1.5"},
    {:opentelemetry, "~> 1.7"},
    {:opentelemetry_exporter, "~> 1.11"},
    {:opentelemetry_phoenix, "~> 2.0"},
    {:opentelemetry_bandit, "~> 0.3"},
    {:opentelemetry_ecto, "~> 1.2"}
  ]
end
# config/runtime.exs
config :opentelemetry,
  resource: [service: [name: "my_app"]],
  span_processor: :batch,
  traces_exporter: :otlp

config :opentelemetry_exporter,
  otlp_protocol: :http_protobuf,
  otlp_endpoint: System.get_env("OTEL_EXPORTER_OTLP_ENDPOINT", "http://localhost:4318")
# lib/my_app/application.ex
def start(_type, _args) do
  OpentelemetryBandit.setup()
  OpentelemetryPhoenix.setup(adapter: :bandit)
  OpentelemetryEcto.setup([:my_app, :repo])

  children = [...]
  Supervisor.start_link(children, strategy: :one_for_one)
end
That is all Sake needs: there is nothing to turn on. Without the SDK the
API does nothing, so a library or host that only has opentelemetry_api
pays a few function calls per request.
What Sake records
The server. Every request a server serves, on Streamable HTTP (both
eras) and stdio, is a SERVER span named {method} {target}:
tools/call search, prompts/get triage, or just resources/read and
tools/list (a resource URI is too many different names, so it is an
attribute instead). Its parent is the trace context the client put in
the request's params._meta (traceparent, tracestate, baggage, read
by your configured propagators). The span that was current when the
request arrived, which is the HTTP server span when you instrument
Phoenix or Bandit, is a link rather than the parent: one MCP request can
take several HTTP requests, and one HTTP stream can carry several MCP
requests. Without a context in _meta, the HTTP server span (or the
HTTP request's own traceparent) is the parent.
The span is current in the process that runs your component, whether
the request is answered as JSON, on an SSE stream, or over stdio. Spans
your tool makes, directly or through Ecto, Req and the like, nest under
it, the client's baggage is in OpenTelemetry.Baggage.get_all/0, and
Logger metadata carries otel_trace_id and otel_span_id.
Tasks. A task's run (see guides/tasks.md) is an INTERNAL span,
execute_tool {tool}, the child of the tools/call span that started
it, with gen_ai.tool.call.id set to the task ID. The task is the rest
of the call the client made, so its work stays in the client's trace,
even though the span can end long after its parent. The tasks/get,
tasks/update and tasks/cancel requests have spans of their own.
The client. Every request Sake.Client sends, over HTTP or stdio, is
a CLIENT span, and carries the current trace context in its _meta
(next to the protocol's own fields on the modern protocol; _meta is
allowed on every request of the legacy revisions too). A retry after the
authorization flow is the same request under the same span; a retry with
the client's input is a request of its own, under the span of the one it
answers. The span of call_tool/3 covers the whole call, so a tool call
is one subtree however the server ran it:
agent                                  (your span)
└─ tools/call export        CLIENT     Sake.Client
   ├─ tools/call export     SERVER     the server answers with a task
   │  └─ execute_tool export INTERNAL  the task's run
   │     └─ SELECT ...                 Ecto, inside the tool
   ├─ tasks/get             CLIENT
   │  └─ tasks/get          SERVER
   └─ tasks/get             CLIENT
      └─ tasks/get          SERVER
Attributes. mcp.method.name, mcp.protocol.version,
jsonrpc.request.id, gen_ai.tool.name and gen_ai.operation.name
(execute_tool) on a tool call, gen_ai.prompt.name, mcp.resource.uri
on resources/read, resources/subscribe and resources/unsubscribe,
mcp.session.id on a legacy session, network.transport (tcp or
pipe), and network.protocol.name and network.protocol.version
(HTTP), client.address on the server, server.address and
server.port on the client.
Errors. A JSON-RPC error sets rpc.response.status_code. On the
client every error code is an error: the span's status is ERROR, with
the error's message, and error.type is the code. On the server, the
codes that mean the caller sent something it could not serve (-32700,
-32600, -32601, -32602, which is also an unknown tool, and -32002) are
not the server's errors and leave the status alone. A tool result with
isError is error.type tool_error and status ERROR on both sides.
A client request that fails without an answer (a refused connection, a
timeout) has error.type set to the exception's module or the reason,
like Req.TransportError or timeout.
Middleware. A request the server's middleware refused (see
guides/middleware.md) has sake.middleware.event and
sake.middleware.plug on its span, the event and the module that
halted; its status follows the error the client got, as above.
Configuration
config :sake, :opentelemetry, record_content: true
record_content: true adds what the conventions leave opt-in because it
may be sensitive: a tool call's arguments (gen_ai.tool.call.arguments)
and result (gen_ai.tool.call.result), as JSON, and a prompt's arguments
(gen_ai.prompt.variable.<name>). By default none of them is recorded.
enabled: false turns Sake's spans off, and with them the trace context
in _meta; your own spans are untouched.
Where Sake differs from the conventions
The conventions are in development, and Sake follows them as written
except here:
	The span of call_tool/3 lasts until the tool's result is in, not
until the first answer: with retries or a task, the requests that
follow are its children.
	The server's mcp.session.id is the legacy session's identity (its
nonce), which stays the same while the Mcp-Session-Id value is
re-minted; the client records the Mcp-Session-Id it holds. The
modern protocol has no sessions.
	Notifications have no spans, in either direction, and neither have
the requests a server sends a legacy client on a stream (elicitation,
sampling, roots) nor the items of a 2025-03-26 batch. A
subscriptions/listen span lasts as long as its stream.
	There are no OpenTelemetry metrics (see below).

Metrics
The OpenTelemetry metrics API for Erlang and Elixir is not part of
opentelemetry_api yet, so Sake records no metrics itself. The
conventions' operation durations follow from the telemetry events, for
instance with Telemetry.Metrics:
distribution("mcp.server.operation.duration",
  event_name: [:sake, :server, :request, :stop],
  measurement: :duration,
  unit: {:native, :second},
  tags: [:method, :protocol_version]
),
distribution("mcp.client.operation.duration",
  event_name: [:sake, :client, :request, :stop],
  measurement: :duration,
  unit: {:native, :second},
  tags: [:method, :error_type]
)
The conventions' session durations have nothing to measure in Sake: a
modern server keeps no sessions, and a legacy session ends when its
client stops using it, without telling the server.
Logging
MCP 2026-07-28 deprecates protocol logging, notifications/message
(SEP-2577), in favour of standard error on stdio and OpenTelemetry for
structured observability. Sake.Progress.log/3 still sends it to a
client that asks for it, on both eras, and keeps doing so while the
protocol has it. For anything new, log with Logger:
	On stdio, Sake.Stdio moves the default Logger handler to standard
error (see guides/stdio.md), which is where the specification wants
a server's logs. Configure it in a release, which logs while it boots;
the OpenTelemetry SDK does too.
	With OpenTelemetry, a log line written while a span is current has
the trace and span IDs in its Logger metadata (otel_trace_id,
otel_span_id), so any log backend that keeps them ties the line to
the request, and an OpenTelemetry logs pipeline can ship them as the
trace's logs.

What a log message told the person at the client (that a step began,
how far a long call got) is often progress: Sake.Progress.report/4
stays, and in a task it sets the task's status message.


  

    Testing

Sake.Test is a client for your server's tests: the MCP counterpart of
Phoenix.ConnTest. It connects to a Sake.Server module in memory and
calls it as a real client would, so a test reads like production client
code and exercises everything but the transport.
defmodule MyApp.MCPTest do
  use ExUnit.Case, async: true
  import Sake.Test

  test "greets" do
    client = connect(MyApp.MCP, scope: user_fixture(), scopes: ["issues:read"])

    assert {:ok, %{text: "Hello, Rui!"}} = call_tool(client, "greet", %{"name" => "Rui"})
    assert {:ok, tools} = list_tools(client)
    refute "close_issue" in Enum.map(tools, & &1.name)

    assert {:error, {:insufficient_scope, %{scope: ["issues:write"]}}} =
             call_tool(client, "close_issue", %{"id" => 1})
  end
end
What runs
The client is a Sake.Client whose transport is the server itself.
Every request crosses as JSON — %{sum: 3} in a tool comes back as
%{"sum" => 3}, as it would over HTTP — into the same dispatchers
Sake.Plug and Sake.Stdio use, with a real Sake.Context. Argument
validation, scope checks, results, errors, telemetry and traces are the
production ones; only HTTP is missing.
Most of Sake runs without anything started. A few features need the
stream registry or tasks: a legacy server's questions, listen/2, and
tools that run as tasks. When your application starts {Sake, ...} in
the test environment they are already there; otherwise start them once,
in test/test_helper.exs:
Sake.Test.start()
ExUnit.start()
start/1 leaves alone what already runs, and takes tasks: (the
Sake.Tasks options, or false).
Beside Phoenix.ChannelTest
Phoenix.ChannelTest, which a ChannelCase imports, has a connect
macro of the same name and arity as connect/2, so a test that imports
both cannot call either unqualified. mcp_connect/2 is connect/2 under
another name; leave Sake.Test's connect out of the import:
import Phoenix.ChannelTest
import Sake.Test, except: [connect: 1, connect: 2]

client = mcp_connect(MyApp.MCP, scope: user)
(Or keep Sake.Test's and leave out the channel one, with
import Phoenix.ChannelTest, except: [connect: 2, connect: 3].)
Phoenix.ConnTest has no connect and imports beside Sake.Test as
it is.
The assertions below read best without parentheses; with :sake in the
import_deps of your .formatter.exs, mix format leaves them so.
Calls and results
connect/2 returns a client, and the calls are Sake.Client's:
list_tools/1, call_tool/3, call_tool_async/3, get_task/2,
update_task/3, cancel_task/2, list_resources/1,
list_resource_templates/1, read_resource/2, list_prompts/1,
get_prompt/3, complete/4, ping/1, set_log_level/2 and close/1,
plus await_task/3 (below). They return what Sake.Client's return
without the session — {:ok, value}, {:error, reason}, or :ok for a
call with nothing to return — because the client keeps its session in a
process of its own between calls. The process is linked to the one that
connected, so it ends with the test. session/1 returns the session for
a test that wants Sake.Client itself.
call_tool/3 returns a Sake.Client.ToolResult, with the tool's text,
content, structured content, is_error and meta. A tool error
({:error, text} from execute/2, or arguments that do not validate) is
{:ok, %ToolResult{is_error: true}}, as the protocol has it; a JSON-RPC
error is {:error, {:rpc, %{"code" => code, "message" => message}}}, as
Sake.Client reports it over stdio:
assert {:ok, %{is_error: true, text: "Invalid arguments: " <> _}} = call_tool(client, "add", %{"a" => "x"})
assert {:error, {:rpc, %{"code" => -32_602}}} = call_tool(client, "nope")
assert {:ok, [%Sake.Content{text: text}]} = read_resource(client, "issue://1")
The protocol era is modern unless you pass era: :legacy (and
legacy_version: to pick a revision); the client then runs the
initialize handshake and keeps the session's ID, which carries the
negotiated revision, the client's capabilities and its log level, as on
HTTP. A test that matters on both eras can run on both:
for era <- [:modern, :legacy] do
  test "greets on #{era}" do
    client = connect(MyApp.MCP, era: unquote(era))
    assert {:ok, %{text: "Hello, Rui!"}} = call_tool(client, "greet", %{"name" => "Rui"})
  end
end
The principal and scopes
scope: is the host's principal, what components see in ctx.scope
(a value, or a function of no arguments called for every request). It
stands for what Sake.Plug's scope: or the bearer token's subject
would give your server.
Without scopes: there is no token, as on an endpoint without
authorization: every component is visible and callable. scopes:
simulates an access token with those scopes, and the real checks apply:
list_tools/1 and the other lists leave out what the token does not
cover, and a call to it is refused as an endpoint with authorization
refuses it, with the scopes it needs:
client = connect(MyApp.MCP, scope: user, scopes: ["issues:read"])
assert {:error, {:insufficient_scope, %Sake.Auth.Challenge{scope: ["issues:write"]}}} =
         call_tool(client, "close_issue", %{"id" => 1})
The token's subject owns the tasks the client starts (see
guides/tasks.md). It defaults to one derived from scope:, so two
clients with different principals are two people; subject: sets it.
subject: nil makes a machine client's token, as the client credentials
grant issues, owned by its client_id: (default "sake-test"):
connect(MyApp.MCP, scope: service, scopes: ["issues:read"], subject: nil, client_id: "nightly-report")
The token is a Sake.Auth.TokenRecord in ctx.token, as Sake's bearer
check leaves it; nothing is stored, and Sake.Auth need not be
configured.
The endpoint's URL
A tool that builds absolute URLs to its host reads ctx.base_url (see
Sake.Context). The in-memory client has no request to take it from,
so it is nil, as over stdio, unless the test gives one:
client = connect(MyApp.MCP, scope: user, base_url: "https://example.com/acme/mcp")
assert {:ok, %{structured: %{"upload_url" => "https://example.com/uploads/" <> _}}} =
         call_tool(client, "start_upload", %{"name" => "a.jpg"})
Through a plug (below) Sake.Plug sets it from the request, as in
production: http://www.example.com and the path:.
acr: and auth_time: say how and when the token's person signed in,
for components with authentication: (see "Step-up authentication" in
guides/tools.md). A token without them meets no requirement:
client = connect(MyApp.MCP, scopes: ["repos:admin"], acr: "pwd", auth_time: DateTime.utc_now())
assert {:error, {:insufficient_user_authentication, %Sake.Auth.Challenge{acr_values: ["mfa"]}}} =
         call_tool(client, "delete_repo", %{"name" => "x"})

client = connect(MyApp.MCP, scopes: ["repos:admin"], acr: "mfa", auth_time: DateTime.utc_now())
assert {:ok, _} = call_tool(client, "delete_repo", %{"name" => "x"})
Sake.Test.access_token/1 takes the same two, for a test through the
whole stack.
Answering the server
on_input:, sampling: and roots: answer the server's elicitation,
sampling and roots requests and turn on their capabilities, as for
Sake.Client (see guides/client.md). Without one, the server sees a
client that cannot answer — {:error, :unsupported} in the component.
Two shorter forms suit tests: on_input: may be a function of one
request's params returning {:accept, content}, :decline, :cancel
or an answer map, and sampling: a function of the request's params
returning the text of the reply (or {:ok, result}, {:error, error}).
client =
  connect(MyApp.MCP,
    on_input: fn %{"message" => "Who should be greeted?"} -> {:accept, %{"name" => "Rui"}} end,
    sampling: fn _params -> "A one-line summary." end,
    roots: [%{"uri" => "file:///work", "name" => "Work"}]
  )
The answers reach the server however it asks: in a modern retry with
the signed request state, on a legacy call's stream, or through a task.
Every request is also recorded, for assert_asked/2 and refute_asked/2
(the method, and a pattern for its params):
assert {:ok, %{text: "Hello, Rui!"}} = call_tool(client, "greet", %{})
assert_asked "elicitation/create", %{"mode" => "form", "message" => "Who should be greeted?"}
Progress and log messages
The client asks for progress on every call, and every notification the
server sends during one is recorded, for assert_notification/2 and
refute_notification/2. Log messages need a level: log_level: on
connect/2, or set_log_level/2.
client = connect(MyApp.MCP, log_level: :info)
assert {:ok, _} = call_tool(client, "import", %{"file" => "a.csv"})
assert_notification "notifications/progress", %{"progress" => 10, "total" => 10}
assert_notification "notifications/message", %{"level" => "info", "data" => %{"rows" => 10}}
on_notification: still sees each one too.
Tasks
A tool declared with task: runs as a task, in the background, as it
does in production (Sake.Client declares the tasks extension by
default; tasks: false leaves it out). call_tool/3 follows the task to
its result, answering its questions with on_input: and the others.
call_tool_async/3 hands the task back instead, for a test that drives
it step by step:
client = connect(MyApp.MCP, on_input: fn _ -> :cancel end)
assert {:ok, {:task, %{"taskId" => id}}} = call_tool_async(client, "export", %{})
assert {:ok, %{"status" => "input_required", "inputRequests" => %{"format" => _}}} = await_task(client, id)

:ok = update_task(client, id, %{"format" => %{"action" => "accept", "content" => %{"format" => "csv"}}})
assert {:ok, %{"status" => "completed", "result" => result}} = await_task(client, id)
await_task/3 waits until the task is no longer working and returns
it as tasks/get does then; cancel_task/2 cancels it. Neither it nor
call_tool/3 sleeps through the task's poll interval: the client sees
the task's broadcasts, and polls again the moment its status changes,
so a test takes as long as the tool and no longer.
Broadcasts
listen/2 records what a server broadcasts —
Sake.Server.notify_list_changed/2 and Sake.Server.resource_updated/2
— for assert_list_changed/1 and assert_resource_updated/1 (and their
refute_ forms):
listen(MyApp.MCP)
{:ok, _} = MyApp.Issues.close(issue)
assert_resource_updated "issue://#{issue.id}"
refute_list_changed :tools
It records the broadcasts made by the test process and by the processes
it started — a tool the test called, a task, a Task — and not those of
other tests running at the same time, so the test can be async: true.
A broadcast from a process the test did not start, a GenServer of your
application, say, needs listen(MyApp.MCP, shared: true), which records
every broadcast of the server, from anywhere; such a test should be
async: false.
MCP Apps
ui: true connects as a host that renders MCP Apps (see
guides/apps.md): the server lists its app-only tools and UI resources,
and each Sake.Tool.Spec from list_tools/1 carries its app's ui://
URI and visibility. Without it the client is a plain one, which never
sees them.
Exceptions
An exception in a component fails the test with that exception and its
stack trace, rather than coming back as the "The tool failed." result
a client would get. reraise: false gives the client's view instead,
for a test of that.
Through the whole stack
The in-memory client skips HTTP, and with it your router, its
pipelines, and Sake's bearer check. plug: keeps them: the client
sends its requests over HTTP as it does over the network, and Req runs
the plug in the test's process instead of sending them to a socket.
client =
  connect(MyApp.MCP,
    plug: MyAppWeb.Endpoint,
    path: "/acme/mcp",
    scopes: ["issues:read"],
    subject: user.id
  )

assert {:ok, tools} = list_tools(client)
plug: is the host's endpoint or router (started, as for
Phoenix.ConnTest), or {Sake.Plug, server: MyApp.MCP} for Sake's own
endpoint alone; path: is where the endpoint is mounted (default
"/mcp"), and headers: go with every request. The stack computes the
principal from the request, so scope: does not apply. With scopes:,
the client sends a real access token for subject: (the ID your subject
module's fetch/1 takes) and that endpoint's URL, issued in the
Sake.Auth store by access_token/1, which a Phoenix.ConnTest test
can use too. When the server takes DPoP-bound tokens only (dpop: [required: true]), the token is bound to a key instead, and the client
signs a proof with it for every request; the in-memory client has no
HTTP and no token to bind, and works as before:
token = Sake.Test.access_token(subject: user.id, scopes: ["issues:read"], resource: "http://www.example.com/acme/mcp")
Everything the client checks over the network is checked here: the
Mcp-* headers (an argument mirrored into a header is sent once the
client has listed the tool, as a client does before a call), the
Origin and the token's audience. Two things need the in-memory client
instead: a legacy server's questions, which travel on the call's
response stream while the client answers with a request of its own, and
tasks followed without waiting, since through a plug the client polls a
task at the interval the server suggests. A test configuration can
shorten it: tasks: [poll_interval: 10] on the Sake child.
Async tests
Every client has its own session, and a request runs in a process of
the test's own, so tests that connect can run with async: true. What
is shared is shared by IDs no test can guess: tasks (each bound to its
principal, too) and a legacy server's questions. Broadcasts are
recorded per test, as above.
Cursors and request states are signed with the Sake configuration's
secret when there is one, else a fixed secret every test client shares
(secret: sets one), so a request state one client obtained is refused
to another for its principal, as in production.


  

    Protocol versions

The eras
MCP's 2026-07-28 revision ("modern" throughout Sake's code and docs) is
stateless: every request carries its own protocol version and client
capabilities, there is no initialize handshake and no session. The
three revisions before it — 2025-11-25, 2025-06-18, 2025-03-26
("legacy") — share a handshake-and-session model: an initialize request
negotiates a revision and gets a session ID back, and every later request
on that connection carries it.
Sake serves both eras on the same endpoint path: a POST whose body's
method is initialize opens a legacy session, regardless of what the
MCP-Protocol-Version header says (the header describes the one
request's transport, not the session it is asking to start), unless it
carries the modern per-request _meta: then it comes from a modern
client, and gets the modern "method not found" (-32601, HTTP 404) like
any other method the modern revision removed. Every other modern-tagged
request is dispatched statelessly, and a modern client never opens a
session. server/discover lists every revision the endpoint serves, the
legacy ones included, the same list an unsupported version error carries. Sake.Client.connect/2 mirrors this from the other side
— it tries the modern server/discover first and falls back to the legacy
initialize when the server answers "method not found" (-32601),
"invalid params" (-32602) or with no JSON-RPC error at all (see
guides/client.md).
Over stdio (guides/stdio.md) the same holds with the protocol version
in _meta in place of the header: initialize opens the process's one
legacy session, a request tagged with the modern revision is served
statelessly, and an untagged request belongs to the session. The
client's probe over stdio falls back to initialize on any error a
modern server would not send, or on no answer at all, as the stdio
transport asks.
What Sake serves and speaks
		Server	Client
	2026-07-28 (modern)	full	full
	2025-11-25	full	full
	2025-06-18	full	full
	2025-03-26	full (batching included)	connects, no batching
	2024-11-05	not supported	not supported

An unrecognized MCP-Protocol-Version header gets a -32022 JSON-RPC
error listing Sake.Protocol.supported/0, so a client can retry with a
revision it can actually negotiate against. A modern request whose _meta
lacks the protocol version (or the client capabilities) is invalid
(-32602); one whose _meta names a different version than the header is
a header mismatch (-32020).
Headers
The modern transport mirrors the JSON-RPC body's method, tool/resource
name and (encoded) arguments onto Mcp-Method, Mcp-Name and
Mcp-Param-* headers (Sake.Plug.Headers), validated against the body on
every request — a proxy or gateway can route or log on headers alone
without parsing JSON. Whitespace around a header value is not part of
it (RFC 9110), so Mcp-Name: add matches a body name of add; a value
that really starts or ends with a space travels Base64-encoded. Accept
must list both application/json and text/event-stream;
MCP-Protocol-Version selects the era as described above;
Mcp-Session-Id carries a legacy session. The session ID is a signed
token that also carries the log level logging/setLevel last set (the
server keeps no session state; see Sake.Server.Session): after
logging/setLevel, and when an ID gets old, the response carries a
re-minted ID for the same session, which the client uses from then on.
Because nothing is stored, a session cannot be ended early: a DELETE
gets 405 Method Not Allowed, which the legacy revisions allow for a
server that does not support explicit termination, and the ID keeps
working until it expires.
A legacy session can span the nodes of a cluster. Its subscriptions
(resources/subscribe and resources/unsubscribe) and the client's
answers to the server's requests (elicitation, sampling, roots) are POSTs
that a load balancer may send to any node, while the session's GET
stream and the handler waiting for the answer are open on one. With
{Sake, pubsub: MyApp.PubSub} they reach that node wherever they land;
without a pubsub, route a session's requests to one node (session
affinity on Mcp-Session-Id), or a subscription is lost and an
answered handler waits until it times out. The modern era keeps no
session and needs neither.
What is not supported
	2024-11-05 — the revision before the current three-legacy-revision
window; Sake does not negotiate it at all.
	Resumability — reconnecting a dropped SSE stream with
Last-Event-ID and a server-issued retry interval (removed from the
2026-07-28 revision). Neither Sake.Plug nor Sake.Client implements
this; a dropped stream is simply gone.
	Server requests on the client's standalone GET stream — on a
legacy session, Sake.Client opens the GET stream only in
Sake.Client.listen/3, and reads notifications from it, not requests.
A server request sent inside a call's own response stream (how a Sake
server elicits) is answered; one sent only on the standalone stream,
unrelated to any call, never gets an answer.
	The 2025-11-25 experimental tasks — that revision's in-core task
primitive (tasks/result, tasks/list, the task request parameter,
execution.taskSupport on tools). Sake implements tasks as the
2026-07-28 extension io.modelcontextprotocol/tasks instead (see
guides/tasks.md), on the modern era only; a legacy session runs
optional task tools synchronously and is refused required ones.

Sampling and roots are supported on every revision, deprecated as they are
in 2026-07-28 (SEP-2577); see guides/tools.md. So is logging
(notifications/message), which 2026-07-28 deprecates in favour of
standard error and OpenTelemetry.
The OpenTelemetry trace context keys of _meta (traceparent,
tracestate, baggage), which 2026-07-28 reserves, are read by the
server and written by Sake.Client on every revision: _meta is
allowed on every request of the legacy revisions too. See
guides/observability.md.
MCP Apps (the io.modelcontextprotocol/ui extension) work on every
revision: a host declares the extension in each request's capabilities on
2026-07-28 and in initialize on the legacy revisions, and the server
advertises it in server/discover and in its initialize result; see
guides/apps.md. The authorization extensions
(io.modelcontextprotocol/oauth-client-credentials and
io.modelcontextprotocol/enterprise-managed-authorization) are declared
the same way on both sides: by Sake.Client with the matching grant:,
and by an endpoint with auth: true whose authorization server offers
the grant; see guides/authorization.md.
Conformance status
The official @modelcontextprotocol/conformance suite (the version pinned
in conformance/package.json, 0.2.0-alpha.12) runs in CI through
mix test.conformance (conformance/run.sh) against the development
server:
	Server scenarios, for each of 2025-06-18, 2025-11-25 and 2026-07-28,
against /open/mcp (the conformance server in
dev/lib/sake_dev/conformance_server.ex, unauthenticated). The
suite speaks each revision's own wire: an initialize handshake and a
session for the legacy two, stateless requests with per-request _meta
for 2026-07-28 (server-stateless, caching, the header validation
scenarios, sep-2164-resource-not-found and the input-required-result-*
multi round-trip scenarios among them). Every scenario applicable to a
revision runs, including the ones the suite still marks pending.
	Client scenarios, for the same three revisions, with Sake.Client
driven by conformance/client.exs against the suite's reference servers.
	Authorization-server scenarios (authorization-server-metadata-endpoint,
authorization-code-grant) against the development server's own
authorization server. conformance/authorization.sh registers a client
through dynamic client registration and plays the person in the browser:
it signs in as the development account and approves the consent page.

conformance/expected-failures.yaml is the baseline of scenarios that fail
on purpose; CI turns red on a new failure and on a listed scenario that
now passes, and the suite counts a warning (an unmet SHOULD) as a failure.
Currently:
	server-sse-polling (server, 2025-11-25) — no resumability (above),
so a stream carries no priming event and no retry field.
	input-required-result-ignore-extra-params (server, 2026-07-28) — the
scenario sends answers with no requestState, to a question it never
asked. Sake honours answers only alongside the signed state it issued
for them (see guides/security.md), so it ignores them and asks again;
the scenario expected the call to complete.
	sse-retry (client) — no resumability (above).
	elicitation-sep1034-client-defaults (client) — the fixture server
sends its elicitation request outside the tool call's response stream,
so it can only arrive on the standalone GET stream, where the client
answers no requests (above).

Every auth/* client scenario of the core suite passes:
conformance/client.exs connects with auth:, with
Sake.Client.Auth.Headless standing in for the person (the suite's
authorization servers approve at once) and the pre-registered credentials
from MCP_CONFORMANCE_CONTEXT when a scenario provides them (see
guides/client.md's "Authorization" section). The 2025-03-26
back-compatibility and draft auth scenarios, which CI does not run, pass
as well.
The extension scenarios (the tasks extension's tasks-*, the skills
extension's sep-2640-*, and the client auth extensions such as DPoP and
client credentials) belong to no revision. mix test.conformance extensions runs them in a separate CI step against their own baseline,
conformance/expected-failures-extensions.yaml: every tasks-* scenario
passes (tasks-status-notifications is one the suite currently skips),
the skills scenarios pass as not applicable (Sake declares no skills
extension), and so do the client auth extensions' grants:
auth/client-credentials-basic and auth/client-credentials-jwt (the
client credentials grant with a secret and with private_key_jwt),
auth/wif-jwt-bearer (a workload's JWT as the grant) and
auth/enterprise-managed-authorization (the token exchange and the
ID-JAG), with conformance/client.exs passing each scenario's
credentials as auth: options. auth/dpop and auth/dpop-nonce pass
too: the client asks for tokens bound to a key with DPoP (RFC 9449)
when the authorization server offers it, sends them with the DPoP
scheme and a fresh proof on every request, and answers the nonce
challenges of the authorization server and the MCP server (see
guides/client.md's "DPoP" section).


  

    Security

Origin
Sake.Plug's origins: option checks the Origin header of every
request that sends one. Only a browser sends an Origin header at all —
Claude Code, claude.ai's connectors, a CLI, a server-to-server
integration, none of them do — so a request with no Origin header is
always allowed, regardless of origins:; this check only ever matters for
a browser-based client, and only once one shows up.
A request that does carry an Origin header must be allowed on
purpose: the default (origins: omitted, i.e. nil) refuses it, full
stop. There is deliberately no implicit "the endpoint's own origin"
default computed from the request's own Host header — an earlier
version of this check did exactly that, and since Host is exactly what
an attacker performing DNS rebinding controls, an attacker whose Origin
header simply matched whatever Host they sent defeated it trivially, on
every endpoint. origins: ["https://app.example.com", ...] allows a
request whose (lower-cased) Origin is in the list; origins: :any
allows any Origin at all — reach for a list rather than :any unless
the endpoint is genuinely meant to be called from arbitrary browser
pages. A browser client of your own MCP server needs its origin added to
the list; nothing else does.
HTTPS
The authorization server's issuer must be an https:// URL —
Sake.Auth.Config.new/1 raises otherwise — because bearer tokens and
authorization codes are only as safe as the transport they travel over.
allow_insecure: true (below) is the explicit, development-only escape
hatch.
Behind a proxy
An app behind a proxy (a load balancer, a CDN, Fly.io's or a platform's
router, a Cloudflare Worker) often receives requests with the proxy's
upstream host, app.internal or myapp.fly.dev, and the host the
client asked for in X-Forwarded-Host.
Sake never takes the resource's URL from that: the protected resource
metadata, the WWW-Authenticate challenges, the audience a token must
carry and the URL a DPoP proof must name are on the issuer's origin for
Sake.Auth, the only origin it serves, and on url: for an external
authorization server (else the request's own origin). An MCP client is
always sent the resource that the authorization server will accept.
Other URLs your app builds from the request still need the client's
host and scheme. Rewrite them from the proxy's headers, after a check
that the request came through the proxy (or with the proxy stripping
those headers from what clients send):
plug Plug.RewriteOn, [:x_forwarded_host, :x_forwarded_proto]
When the protected resource metadata is asked for at another origin
than the one it names, Sake logs a warning, once per node, that points
here.
PKCE
Every authorization code exchange requires a code_challenge (S256 only)
at the authorize step and the matching code_verifier at the token step;
Sake's PKCE check compares them with Plug.Crypto.secure_compare/2
(constant-time) and rejects a verifier outside the 43–128 byte range RFC
7636 requires. There is no plain method — S256 only.
Hashed tokens, never stored raw
A SHA-256, hex-encoded hash is what actually lands in
a store row's hash column; the plain access and refresh tokens returned
to a client are never persisted anywhere. A compromised database dump
cannot be replayed as a bearer token or a refresh token — only a live
in-flight token (already in a client's or an attacker's hands some other
way) works at all.
Family revocation
An authorization code and every access/refresh pair descended from it
share a family_id. Replaying a spent code, or a refresh token that was
already used once, revokes the whole family rather than denying just
that one request — a stolen, already-superseded credential cannot be used
to mint a fresh pair once the legitimate holder has moved past it. See
guides/authorization.md's "Token lifetimes and rotation".
Signed JWTs: client assertions and JWT grants
private_key_jwt client authentication and the JWT bearer grant (see
guides/authorization.md) trust a signature, so Sake is strict about
which ones it checks. Only RS256, PS256, ES256 and ES384 are accepted:
none, the HMAC algorithms (an HMAC "signed" with a public key is the
classic algorithm-confusion attack) and anything else are refused before
a key is looked at, and so is a token with a crit header. A key is
tried only with an algorithm of its own type, and only when its kid,
use and alg (when the JWK names them) fit; RSA keys under 2048 bits
and JWKs carrying private material are never used. The keys come only
from the client's registration or the trusted issuer's configuration
and metadata, never from the token's own header (DPoP proofs, below,
are the one exception, and why it is safe there is the point of that
section).
Every claim that binds the JWT is checked: exp, nbf and iat with
30 seconds of leeway, iss exactly, aud (this authorization server's
issuer or token endpoint URL), and for an ID-JAG its typ, its
client_id (the authenticated client) and its resource. A client
assertion must name the client as both iss and sub, and may not
claim to stay valid for more than five minutes (max_assertion_lifetime:
in the auth config, in seconds). A JWT grant may not stay valid for more
than its issuer's max_lifetime: (five minutes for an ID-JAG, an hour
for a workload token, by default): a workload token without a jti
cannot be made single use, and that is how long it can be presented
again.
Assertions and ID-JAGs are single use: their jti is remembered, per
issuer, until they expire, in the replay store (the Sake child's
replay: option, by default the auth: store). With
Sake.Auth.Store.Ecto that is a table every node shares, so a JWT used
on one node is refused on all of them. With the ETS store, or with only
external_auth: and no replay:, each node remembers on its own, and
in a cluster a JWT replayed to another node within its lifetime is not
caught. Key sets
fetched from a jwks_uri go through the same guarded download as a
Client ID Metadata Document (HTTPS, no redirects, 64 KB, five seconds),
but without the public-address check: those URLs come from your own
configuration and registrations, not from a stranger's request.
There is no client_secret_jwt (RFC 7523 §2.2 with an HMAC) at Sake's
token endpoint, on purpose. An HMAC can only be checked by someone who
holds the key, here the client secret; Sake stores a SHA-256 hash of each
secret instead (secret_hash), so a leaked database holds nothing a
client could authenticate with. Offering the method would mean keeping
every secret in a recoverable form for every host, a real loss for a
method that adds little over client_secret_basic on TLS; and
private_key_jwt already keeps the secret off the wire, with no shared
secret at all. Its assertions are refused like any HMAC, and the
metadata does not list it. Sake's client does sign client_secret_jwt
assertions for servers and identity providers that want them, with a
separate HS256 function that never touches the verification path above.
Neither the token endpoint's errors nor Sake's logs ever contain an
assertion, an ID token or a secret; an error_description names the
check that failed and nothing else. Tokens from these grants carry no
refresh token, so a machine client's or an identity provider's say ends
within one access token lifetime of being withdrawn.
DPoP proofs
A DPoP proof (see guides/authorization.md) is the one JWT Sake verifies
with a key from its own header: the proof's job is to show possession of
that key. On its own, a valid signature then proves nothing about who
sent it; what makes it count is the RFC 7638 thumbprint of the key,
which the token endpoint binds the token to and the MCP endpoint compares
with the token's binding, in constant time. The header's key must be a
public one (a JWK with private material is refused), of a supported type
and strength; the algorithms are the same four as above, under the same
rules, and typ must be dpop+jwt.
Each proof is tied to its request: the method (htm) and the URL
(htu, compared without query or fragment, against the URL the request
reached or the endpoint's canonical resource, so a TLS-terminating proxy
in front does not break it), to the access token (ath, its SHA-256
hash) at the MCP endpoint, and to a time: no more than 30 seconds in the
future, nor more than five minutes (and 30 seconds) in the past. A proof
over 8 KB is refused before it is decoded, and a request with several
proofs is refused outright.
Proofs are single use: their jti is remembered per key for as long as
the proof would be accepted, in the same replay store as the
assertions', and so across a cluster only when that store is shared.
That includes a deployment whose MCP endpoint takes tokens from an
external authorization server: give the Sake child
replay: {Sake.Auth.Store.Ecto, repo: MyApp.Repo}. A server nonce
(dpop: [nonce: true]) does not stand in for it: a nonce is a MAC
under the Sake secret that every node accepts for five to ten minutes,
so it limits how far ahead a proof can be made, not how often it is
used. A proof refused only for its nonce is not recorded, so the
client's retry goes through. At the token endpoint a proof is recorded
only once the client has authenticated (and before a code or refresh
token is consumed): a request that cannot name a client leaves nothing
in the replay store, however many proofs it signs with keys of its
own. Each entry is a digest of a fixed size, whatever the proof's
jti.
A DPoP-bound token sent as a bearer token is refused, and so is an
unbound one sent with the DPoP scheme: the token's binding, not the
client, decides how it travels. A public client's refresh token is bound
to the key as well, so a stolen refresh token is as useless as a stolen
access token; trying one without the key still spends it, so the
legitimate client's next refresh shows the reuse and revokes the family.
The client keeps a token's private key next to the token, in the
session and in its token store (as PEM). A proxy's credentials/1
returns a bearer token or headers: a DPoP-bound token cannot be passed
through it, only obtained by the proxy's own auth:.
DPoP is opt-in for a client by default: a bearer token still works for a
client that asked for one. dpop: [required: true] closes that door for
the whole server (the MCP endpoint refuses Bearer outright, so a
leaked token of any kind is useless without its key), and a client
registered with dpop_bound_access_tokens closes it for itself, so that
no one holding its credentials can obtain an unbound token in its name.
Tokens from an external authorization server
An endpoint on another authorization server (Sake.Auth.External, see
guides/external_auth.md) checks its JWT access tokens with the same
code and rules as the JWTs above: asymmetric algorithms only, a key of
the algorithm's own type, the issuer's key set fetched with the same
guards and refetched at most once a minute, iss compared exactly, and
typ at+jwt unless configured otherwise. Every way of verifying (JWT,
introspection, the host's callback) then requires an audience: the
endpoint's URL, or the configured audiences:. A token for another
resource of the same authorization server is not accepted here, which
is what keeps a token issued to one service, or obtained by a malicious
MCP server the person also uses, from being replayed against this one.
Only audiences: :any turns the check off, and Sake never chooses it.
The introspection cache is keyed by the token's SHA-256 digest, never
the token, holds active answers only, and keeps none past the token's
exp; it is bounded, and when full it stops caching rather than grow.
A JWT or a cached introspection answer outlives a revocation at the
authorization server, by up to the token's lifetime or the cache's.
Tasks and request states are bound to the token's issuer as well as its
subject, so the same sub from two issuers (or one issuer and
Sake.Auth) never shares a task or a request state.
The CIMD fetch guard, and what it does not cover
The CIMD fetch resolves the client-supplied HTTPS host's
addresses and refuses to proceed unless every one of them is a public
unicast address (no loopback, link-local, RFC 1918, carrier-grade NAT,
multicast, reserved or benchmarking range, and no IPv6 address that
embeds or translates to an IPv4 one: IPv4-mapped, IPv4-compatible,
NAT64 64:ff9b::/96, 6to4 2002::/16) — this stops a client from
pointing your server's outbound fetch at its own internal network. A
client_id URL with credentials in it is refused, the whole download
runs under one 5-second deadline (a server that trickles bytes cannot
hold a request open), a document may list at most 10 redirect URIs, and
the document cache holds at most 1000 entries. It does not pin the actual HTTP connection to the address it
just checked: the check-then-connect happens as two separate steps
(:inet.getaddrs/2, then Req's own connection), and a hostile or
compromised DNS resolver that returns a public address to the check and a
private one to the actual connect (a classic TOCTOU/DNS-rebinding gap)
can still redirect the fetch. Mitigating this fully needs connecting to
the checked address directly rather than resolving the hostname a second
time — not implemented yet. This is a real but narrow risk: it needs
control over DNS resolution for the specific client-supplied host, not
just the ability to register a client.
requestState
The opaque requestState a multi-round-trip tool call carries between an
input-required response and its retry (the requestState field) is a
signed token binding its owner as a task is bound (the principal — the
token's subject or machine client, else a SHA-256 digest of the host's
scope — and the server, OAuth client and resource the request came
through), the method, the component name, and a digest of the original
arguments — a retry cannot be replayed against a different principal,
client or resource, a different tool, or with different arguments than
the ones that triggered the original elicitation, and expires after ten
minutes. inputResponses sent without a requestState are ignored, even
if they would otherwise look like a plausible answer: the handler starts
over and asks its question again, so there is no unsigned path back into a
handler that is already mid-flow.
Failures
A component that raises, throws or exits never tells the client why: an
exception's message may carry anything (a query, a credential, a path).
The client gets -32603 "The request failed." with an errorId in the
error's data, on both eras and every transport. The same ID is in the
server's log line, next to the exception and its stack trace, and, with
OpenTelemetry, on the exception event of the request's span
(sake.error_id), so a client's report leads to the cause. A tool that
raises gives an isError result that says only "The tool failed.", and
a failing middleware plug a -32603 "The request failed." (see
guides/middleware.md); both log the exception.
Tasks
A task ID carries 144 random bits, and every task is bound to the
principal that created it — the token's subject, otherwise a SHA-256
digest of the host's scope — and to what it was created through: the
server, the token's OAuth client and its resource. tasks/get,
tasks/update, tasks/cancel and a subscriptions/listen asking for
taskIds treat any other caller's task exactly like one that does not
exist, the same person's token for another client, another resource or
another server sharing the task store included: a narrower integration
cannot reach what a privileged one started. They also need the scopes
the tool required when the task started: a token that lost them is
refused with insufficient_scope, as the call itself would be. On an endpoint
with neither authorization nor a scope, the task ID is the only
credential, so keep it as secret as the result it unlocks. A
tasks/update answer only counts for a question the task is waiting
on; anything else is ignored. See guides/tasks.md.
Proxies
A Sake.Proxy stands between your clients and another server, so it
keeps them apart there too:
	Upstream sessions per principal. A proxy keeps one upstream
session per principal and per credential (a digest of what
credentials/1 returned, never the credential itself as a key): one
person's upstream session, token, tasks or requests are never used for
another's. Only a stdio upstream is shared, since it is one process,
and the proxy sends it one request at a time, so that its questions
and log messages reach the caller they belong to.
	The upstream's request state, wrapped. An upstream's
requestState reaches the client only inside the proxy's own, signed
and bound as above; a client cannot send its own in its
inputResponses (keys under Sake's prefix are dropped), and another
principal's is refused.
	The upstream's tasks, re-issued. A client gets a task of the
proxy's, owned by its principal, never the upstream's task ID.
	Untrusted upstreams. What an upstream lists is validated: an entry
of the wrong shape is left out, a tool's name must be one Sake
accepts, no name becomes an atom, and an upstream component never
shadows a local one of the same name. Its results and errors reach the
client as an upstream's, and a failure to reach it is logged rather
than described to the client.
	Your scopes on their tools. scope:, scopes: and middleware gate
proxied components with your authorization server, and a component a
plug hides is hidden from calls as well as lists.

Loopback redirects
Sake accepts https:// redirect URIs
unconditionally, and http:// ones only on 127.0.0.1, [::1],
localhost or ::1 — RFC 8252's rule for native/CLI clients that cannot
reasonably terminate TLS on a local port. A loopback redirect's port is
allowed to differ from what was registered (the OS assigns an ephemeral
port to the client's local listener each run); everything else about the
URI must match exactly.
The consent form
The consent form is protected in two layers:
	The signed request blob. The form's hidden request field is
signed with your secret_key_base, bound to the signed-in person's
subject ID, and expires after ten minutes. A form posted for anyone
else, or later, is refused.
	CSRF protection, when your pipeline has it. When the authorize
routes run behind Plug.CSRFProtection (protect_from_forgery in a
Phoenix :browser pipeline), the consent form carries the real CSRF
token and your pipeline checks it. A Plug-only host without CSRF
middleware gets an empty _csrf_token field and relies on the signed
blob alone — which is bound to the signed-in subject and expires in ten
minutes.

The consent and error pages are sent with x-frame-options: DENY and
content-security-policy: frame-ancestors 'none', so no other site can
frame them and trick a person into clicking "Allow" (clickjacking).
Rate limiting
Sake does not rate-limit anything itself — that is your reverse proxy's or
your Plug pipeline's job, and it belongs in front of the specific
endpoints that need it: POST /oauth/register (unauthenticated by
design, see guides/authorization.md), the token endpoint (bearer-adjacent
brute-force surface), and the authorize/consent endpoints (email- or
account-enumeration-adjacent, once behind your own login).
allow_insecure
auth: [..., allow_insecure: true]
Lets the issuer be an http:// URL (for mix dev and tests) and widens
what the CIMD fetch will fetch from to include plain http:// client-id
URLs. Never set this outside development — every guarantee above about
tokens travelling only over TLS depends on it being false.


  

    Running on several nodes

A load balancer may send each request to any node of a cluster. Most of
what Sake does needs nothing more for that: a modern request carries its
own state, and tools, resources and prompts are the same code on every
node. What Sake remembers between requests is another matter: with the
defaults, it is kept in memory on the node that wrote it.
	State	Default (one node)	On several nodes
	The authorization server's codes, tokens, consents, clients	Sake.Auth.Store.ETS	auth: [store: {Sake.Auth.Store.Ecto, repo: MyApp.Repo}]
	Tasks	Sake.Tasks.Store.ETS	tasks: [store: {Sake.Tasks.Store.Ecto, repo: MyApp.Repo}]
	Single-use JWTs already seen (client assertions, JWT grants, DPoP proofs)	the auth: store, else a table on each node	the Ecto auth: store, or replay: {Sake.Auth.Store.Ecto, repo: MyApp.Repo}
	Notifications (list_changed, resource updates, task status) and a legacy session's subscriptions and answers	the streams of the node that raised them	pubsub: MyApp.PubSub

{Sake,
 secret_key_base: {MyAppWeb.Endpoint, :config, [:secret_key_base]},
 pubsub: MyApp.PubSub,
 auth: [store: {Sake.Auth.Store.Ecto, repo: MyApp.Repo}, ...],
 tasks: [store: {Sake.Tasks.Store.Ecto, repo: MyApp.Repo}]}
The migrations are Sake.Auth.Migration and Sake.Tasks.Migration.
What goes wrong without them mostly fails closed, and intermittently:
	Auth: a code issued on one node is unknown to the next
(invalid_grant), a refresh token works on one node only, and a
revocation on one node does not reach a token another node still
accepts.
	Tasks: tasks/get, tasks/update and tasks/cancel answer "Task
not found" on every node but the one that created the task.
	Replay: a JWT used once on one node is accepted again on another
within its lifetime.
	Notifications: a client whose stream is open on another node never
hears of the change.

A legacy (handshake-era) session also needs pubsub:, or session
affinity on Mcp-Session-Id; see the protocol versions guide.
Caches stay on each node, by design: Client ID Metadata Documents,
external authorization servers' keys and introspection results, and a
proxy's upstream sessions. Each node fills its own.
The warning
When any of the state above is kept on one node, Sake watches for this
node to connect to another (a node usually joins its cluster after it
booted) and then logs one warning naming each, with the option that
shares it. Only visible nodes count: a release's bin/my_app remote
connects as a hidden node and does not set it off.
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The example server of the development server and the tests.

      




  

    
Sake 
    



      
Sake is MCP for Elixir and Phoenix.
See Sake.Server to expose tools, Sake.Plug to mount the endpoint,
Sake.Auth to protect it with your own login, and Sake.Client to call
other servers.
Configuration
	config :sake, :json_library, Jason — the library Sake encodes
your data with (tool results, resources, prompts, notifications):
JSON (the default), Jason, or any module with encode!/1 and
encode_to_iodata!/1. Choose Jason when your structs derive
Jason.Encoder rather than JSON.Encoder. See the tools guide.
	config :sake, :secret_key_base — the signing secret, when neither
Sake.Plug nor {Sake, ...} is given one.
	config :sake, :opentelemetry — see the observability guide.
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The child for the host's supervision tree:
{Sake, secret_key_base: {MyAppWeb.Endpoint, :config, [:secret_key_base]}, pubsub: MyApp.PubSub, auth: [...]}
auth: takes the Sake.Auth.Config options, for Sake's own
authorization server; external_auth: names other authorization
servers whose tokens endpoints take (see Sake.Auth.External); without
either only the stream registry and tasks run. tasks: takes the
Sake.Tasks options (false turns tasks off).
replay: is the Sake.Auth.Store that remembers the single-use JWTs
already seen (client assertions, JWT grants, DPoP proofs), as
{module, options}; by default the auth: store. On several nodes it
must be shared, {Sake.Auth.Store.Ecto, repo: MyApp.Repo}, for a JWT
used on one node to be refused on the others; a deployment with only
external_auth: and DPoP sets it to have that. Without either, each
node remembers on its own.
When a store, the replay table or the streams keep their state on this
node only (the ETS stores, no replay: store, no pubsub:), Sake logs
a warning once this node is connected to another, naming each and its
shared alternative. See the "Running on several nodes" guide.
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          @spec version() :: String.t()


      


The package version.
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A content block of a tool result, a resource read, or a prompt message.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        audio(data, mime, opts \\ [])

      


    


    
      
        from_wire(w)

      


    


    
      
        image(data, mime, opts \\ [])
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        An embedded resource: content is text, or {:blob, binary}.
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          @type t() :: %Sake.Content{
  annotations: map() | nil,
  blob: boolean(),
  data: binary() | nil,
  description: String.t() | nil,
  meta: map() | nil,
  mime_type: String.t() | nil,
  name: String.t() | nil,
  text: String.t() | nil,
  title: String.t() | nil,
  type: :text | :image | :audio | :resource_link | :resource,
  uri: String.t() | nil
}
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          @spec audio(binary(), String.t(), keyword()) :: t()
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          @spec from_wire(map()) :: t() | {:error, :unknown_content}
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          @spec image(binary(), String.t(), keyword()) :: t()
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          @spec resource(String.t(), String.t() | {:blob, binary()}, keyword()) :: t()


      


An embedded resource: content is text, or {:blob, binary}.
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          @spec resource_link(String.t(), keyword()) :: t()
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          @spec text(String.t(), keyword()) :: t()
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What a component learns about the request it serves.
scope is the host's principal (the current user, organization, or
anything the host puts there); token and scopes are set when the
endpoint has authorization; inputs holds the client's answers
(elicitation, sampling, roots) on a retry; progress reports progress
to the client when it asked for it; task is the task ID when the
component runs as a task (see Sake.Tasks); assigns holds what the
server's middleware decided for this request (see Sake.Middleware).
base_url is the URL of the MCP endpoint the request reached, as the
client reaches it: scheme, host, the port when it is not the scheme's
default, and the endpoint's path, without a query or a trailing slash
("https://example.com/acme/mcp"). A tool builds absolute URLs to its
own host from it, such as a link the person opens or a one-time upload
URL:
def execute(%{name: name}, ctx) do
  uri = URI.parse(ctx.base_url)
  token = MyApp.Uploads.grant(ctx.scope, name)
  {:ok, %{upload_url: URI.to_string(%{uri | path: "/uploads/" <> token})}}
end
Sake.Plug sets it from the request; on an endpoint with auth: true
its origin is the issuer's, as for the token's audience, and on an
external authorization server with url:, that url:'s (see
Sake.Auth.External). Behind a proxy that does not rewrite the
request, put Plug.RewriteOn before the endpoint (see "Behind a proxy"
in the security guide). It is nil where there is no HTTP request:
over stdio (Sake.Stdio) and in Sake.Test's in-memory client unless
the test passes base_url:, so a tool that needs it should say so when
it is missing.
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          @type t() :: %Sake.Context{
  assigns: term(),
  base_url: term(),
  client_capabilities: term(),
  client_info: term(),
  conn_assigns: term(),
  era: term(),
  inputs: term(),
  log_level: term(),
  method: term(),
  progress: term(),
  protocol_version: term(),
  request_id: term(),
  reraise: term(),
  scope: term(),
  scopes: term(),
  secret: term(),
  server: term(),
  task: term(),
  token: term(),
  trace: term(),
  transport: term()
}
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          @spec new(keyword()) :: t()


      



  


        

      


  

    
Sake.Elicit 
    



      
Asks the person for input from inside a component.
case Sake.Elicit.form(ctx, :who, "Who should be greeted?", schema) do
  {:ok, %{"name" => name}} -> ...
  :decline -> ...
  :cancel -> ...
  {:error, :unsupported} -> ...
end
On a modern connection the call ends the handler; Sake answers the client
with an input-required result, and when the client retries, the handler
runs again and the same call returns the answer. So a handler must have
no side effects before its elicitation calls. On a legacy connection the
call blocks until the client answers on the stream; the request carries
the handler's key in _meta under "ai.hattori.sake/key", so a client
can tell which question is being asked. Inside a task (see Sake.Tasks)
the call waits until the client answers through tasks/update; a task
cancelled meanwhile reads as :cancel.
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          @spec form(Sake.Context.t(), atom() | String.t(), String.t(), map()) ::
  {:ok, map()} | :decline | :cancel | {:error, :unsupported}
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          @spec url(Sake.Context.t(), atom() | String.t(), String.t(), String.t()) ::
  :ok | :decline | :cancel | {:error, :unsupported}


      



  


        

      


  

    
Sake.Input 
    



      
Asks the client several things at once.
[name, roots] =
  Sake.Input.all(ctx, [
    &Sake.Elicit.form(&1, :name, "Who are you?", schema),
    &Sake.Roots.list(&1, :roots)
  ])
Each function is one Sake.Elicit, Sake.Sampling or Sake.Roots
call; all/2 returns their results in the same order. Called one after
the other, those functions would ask one question per round-trip on a
modern connection; under all/2 every unanswered question goes out in
the same input-required result, and inside a task they are all pending
on the task at once. On a legacy connection they are asked in turn on
the stream.
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          @spec all(Sake.Context.t(), [(Sake.Context.t() -> term())]) :: [term()]


      



  


        

      


  

    
Sake.Middleware behaviour
    



      
Host code around every MCP call: audit, rate limits, feature flags and
plans, argument rewriting, redaction. A middleware is a module with
init/1 and call/2, as a Plug is, declared on the server for the
events it handles:
defmodule MyApp.MCP do
  use Sake.Server, name: "my-app", version: "1.0.0"
  tools [MyApp.MCP.Search, MyApp.MCP.Export]

  middleware :before_request, [{MyApp.MCP.RateLimit, per_minute: 60}]
  middleware :before_call, [MyApp.MCP.Tenant, MyApp.MCP.Audit]
  middleware :after_call, [MyApp.MCP.Redact]
  middleware :after_list, [{MyApp.MCP.Plans, []}]
end

defmodule MyApp.MCP.Audit do
  @behaviour Sake.Middleware

  @impl true
  def init(opts), do: opts

  @impl true
  def call(%{tool: tool, arguments: args, ctx: ctx} = payload, _opts) do
    MyApp.Audit.record(ctx.scope, tool.name, args)
    {:cont, payload}
  end
end
call/2 returns {:cont, payload} to go on, with the payload as it
is or changed, or {:halt, reason} to refuse. The plugs of an event
run in the order they are declared, and a halt stops the request: the
later plugs and events do not run, and the client gets the refusal the
reason names (see "Halting" below).
init/1 is optional and runs once, when the server compiles, like a
Plug's: what it returns is stored in the server module, so it must be
plain data (no functions, PIDs or references). Read what changes at
runtime, such as configuration, in call/2.
Events
Every payload has :server (the server module whose plugs run),
:method (the JSON-RPC method), :ctx (the request's Sake.Context,
with the principal in ctx.scope) and :assigns.
A server mounted in another (Sake.Server.mount/2) keeps its
middleware around its own components, inside the parent's, and its
plugs see the components by the names it gave them; see
guides/composing.md.
	Event	Runs	Also in the payload	A plug may change
	:before_request	before every request, any method (not the legacy initialize)	:params	:assigns
	:after_list	after Sake's own scope and MCP Apps filtering of tools/list, resources/list, resources/templates/list and prompts/list, and before any call reaches a component (below)	:kind (:tools, :resources or :prompts), :items (the specs)	:items
	:before_call	before a tool runs, after its arguments were validated	:tool, :arguments	:arguments, :assigns
	:after_call	after a tool ran, or its task ended	:tool, :arguments, :result	:result
	:before_read	before a resource is read	:resource, :uri, :params	:params, :assigns
	:after_read	after a resource was read	:resource, :uri, :params, :result	:result
	:before_get	before a prompt is rendered	:prompt, :arguments	:arguments, :assigns
	:after_get	after a prompt was rendered	:prompt, :arguments, :result	:result

:tool, :resource and :prompt are the component's spec
(Sake.Tool.Spec, Sake.Resource.Spec, Sake.Prompt.Spec).
:arguments are what the component receives (atom keys), :params
a resource template's parameters, and :result the result as the
client gets it (a CallToolResult, ReadResourceResult or
GetPromptResult with string keys). Sake reads back only the keys in
the last column; a plug that continues with one of them of the wrong
shape fails the request, as one that raises does.
Assigns
:assigns carries a decision from the before_ plugs to the later
plugs of the same request, and to the component, which reads it as
ctx.assigns. It starts as %{}; put your keys into the map rather
than replace it. It belongs to one request: a retry with the client's
input (the modern protocol's requestState) is a request of its own
and starts again from %{}, and the :before_ events run again on
it. A task's :after_call gets the assigns of the tools/call that
started it.
Hiding components
An :after_list plug that drops a component from :items hides it
everywhere, not only in the list: before a call, a read, a prompt, a
completion or a subscription reaches a component, Sake runs the
:after_list plugs again with :items holding just that component
(and :method naming the request), and a component they drop is
answered as one that does not exist. So the list and the call always
agree, from one plug. With :after_list plugs, list results are
cacheScope: "private", as they now differ between principals.
Halting
The reason decides what the client gets; anything else is refused
without saying why, so an internal reason never reaches the client.
	:not_found — the answer for a component or method that does not
exist (-32602 "Unknown tool: …", for instance).
	{:forbidden, scopes} — the answer for missing scopes: on HTTP a
403 whose WWW-Authenticate challenge names scopes, so the
client can step up to them.
	:forbidden — a 403 (on HTTP) with no challenge, for a refusal no
scope would lift.
	{:insufficient_user_authentication, %{acr_values: [acr], max_age: seconds | nil}} — the answer for a sign-in too weak or too old
(RFC 9470): on HTTP a 401 whose insufficient_user_authentication
challenge carries acr_values and max_age, so the client can have
the person sign in again. require_authentication/2 returns it.
	{:error, message} — a -32600 error with message.
	{:tool_error, message} — on :before_call and :after_call, a
tool result with isError: true and message, which the model
reads; on other events, as {:error, message}.
	anything else — a -32600 error, "Request refused".

A plug that raises, throws or exits counts as a halt: it is logged and
the client gets a -32603 error, "The request failed.". The request
process carries on.
Observing
Middleware decides; telemetry observes. [:sake, :server, :request]
covers every request, refused ones too, and a halt emits
[:sake, :middleware, :halt] with the event, the plug, the reason
and the request's method, component, era, protocol_version
and client_name. With OpenTelemetry, the request's span gets
sake.middleware.event and sake.middleware.plug.
Step-up authentication
A tool, resource or prompt declares how the person must have signed in
with authentication: (see "Step-up authentication" in
Sake.Server). When that depends on the arguments, a :before_call
(or :before_read, :before_get) plug asks for it with
require_authentication/2:
def call(%{tool: %{name: "transfer"}, arguments: %{amount: amount}} = payload, _opts)
    when amount > 1_000,
    do: Sake.Middleware.require_authentication(payload, acr: ["mfa"], max_age: 300)

def call(payload, _opts), do: {:cont, payload}
See guides/middleware.md for worked examples.
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        What a plug receives and, changed or not, continues with.
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        Why a plug refused the request; see "Halting" for what the client gets.
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        Continues with payload when the request's token says its person
signed in as requirement asks (acr: ["mfa"], any one of the list,
and max_age: seconds, either optional), and halts with
{:insufficient_user_authentication, ...} otherwise, for a 401 the
client can step up from. A request without a token (an endpoint
without authorization) is not gated, as for authentication:.
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          @type event() ::
  :before_request
  | :after_list
  | :before_call
  | :after_call
  | :before_read
  | :after_read
  | :before_get
  | :after_get


      


The events a server can declare middleware for.
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          @type payload() :: %{
  :server => module(),
  :method => String.t(),
  :ctx => Sake.Context.t(),
  :assigns => map(),
  optional(atom()) => term()
}


      


What a plug receives and, changed or not, continues with.
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          @type reason() ::
  :not_found
  | :forbidden
  | {:forbidden, [String.t()]}
  | {:insufficient_user_authentication,
     %{acr_values: [String.t()], max_age: non_neg_integer() | nil}}
  | {:error, String.t()}
  | {:tool_error, String.t()}
  | term()


      


Why a plug refused the request; see "Halting" for what the client gets.
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          @callback call(payload(), opts :: term()) :: {:cont, payload()} | {:halt, reason()}
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          @callback init(opts :: term()) :: term()
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          @spec events() :: [event()]


      


The events a server can declare middleware for.
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          @spec require_authentication(payload(), keyword()) ::
  {:cont, payload()} | {:halt, reason()}


      


Continues with payload when the request's token says its person
signed in as requirement asks (acr: ["mfa"], any one of the list,
and max_age: seconds, either optional), and halts with
{:insufficient_user_authentication, ...} otherwise, for a 401 the
client can step up from. A request without a token (an endpoint
without authorization) is not gated, as for authentication:.

  


        

      


  

    
Sake.Plug 
    



      
The MCP endpoint. Mount it once per server:
forward "/mcp", Sake.Plug, server: MyApp.MCP
Options: server: (required), auth: (true protects the endpoint with
Sake.Auth; the name of an external_auth: configuration of the Sake
child, such as :keycloak, with the tokens of that authorization server,
see Sake.Auth.External), scope: (a function of the conn that returns the host's
principal; default conn.assigns[:sake_scope]), origins: (allowed
Origin values for a request that sends one — a request with no Origin
header, which is how every non-browser MCP client connects, is always
allowed; default nil refuses any Origin at all, so a browser client
needs this set explicitly; :any allows any Origin), json_limit:
(bytes, default 4 MB), keepalive: (ms between SSE
comments, default 15 000), secret: (binary or {m, f, a}; default the
Sake configuration), reraise: (re-raise tool exceptions, for tests).
The endpoint serves the modern protocol (2026-07-28) and the three
handshake-era revisions on the same path.

      




  

    
Sake.Plug.Headers 
    



      
The request headers that mirror the body on the modern Streamable HTTP
transport: Mcp-Method, Mcp-Name (the tool or prompt name, the
resource URI, or the task ID) and Mcp-Param-*, with the Base64
sentinel encoding for values that are not plain ASCII.
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        Encodes a string, integer or boolean for a header.
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        Checks the mirrored headers of a modern request against the body.
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          @spec decode_value(String.t()) :: {:ok, String.t()} | :error
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          @spec encode_value(String.t() | integer() | boolean()) :: String.t()


      


Encodes a string, integer or boolean for a header.
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          @spec validate(Plug.Conn.t(), Sake.JSONRPC.parsed(), Sake.Tool.Spec.t() | nil) ::
  :ok | {:error, String.t()}


      


Checks the mirrored headers of a modern request against the body.

  


        

      


  

    
Sake.Plug.Streams 
    



      
The registry of open streams on this node: subscriptions/listen
streams, legacy GET streams, and handlers waiting for a legacy client's
answer to a server request (elicitation, sampling, roots). Started by
the Sake supervisor. With a pubsub: option (a Phoenix.PubSub
name) every node takes part: notifications reach the streams on every
node, and a legacy session's subscriptions and answers reach its GET
stream and its waiting handler on whichever node holds them, wherever
the client's POST landed.
A stream of a server that mounts others (Sake.Server.mount/2) also
follows their broadcasts, with resource URIs under the mount's prefix.
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        Sends {:sake_notify, event} to the streams of server on every node.
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        Routes a legacy client's JSON-RPC response to the handler waiting for
it: on this node, else (with a pubsub) on whichever node it waits on.
:error when no node can have it.
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        Registers the calling process as a legacy GET stream for the session (by
its nonce). The session's subscriptions reach it under the server's own
key only.
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        Registers the calling process as a modern listen stream.
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        Registers the calling process as waiting for the client's answer to request id.
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          @spec broadcast(
  module(),
  {:list_changed, atom()} | {:resource_updated, String.t()} | {:task, map()}
) ::
  :ok


      


Sends {:sake_notify, event} to the streams of server on every node.
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          @spec deliver_response(term(), {:ok, map()} | {:error, map()}) :: :ok | :error


      


Routes a legacy client's JSON-RPC response to the handler waiting for
it: on this node, else (with a pubsub) on whichever node it waits on.
:error when no node can have it.
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Registers the calling process as a legacy GET stream for the session (by
its nonce). The session's subscriptions reach it under the server's own
key only.
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Registers the calling process as a modern listen stream.
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Registers the calling process as waiting for the client's answer to request id.

  


        

      


  

    
Sake.Progress 
    



      
Progress and log notifications from inside a component.
Sake.Progress.report(ctx, 3, 10)
Sake.Progress.report(ctx, 3, 10, "Indexing")
Sake.Progress.log(ctx, :info, %{"step" => "index"})
Progress goes out only when the request carried a progress token; log
messages only when the request set a log level at or below level.
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          @spec log(Sake.Context.t(), atom(), term()) :: :ok
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          @spec report(Sake.Context.t(), number(), number() | nil, String.t() | nil) :: :ok


      



  


        

      


  

    
Sake.Prompt behaviour
    



      
A prompt template: arg lines (strings only) and get/2, which returns
messages as {:user | :assistant, text | %Sake.Content{}}. scope:
(one or many) gates it by the token's scopes, and authentication:
([acr: ["mfa"], max_age: 300]) by how the person signed in (see
"Step-up authentication" in Sake.Server).
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          @callback complete(arg :: String.t(), partial :: String.t(), ctx :: Sake.Context.t()) ::
  {:ok, [String.t()]} | {:ok, [String.t()], keyword()}
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          @callback get(args :: map(), ctx :: Sake.Context.t()) ::
  {:ok, [{atom(), term()}]}
  | {:ok, [{atom(), term()}], keyword()}
  | {:error, String.t()}
  | {:error, {:missing_capability, map()}}
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          @callback spec() :: Sake.Prompt.Spec.t()
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Sake.Prompt.Spec 
    



      
The compiled definition of a prompt.
mount is nil for a prompt the server declares itself, and
{server, prefix, spec} for one it mounted (Sake.Server.mount/2):
the server it came from, the mount's prefix, and the spec as that
server has it. proxy is the Sake.Proxy whose upstream serves a
proxied prompt; it has no module.
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          @type t() :: %Sake.Prompt.Spec{
  args: term(),
  authentication: term(),
  description: term(),
  icons: term(),
  meta: term(),
  module: term(),
  mount: term(),
  name: term(),
  proxy: term(),
  scopes: term(),
  title: term(),
  ttl: term()
}
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          @spec to_wire(t(), String.t()) :: map()


      



  


        

      


  

    
Sake.Proxy behaviour
    



      
A server whose tools, resources and prompts are another MCP server's:
every call is forwarded to that upstream with Sake.Client, and the
proxy adds what the upstream lacks, your login and scopes, middleware
(access control, audit, rate limits), on one approved endpoint.
defmodule MyApp.MCP.GitHub do
  use Sake.Proxy,
    name: "github",
    version: "1.0.0",
    upstream: "https://api.githubcopilot.com/mcp/",
    tools: [except: ["delete_repository"]],
    scope: "github",
    scopes: %{"create_issue" => "github:write"}

  @impl Sake.Proxy
  def credentials(ctx) do
    case MyApp.Accounts.github_token(ctx.scope) do
      {:ok, token} -> {:bearer, token}
      :error -> {:error, "Connect your GitHub account first."}
    end
  end
end
A proxy is a Sake.Server: serve it on its own endpoint, or mount
it in another server, under a prefix, next to local modules and other
proxies (see Sake.Server.mount/2). It may also declare tools of its
own and middleware, which runs around the proxied components as around
any other. Add it to the supervision tree, after Sake; it keeps the
upstream sessions:
children = [
  {Sake, secret_key_base: ...},
  {MyApp.MCP.GitHub, upstream: System.fetch_env!("GITHUB_MCP_URL")}
]
Options
The Sake.Server options (name:, version: and the others), and:
	:upstream (required) — the URL of a Streamable HTTP server, or
{:stdio, command, args} for a server the proxy starts as a
subprocess.
	:connect — options for Sake.Client.connect/2: era:,
headers: (a fixed token: [{"authorization", "Bearer ..."}]),
auth: (the client's own authorization, such as a machine
client's client_credentials), req:, and for stdio env:, cd:
and stderr:.
	:tools and :prompts — true (the default), false, or
[only: names] / [except: names], by the upstream's names.
	:resources — true (the default) or false.
	:scope — one or more scopes every proxied component requires.
	:scopes — a map from an upstream tool or prompt name to the
scopes it requires on top of :scope.
	:list_ttl — how long, in ms, an upstream's lists are kept when it
does not say (a legacy upstream); default 60 000. A modern
upstream's own ttlMs is used when it gives one.
	:idle_timeout — how long, in ms, an unused upstream session is
kept; default 600 000.

Each option may also be given at runtime, in the child spec, where it
overrides the one given to use.
Credentials
Without credentials/1, the proxy calls the upstream with what
:connect gives it: no credentials, a fixed token in headers:, or
Sake.Client's own authorization (auth:). With it, each request's
principal acts as itself upstream: the callback gets the request's
Sake.Context and returns {:bearer, token}, {:headers, headers},
:none, or {:error, message} to refuse (the lists leave the proxied
components out, and a call gets message).
Upstream sessions are kept per principal (the token's subject, else
the host's scope) and per credential: one principal's session, token,
tasks or requests are never used for another. A stdio upstream is one
process for everyone (its credentials come from its environment, and
credentials/1 does not apply), and the proxy sends it one request at
a time, since a stdio server cannot
tell its callers' questions and log messages apart. A session the
upstream refuses (a 401, an expired legacy session) is dropped and
opened again once, with fresh credentials.
What is forwarded
See "Proxying another server" in guides/composing.md for the
details: the lists (cached by the upstream's ttlMs), calls, reads,
prompts and completions; progress and log messages; elicitation,
sampling and roots requests, across eras; an upstream's tasks, which
become the proxy's own; and, when every principal has the same
upstream identity, the upstream's list changes and the updates of the
resources clients subscribed to, broadcast as the proxy's.
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        The credentials the request's principal calls the upstream with. See
"Credentials" above.
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          @type credentials() ::
  {:bearer, String.t()}
  | {:headers, [{String.t(), String.t()}]}
  | :none
  | {:error, String.t()}


      


What credentials/1 returns.

  


        

      

      
        Callbacks


        


  
    
      
    
    
      credentials(ctx)


        (optional)


        
          
        

    

  


  

      

          @callback credentials(ctx :: Sake.Context.t()) :: credentials()


      


The credentials the request's principal calls the upstream with. See
"Credentials" above.

  


        

      


  

    
Sake.Resource behaviour
    



      
A resource: a fixed uri: or a template with {name} placeholders, and
read/2. A template resource may implement list/1 to enumerate concrete
resources. subscribe: true lets clients subscribe to updates, which the
host announces with Sake.Server.resource_updated/2. scope: (one or
many) gates it by the token's scopes, and authentication:
([acr: ["mfa"], max_age: 300]) by how the person signed in, for a
read (see "Step-up authentication" in Sake.Server).

      


      
        Summary


  
    Callbacks
  


    
      
        complete(arg, partial, ctx)

      


    


    
      
        list(ctx)

      


    


    
      
        read(params, ctx)

      


    


    
      
        spec()

      


    





      


      
        Callbacks


        


  
    
      
    
    
      complete(arg, partial, ctx)


        (optional)


        
          
        

    

  


  

      

          @callback complete(arg :: String.t(), partial :: String.t(), ctx :: Sake.Context.t()) ::
  {:ok, [String.t()]} | {:ok, [String.t()], keyword()}


      



  



  
    
      
    
    
      list(ctx)


        (optional)


        
          
        

    

  


  

      

          @callback list(ctx :: Sake.Context.t()) :: [String.t() | map()]


      



  



  
    
      
    
    
      read(params, ctx)



        
          
        

    

  


  

      

          @callback read(params :: map(), ctx :: Sake.Context.t()) ::
  {:ok, term()}
  | {:error, :not_found}
  | {:error, String.t()}
  | {:error, {:missing_capability, map()}}


      



  



  
    
      
    
    
      spec()



        
          
        

    

  


  

      

          @callback spec() :: Sake.Resource.Spec.t()


      



  


        

      


  

    
Sake.Resource.Spec 
    



      
The compiled definition of a resource.
mount is nil for a resource the server declares itself, and
{server, prefix, spec} for one it mounted (Sake.Server.mount/2):
the server it came from, the mount's prefix, and the spec as that
server has it. proxy is the Sake.Proxy whose upstream serves a
proxied resource; it has no module.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        listed_to_wire(s, uri, revision)

      


        The wire entry of a concrete resource produced by list/1.



    


    
      
        match(spec, uri)

      


    


    
      
        put_uri(s, uri)

      


        The spec at another URI, with its template pattern compiled again:
a mounted server's resources move under the mount's prefix.



    


    
      
        template_to_wire(s, revision)

      


    


    
      
        to_wire(s, revision)

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Sake.Resource.Spec{
  annotations: term(),
  authentication: term(),
  description: term(),
  icons: term(),
  meta: term(),
  mime_type: term(),
  module: term(),
  mount: term(),
  name: term(),
  params: term(),
  proxy: term(),
  regex: term(),
  scopes: term(),
  subscribe: term(),
  template: term(),
  title: term(),
  ttl: term(),
  ui: term(),
  uri: term()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      listed_to_wire(s, uri, revision)



        
          
        

    

  


  

      

          @spec listed_to_wire(t(), String.t() | map(), String.t()) :: map()


      


The wire entry of a concrete resource produced by list/1.

  



  
    
      
    
    
      match(spec, uri)



        
          
        

    

  


  

      

          @spec match(t(), String.t()) :: {:ok, map()} | :error


      



  



  
    
      
    
    
      put_uri(s, uri)



        
          
        

    

  


  

      

          @spec put_uri(t(), String.t()) :: t()


      


The spec at another URI, with its template pattern compiled again:
a mounted server's resources move under the mount's prefix.

  



  
    
      
    
    
      template_to_wire(s, revision)



        
          
        

    

  


  

      

          @spec template_to_wire(t(), String.t()) :: map()


      



  



  
    
      
    
    
      to_wire(s, revision)



        
          
        

    

  


  

      

          @spec to_wire(t(), String.t()) :: map()


      



  


        

      


  

    
Sake.Roots 
    



      
Asks the client for its roots — the directories or other locations it
lets the server work in (roots/list).
case Sake.Roots.list(ctx) do
  {:ok, roots} -> {:ok, Enum.map_join(roots, "\n", & &1.uri)}
  {:error, :unsupported} -> {:error, "This tool needs a client that shares its roots."}
  {:error, _reason} -> {:error, "The client did not list its roots."}
end
Roots are deprecated in the 2026-07-28 revision (SEP-2577) but still
part of it, and many clients still use them; Sake supports them on every
revision. The call travels exactly like a Sake.Elicit call (see
there), keyed by key.
Returns {:ok, [%{uri: uri, name: name}]} (name may be nil),
{:error, :unsupported} when the client did not declare roots, or the
same errors as Sake.Sampling.create_message/4.

      


      
        Summary


  
    Types
  


    
      
        root()

      


    





  
    Functions
  


    
      
        list(ctx, key \\ :roots)

      


    





      


      
        Types


        


  
    
      
    
    
      root()



        
          
        

    

  


  

      

          @type root() :: %{uri: String.t(), name: String.t() | nil}


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      list(ctx, key \\ :roots)



        
          
        

    

  


  

      

          @spec list(Sake.Context.t(), atom() | String.t()) ::
  {:ok, [root()]}
  | {:error, :unsupported | :cancelled | :timeout | :invalid_response | map()}


      



  


        

      


  

    
Sake.Router 
    



      
Router macros for Phoenix hosts:
import Sake.Router

scope "/" do
  sake_well_known()
end

scope "/oauth" do
  pipe_through :api
  sake_oauth_api()
end

scope "/oauth" do
  pipe_through [:browser, :require_authenticated_user]
  sake_oauth_authorize()
end

scope "/:org_slug" do
  sake_endpoint "/mcp", server: MyApp.MCP, auth: true
end
The authorize routes (with the device verification page, for
device:) go inside the pipeline that requires a signed-in person;
the API routes (the pushed authorization request endpoint among them,
for par:, and the JWKS and userinfo endpoints, for openid:) need
no session; the well-known routes need no
pipeline at all; the endpoint needs no pipeline either (Sake checks the
bearer token itself).
An endpoint whose tokens come from another authorization server names
its external_auth: configuration (see Sake.Auth.External), and
needs only the well-known routes, for its protected resource metadata:
scope "/" do
  sake_well_known()
  sake_endpoint "/partners/mcp", server: MyApp.MCP, auth: :keycloak
end

      


      
        Summary


  
    Functions
  


    
      
        sake_endpoint(path, opts)

      


        Mounts a Sake endpoint at path with the Sake.Plug options; works under a scope with a dynamic segment.



    


    
      
        sake_oauth_api()

      


    


    
      
        sake_oauth_authorize(opts \\ [])

      


    


    
      
        sake_well_known()

      


    





      


      
        Functions


        


  
    
      
    
    
      sake_endpoint(path, opts)


        (macro)


        
          
        

    

  


  

Mounts a Sake endpoint at path with the Sake.Plug options; works under a scope with a dynamic segment.

  



  
    
      
    
    
      sake_oauth_api()


        (macro)


        
          
        

    

  


  


  



    

  
    
      
    
    
      sake_oauth_authorize(opts \\ [])


        (macro)


        
          
        

    

  


  


  



  
    
      
    
    
      sake_well_known()


        (macro)


        
          
        

    

  


  


  


        

      


  

    
Sake.Sampling 
    



      
Asks the client's model to complete a conversation from inside a
component (sampling/createMessage).
case Sake.Sampling.create_message(ctx, :summary, [user: "Summarize: " <> text], max_tokens: 200) do
  {:ok, %Sake.Sampling.Result{text: summary}} -> {:ok, summary}
  {:error, :unsupported} -> {:error, "This tool needs a client that supports sampling."}
  {:error, _reason} -> {:error, "The client could not sample."}
end
Sampling is deprecated in the 2026-07-28 revision (SEP-2577) but still
part of it, and many clients still use it; Sake supports it on every
revision. The call travels exactly like a Sake.Elicit call: on a
modern connection it ends the handler and returns the answer when the
client retries (so no side effects before it), on a legacy connection it
blocks until the client answers on the stream, and inside a task it
waits for the client's tasks/update.
messages is a list of {role, content} pairs, as a prompt returns
them: role is :user or :assistant, content a string, a
Sake.Content, a list of them, or a content map as it goes on the wire.
A message map as it goes on the wire is accepted too.
Options: max_tokens (required), system_prompt, temperature,
stop_sequences, model_preferences (a wire map, or a keyword list of
hints (model names), cost_priority, speed_priority and
intelligence_priority), include_context (:none, :this_server or
:all_servers), metadata, and from revision 2025-11-25 on, tools
(tool modules, Sake.Tool.Specs or wire maps) and tool_choice
(:auto, :required or :none).
Returns {:ok, %Sake.Sampling.Result{}}, {:error, :unsupported} when
the client did not declare sampling (or, with tools, did not declare
sampling.tools), {:error, :cancelled} when the task the call
waits in was cancelled, {:error, :timeout} when a legacy client never
answered, {:error, :invalid_response} when the answer is not a result
object, and {:error, error} with the JSON-RPC error map a legacy client
answered with.

      


      
        Summary


  
    Types
  


    
      
        message()

      


    





  
    Functions
  


    
      
        create_message(ctx, key, messages, opts)

      


    





      


      
        Types


        


  
    
      
    
    
      message()



        
          
        

    

  


  

      

          @type message() ::
  {atom() | String.t(),
   String.t() | Sake.Content.t() | [Sake.Content.t() | map()] | map()}
  | map()


      



  


        

      

      
        Functions


        


  
    
      
    
    
      create_message(ctx, key, messages, opts)



        
          
        

    

  


  

      

          @spec create_message(Sake.Context.t(), atom() | String.t(), [message()], keyword()) ::
  {:ok, Sake.Sampling.Result.t()}
  | {:error, :unsupported | :cancelled | :timeout | :invalid_response | map()}


      



  


        

      


  

    
Sake.Sampling.Result 
    



      
The client's answer to Sake.Sampling.create_message/4: the role of
the message ("assistant"), its content as Sake.Content blocks,
text (every text block joined), the model that produced it, the
stop_reason, and the raw result map, which also holds content Sake
has no struct for (such as tool use).

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Sake.Sampling.Result{
  content: [Sake.Content.t()],
  model: String.t() | nil,
  raw: map(),
  role: String.t() | nil,
  stop_reason: String.t() | nil,
  text: String.t()
}


      



  


        

      


  

    
Sake.Server behaviour
    



      
The server module lists the components and their scopes.
defmodule MyApp.MCP do
  use Sake.Server, name: "myapp", version: "1.0.0", instructions: "..."
  scope "issues:read", "Read issues"
  tools [MyApp.MCP.SearchIssues]
  resources [MyApp.MCP.Issue]
  prompts [MyApp.MCP.Triage]
end
Options: name, version (required), instructions, ttl (default
300 000 ms), cache_scope (:public or :private; default: private
when the endpoint has authorization, public otherwise), page_size
(default 100), extensions (a map for extension negotiation),
authentication (how the person must have signed in to call a tool,
read a resource or get a prompt of this server, see below).
On the modern protocol, list and read results carry ttlMs: the
server's ttl, or less. A tool, resource or prompt with its own ttl:
shortens the ttlMs of every list page that includes it, and a
resource's ttl: also sets the ttlMs of its resources/read result
(the shortest ttl always wins).
middleware event, plugs runs host code around the server's calls
(see Sake.Middleware); declare it once or more per event, and the
plugs run in the order declared:
middleware :before_call, [MyApp.MCP.Audit, {MyApp.MCP.Tenant, field: :org_id}]
mount server, opts makes another server's tools, resources and prompts
this server's, so that each team or context can own its part of a large
server:
mount MyApp.MCP.Billing, prefix: "billing", scope: "billing"
With prefix:, tool and prompt names take the prefix and an underscore
(billing_create_invoice) and resource URIs take it as the first
segment after the scheme (invoice://billing/{id}, ui://billing/board);
scope: (one or many) adds required scopes to every component mounted.
only: or except: (a list of the mounted server's components, each a
module, a tool or prompt name, or a resource URI, as that server
declares it) mounts some of them:
mount MyApp.MCP.Billing, prefix: "billing", except: [MyApp.MCP.Billing.Refund]
See guides/composing.md for what the mounted server's own middleware,
instructions, scopes and settings become. A Sake.Proxy mounts as any
server does, with the components of its upstream.
Step-up authentication
A tool, resource or prompt with authentication: [acr: ["mfa"], max_age: 300] needs a token whose person signed in with one of those
authentication context classes (acr), at most that many seconds ago
(max_age), either optional (RFC 9470). The server's own
authentication: applies to all its components, its mounted servers'
too: an acr must then be among both lists, and the shorter max_age
wins. A token that does not meet it is refused with a 401 whose
insufficient_user_authentication challenge carries acr_values and
max_age, for the client to have the person sign in again; a token
that lacks the component's scopes as well gets that challenge, naming
the scopes too, so that one new grant covers both. The components stay
in the lists, and a request without a token (an endpoint without
auth:, stdio) is not gated, as for scopes. A requirement that
depends on the arguments is a middleware's: see
Sake.Middleware.require_authentication/2. max_age: 0 means a
sign-in within the last minute. It gates a tool call, a resource read
and a prompt get; lists, completions, subscriptions and the requests
that follow a task (which was checked when it started) are not.

      


      
        Summary


  
    Functions
  


    
      
        allowed?(arg1, context)

      


        Whether the request may see or call the component: no token means no gating.



    


    
      
        capabilities(server)

      


    


    
      
        middleware(event, plugs)

      


    


    
      
        mount(server, opts \\ [])

      


        Mounts another server's tools, resources and prompts in this one.
Options: prefix:, scope:, and only: or except: (see the module
documentation).



    


    
      
        notify_list_changed(server, kind)

      


        Tells listening clients that the list of tools, resources or prompts changed.



    


    
      
        prompt(server, name, ctx \\ nil)

      


        The prompt named name; see tool/3.



    


    
      
        prompts(list)

      


    


    
      
        prompts(server, ctx)

      


        The server's prompts as the request sees them; see tools/2.



    


    
      
        resource(server, uri, ctx \\ nil)

      


        The resource uri names, and the template's parameters: one of the
server's own, or, with the request's context, one of its proxies'. A
proxy serves what its upstream lists, and any other URI under its
mount's prefix (a resource link in a proxied result, say), which its
upstream answers for.



    


    
      
        resource_updated(server, uri)

      


        Tells subscribed clients that a resource changed.



    


    
      
        resources(list)

      


    


    
      
        resources(server, ctx)

      


        The server's resources as the request sees them; see tools/2.



    


    
      
        scope(name, description)

      


    


    
      
        tool(server, name, ctx \\ nil)

      


        The tool named name: one of the server's own (tool/2), or, with the
request's context, one its proxies list for the request (tools/2).



    


    
      
        tools(list)

      


    


    
      
        tools(server, ctx)

      


        The server's tools as the request sees them: its own and its mounted
servers', then those its proxies (Sake.Proxy) list for the request's
principal. A proxied tool whose name is already taken is left out: an
upstream never shadows a local component.



    





      


      
        Functions


        


  
    
      
    
    
      allowed?(arg1, context)



        
          
        

    

  


  

      

          @spec allowed?(struct(), Sake.Context.t()) :: boolean()


      


Whether the request may see or call the component: no token means no gating.

  



  
    
      
    
    
      capabilities(server)



        
          
        

    

  


  

      

          @spec capabilities(module()) :: map()


      



  



  
    
      
    
    
      middleware(event, plugs)


        (macro)


        
          
        

    

  


  


  



    

  
    
      
    
    
      mount(server, opts \\ [])


        (macro)


        
          
        

    

  


  

Mounts another server's tools, resources and prompts in this one.
Options: prefix:, scope:, and only: or except: (see the module
documentation).

  



  
    
      
    
    
      notify_list_changed(server, kind)



        
          
        

    

  


  

      

          @spec notify_list_changed(module(), :tools | :resources | :prompts) :: :ok


      


Tells listening clients that the list of tools, resources or prompts changed.

  



    

  
    
      
    
    
      prompt(server, name, ctx \\ nil)



        
          
        

    

  


  

      

          @spec prompt(module(), String.t(), Sake.Context.t() | nil) ::
  {:ok, Sake.Prompt.Spec.t()} | :error


      


The prompt named name; see tool/3.

  



  
    
      
    
    
      prompts(list)


        (macro)


        
          
        

    

  


  


  



  
    
      
    
    
      prompts(server, ctx)



        
          
        

    

  


  

      

          @spec prompts(module(), Sake.Context.t()) :: [Sake.Prompt.Spec.t()]


      


The server's prompts as the request sees them; see tools/2.

  



    

  
    
      
    
    
      resource(server, uri, ctx \\ nil)



        
          
        

    

  


  

      

          @spec resource(module(), String.t(), Sake.Context.t() | nil) ::
  {:ok, Sake.Resource.Spec.t(), map()} | :error


      


The resource uri names, and the template's parameters: one of the
server's own, or, with the request's context, one of its proxies'. A
proxy serves what its upstream lists, and any other URI under its
mount's prefix (a resource link in a proxied result, say), which its
upstream answers for.

  



  
    
      
    
    
      resource_updated(server, uri)



        
          
        

    

  


  

      

          @spec resource_updated(module(), String.t()) :: :ok


      


Tells subscribed clients that a resource changed.

  



  
    
      
    
    
      resources(list)


        (macro)


        
          
        

    

  


  


  



  
    
      
    
    
      resources(server, ctx)



        
          
        

    

  


  

      

          @spec resources(module(), Sake.Context.t()) :: [Sake.Resource.Spec.t()]


      


The server's resources as the request sees them; see tools/2.

  



  
    
      
    
    
      scope(name, description)


        (macro)


        
          
        

    

  


  


  



    

  
    
      
    
    
      tool(server, name, ctx \\ nil)



        
          
        

    

  


  

      

          @spec tool(module(), String.t(), Sake.Context.t() | nil) ::
  {:ok, Sake.Tool.Spec.t()} | :error


      


The tool named name: one of the server's own (tool/2), or, with the
request's context, one its proxies list for the request (tools/2).

  



  
    
      
    
    
      tools(list)


        (macro)


        
          
        

    

  


  


  



  
    
      
    
    
      tools(server, ctx)



        
          
        

    

  


  

      

          @spec tools(module(), Sake.Context.t()) :: [Sake.Tool.Spec.t()]


      


The server's tools as the request sees them: its own and its mounted
servers', then those its proxies (Sake.Proxy) list for the request's
principal. A proxied tool whose name is already taken is left out: an
upstream never shadows a local component.

  


        

      


  

    
Sake.Stdio 
    



      
Serves a Sake.Server over standard input and output, for a client that
launches the server as a subprocess:
Sake.Stdio.run(MyApp.MCP)
run/2 blocks until standard input closes. In a supervision tree, start
it as a child instead, after Sake:
{Sake.Stdio, server: MyApp.MCP}
From a Mix project, mix sake.stdio MyApp.MCP does the same.
Options: server: (the child's, required), scope: (the host's
principal: a value, or a function of no arguments called for every
request; default nil), secret: (binary or {m, f, a}; default the
Sake configuration, else a random secret for the life of the process),
reraise: (re-raise tool exceptions, for tests), grace: (ms that
requests still running when standard input closes get to finish,
default 2 000), halt: (the child's only: stop the VM once standard
input closes, default true), input: and output: (IO devices,
default standard input and output).
The server speaks both eras on the one connection. A request whose
_meta names the modern revision is served statelessly; an initialize
request opens the connection's legacy session, and requests without a
protocol version in _meta then belong to it. Each request runs in its
own process, so responses can arrive out of order;
notifications/cancelled stops a request and suppresses its response.
There is no authorization on stdio: the client that launched the server
already holds its credentials, and the server takes its own from its
environment. Pass the principal as scope:.
Standard output carries MCP messages only. While serving it, Sake moves
the default Logger handler to standard error and runs every request
with standard error as its group leader, so IO.puts/1 in a tool cannot
break the stream.

      


      
        Summary


  
    Functions
  


    
      
        log_to_stderr()

      


        Moves the default Logger handler from standard output to standard
error. run/2 and the child do this when they serve standard output; a
release that logs while it boots should also configure it



    


    
      
        run(server, opts \\ [])

      


        Serves server until standard input (or input:) closes.



    





      


      
        Functions


        


  
    
      
    
    
      log_to_stderr()



        
          
        

    

  


  

      

          @spec log_to_stderr() :: :ok


      


Moves the default Logger handler from standard output to standard
error. run/2 and the child do this when they serve standard output; a
release that logs while it boots should also configure it:
config :logger, :default_handler, config: [type: :standard_error]

  



    

  
    
      
    
    
      run(server, opts \\ [])



        
          
        

    

  


  

      

          @spec run(module(), keyword()) :: :ok


      


Serves server until standard input (or input:) closes.

  


        

      


  

    
Sake.Tool behaviour
    



      
A tool: use Sake.Tool with options, arg lines, an optional output
block, and execute/2.
defmodule MyApp.MCP.SearchIssues do
  use Sake.Tool, name: "search_issues", description: "Search issues", scope: "issues:read"
  arg :query, :string, required: true
  @impl true
  def execute(%{query: q}, ctx), do: {:ok, Issues.search(ctx.scope, q)}
end
Options: name (default: the module's last segment in snake case),
title, description, icons, scope (one or many), annotations
(read_only, destructive, idempotent, open_world), stream,
ttl, meta, input_schema (a schema map instead of arg lines),
task (:optional or true, or :required: the tool runs as a task
for a client that takes one, see Sake.Tasks), ui (a Sake.UI
module: the app the host shows with the tool's result), visibility
([:model, :app] by default; [:app] for a tool only an app calls,
which a client without MCP Apps does not see), authentication
([acr: ["mfa"], max_age: 300]: how the person must have signed in
to call it, see "Step-up authentication" in Sake.Server), absent
(:nil by default: an optional argument the client left out is nil;
:omit: it is left out, at every level, so execute/2 gets what the
client sent and tells a left-out argument from one sent as null, see
Sake.Schema.validate/3).

      


      
        Summary


  
    Callbacks
  


    
      
        complete(arg, partial, ctx)

      


    


    
      
        execute(args, ctx)

      


    


    
      
        prepare(args, ctx)

      


        Runs before execute/2, in the request itself, and returns the
arguments execute/2 receives (or a tool error). A task tool asks the
client for input here when the answer decides whether the task should
start at all: inside the request, the question travels as a multi
round-trip request; inside the task, it would wait on the task.



    


    
      
        spec()

      


    





  
    Functions
  


    
      
        arg(name, type, opts \\ [])

      


        Declares an argument (or, inside output, an output property).



    


    
      
        output(list)

      


        Declares the output schema with arg lines.



    





      


      
        Callbacks


        


  
    
      
    
    
      complete(arg, partial, ctx)


        (optional)


        
          
        

    

  


  

      

          @callback complete(arg :: String.t(), partial :: String.t(), ctx :: Sake.Context.t()) ::
  {:ok, [String.t()]} | {:ok, [String.t()], keyword()}


      



  



  
    
      
    
    
      execute(args, ctx)



        
          
        

    

  


  

      

          @callback execute(args :: map(), ctx :: Sake.Context.t()) ::
  {:ok, term()}
  | {:ok, term(), keyword()}
  | {:error, String.t()}
  | {:error, {:missing_capability, map()}}


      



  



  
    
      
    
    
      prepare(args, ctx)


        (optional)


        
          
        

    

  


  

      

          @callback prepare(args :: map(), ctx :: Sake.Context.t()) ::
  {:ok, map()} | {:error, String.t()}


      


Runs before execute/2, in the request itself, and returns the
arguments execute/2 receives (or a tool error). A task tool asks the
client for input here when the answer decides whether the task should
start at all: inside the request, the question travels as a multi
round-trip request; inside the task, it would wait on the task.

  



  
    
      
    
    
      spec()



        
          
        

    

  


  

      

          @callback spec() :: Sake.Tool.Spec.t()


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      arg(name, type, opts \\ [])


        (macro)


        
          
        

    

  


  

Declares an argument (or, inside output, an output property).

  



  
    
      
    
    
      output(list)


        (macro)


        
          
        

    

  


  

Declares the output schema with arg lines.

  


        

      


  

    
Sake.Tool.Spec 
    



      
The compiled definition of a tool.
mount is nil for a tool the server declares itself, and
{server, prefix, spec} for one it mounted (Sake.Server.mount/2):
the server it came from, the mount's prefix, and the spec as that
server has it. proxy is the Sake.Proxy whose upstream serves a
proxied tool; it has no module.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        to_wire(s, revision)

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Sake.Tool.Spec{
  absent: term(),
  annotations: term(),
  authentication: term(),
  description: term(),
  headers: term(),
  icons: term(),
  input_schema: term(),
  meta: term(),
  module: term(),
  mount: term(),
  name: term(),
  output_schema: term(),
  proxy: term(),
  scopes: term(),
  stream: term(),
  task: term(),
  title: term(),
  ttl: term(),
  ui: term(),
  visibility: term()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      to_wire(s, revision)



        
          
        

    

  


  

      

          @spec to_wire(t(), String.t()) :: map()


      



  


        

      


  

    
Sake.UI behaviour
    



      
An MCP App: an HTML document the host renders in a sandboxed iframe when
a tool that links it is called (the io.modelcontextprotocol/ui
extension). On the wire it is a resource with a ui:// URI and the
text/html;profile=mcp-app MIME type, so it is listed on a server with
the other resources:
defmodule MyApp.MCP.SalesMap do
  use Sake.UI,
    uri: "ui://my-app/sales-map",
    name: "sales_map",
    title: "Sales map",
    csp: [resource_domains: ["https://tile.openstreetmap.org"]],
    prefers_border: true

  @impl true
  def render(_ctx), do: ~s(<!doctype html><html>...</html>)
end

defmodule MyApp.MCP do
  use Sake.Server, name: "my-app", version: "1.0.0"
  tools [MyApp.MCP.ShowSales]
  resources [MyApp.MCP.SalesMap]
end
A tool shows it with use Sake.Tool, ui: MyApp.MCP.SalesMap.
Options: uri (required, ui://), name (default: the module's last
segment in snake case), title, description, icons, scope, ttl,
meta, csp (connect_domains, resource_domains, frame_domains,
base_uri_domains: the origins the document may reach), permissions
(:camera, :microphone, :geolocation, :clipboard_write), domain
(a dedicated sandbox origin, in the host's own format), prefers_border,
and template.
The document comes from render/1, which returns a string or iodata,
{:safe, iodata}, or, when the host has phoenix_html, anything that
implements Phoenix.HTML.Safe (the result of a HEEx function
component), or from an EEx file named by template:,
relative to the module's own file and compiled into the module. A
template's assigns come from assigns/1, and <%= %> escapes its
output as HTML unless the value is raw/1. inline/1 reads a file into
the document at compile time (a bundled script or stylesheet), and the
module recompiles when the file or the template changes.
The host learns the document's CSP and permissions from the resource's
_meta.ui, on its resources/list entry and on its resources/read
contents alike. A client that did not declare the extension does not
see UI resources listed (it can still read them).

      


      
        Summary


  
    Callbacks
  


    
      
        assigns(ctx)

      


        The assigns of a template:, as a map or a keyword list.



    


    
      
        render(ctx)

      


        The HTML document of the app.



    





  
    Functions
  


    
      
        client_capability()

      


        The client capability a host declares to render MCP Apps (the one
Sake.Client.connect/2 declares with ui: true).



    


    
      
        escape(value)

      


        Escapes a value for an HTML document; {:safe, iodata} passes through.



    


    
      
        extension()

      


        The identifier of the MCP Apps extension.



    


    
      
        inline(path)

      


        The contents of path, relative to the project's root, read at compile
time: the module recompiles when the file changes. For the bundled
script or stylesheet of the app, so that the document is
self-contained.



    


    
      
        mime_type()

      


        The MIME type of an MCP App document.



    


    
      
        raw(safe)

      


        Marks iodata as HTML that a template must not escape.



    


    
      
        supported?(context)

      


        Whether the client renders MCP Apps: it declared the extension, with the
text/html;profile=mcp-app MIME type among its mimeTypes. A tool can
use it to word its text for a client that shows no UI.



    





      


      
        Callbacks


        


  
    
      
    
    
      assigns(ctx)


        (optional)


        
          
        

    

  


  

      

          @callback assigns(ctx :: Sake.Context.t()) :: map() | keyword()


      


The assigns of a template:, as a map or a keyword list.

  



  
    
      
    
    
      render(ctx)


        (optional)


        
          
        

    

  


  

      

          @callback render(ctx :: Sake.Context.t()) :: iodata() | {:safe, iodata()} | struct()


      


The HTML document of the app.

  


        

      

      
        Functions


        


  
    
      
    
    
      client_capability()



        
          
        

    

  


  

      

          @spec client_capability() :: map()


      


The client capability a host declares to render MCP Apps (the one
Sake.Client.connect/2 declares with ui: true).

  



  
    
      
    
    
      escape(value)



        
          
        

    

  


  

      

          @spec escape(term()) :: String.t()


      


Escapes a value for an HTML document; {:safe, iodata} passes through.

  



  
    
      
    
    
      extension()



        
          
        

    

  


  

      

          @spec extension() :: String.t()


      


The identifier of the MCP Apps extension.

  



  
    
      
    
    
      inline(path)


        (macro)


        
          
        

    

  


  

The contents of path, relative to the project's root, read at compile
time: the module recompiles when the file changes. For the bundled
script or stylesheet of the app, so that the document is
self-contained.
<script><%= raw inline("priv/static/assets/sales_map.js") %></script>

  



  
    
      
    
    
      mime_type()



        
          
        

    

  


  

      

          @spec mime_type() :: String.t()


      


The MIME type of an MCP App document.

  



  
    
      
    
    
      raw(safe)



        
          
        

    

  


  

      

          @spec raw(iodata() | {:safe, iodata()}) :: {:safe, iodata()}


      


Marks iodata as HTML that a template must not escape.

  



  
    
      
    
    
      supported?(context)



        
          
        

    

  


  

      

          @spec supported?(Sake.Context.t()) :: boolean()


      


Whether the client renders MCP Apps: it declared the extension, with the
text/html;profile=mcp-app MIME type among its mimeTypes. A tool can
use it to word its text for a client that shows no UI.

  


        

      


  

    
Sake.Tasks 
    



      
Tools that run as tasks: the io.modelcontextprotocol/tasks extension
of the modern protocol.
defmodule MyApp.MCP.Export do
  use Sake.Tool, name: "export", task: :optional
  arg :project, :string, required: true

  @impl true
  def execute(%{project: project}, ctx) do
    files = Projects.files(project)

    exported =
      Enum.reduce_while(files, 0, fn file, n ->
        if Sake.Tasks.cancelled?(ctx) do
          {:halt, n}
        else
          Export.file(file)
          Sake.Progress.report(ctx, n + 1, length(files))
          {:cont, n + 1}
        end
      end)

    {:ok, "Exported #{exported} of #{length(files)} files."}
  end
end
When a client declares the extension in a request's capabilities, a
call to a tool with task: :optional (or true) or task: :required
answers at once with a task, and execute/2 runs in the background; the
client polls tasks/get until the task ends. Without the extension, an
optional task tool runs like any other tool, and a required one is
refused with -32021. Arguments and scopes are checked before a task
exists, and a tool's prepare/2 runs first, so it can still ask the
client for input on the original request (see Sake.Tool).
Inside a task, Sake.Elicit, Sake.Sampling and Sake.Roots move the
task to input_required and wait for the client's tasks/update
(keys must be unique over the task's life: asking a key again returns
the first answer); Sake.Progress.report/4 sets the task's
statusMessage; cancelled?/1 tells whether the client cancelled.
Cancelling marks the task cancelled at once and stops its process when
it runs on the node that received tasks/cancel; elsewhere, the tool
sees the cancellation when it next waits for input (a cancelled
elicitation, {:error, :cancelled} from sampling and roots) or calls
cancelled?/1.
A task belongs to whoever created it, and to what they created it
through: the token's subject when the endpoint has authorization
(otherwise the host's scope, see Sake.Plug's scope:), together with
the server, the token's OAuth client and its resource. Any other caller,
the same person through another client, resource or server included, is
told the task does not exist. Reading, answering, cancelling and
following a task also need the scopes its tool required when it started:
a token without them is refused with insufficient_scope, as the call
itself would be. Task IDs carry 144 random bits.
Tasks are configured on the Sake child:
{Sake, secret_key_base: ..., tasks: [store: {Sake.Tasks.Store.Ecto, repo: MyApp.Repo}]}
Options: store (default Sake.Tasks.Store.ETS, which keeps tasks on
one node; use Sake.Tasks.Store.Ecto when the endpoint runs on
several), ttl (how long a task is kept after it was created, in ms;
default one hour), poll_interval (the pollIntervalMs suggested to
clients, and how often a waiting task checks the store; default one
second) and max_per_principal (how many live tasks one owner may
have at once, see below; default 100, or :infinity). tasks: false
turns tasks off: task tools then run like any other tool, and the
extension is not advertised.
An owner with max_per_principal tasks neither ended nor expired gets
no new one until one ends: a task: :optional tool then runs like any
other tool, in the request, and a task: :required tool (or a proxied
call the upstream made a task of, which is cancelled upstream) is
refused with -32600.
Telemetry: [:sake, :task, :start | :stop | :exception] around the
tool's run, with task_id, tool and server in the metadata, and the
final status on :stop. With OpenTelemetry, the run is an
execute_tool span, the child of the span of the tools/call that
started it (see guides/observability.md).

      


      
        Summary


  
    Functions
  


    
      
        cancelled?(arg1)

      


        Whether the client asked to cancel the task the component runs in; always false outside a task.



    





      


      
        Functions


        


  
    
      
    
    
      cancelled?(arg1)



        
          
        

    

  


  

      

          @spec cancelled?(Sake.Context.t()) :: boolean()


      


Whether the client asked to cancel the task the component runs in; always false outside a task.

  


        

      


  

    
Sake.Tasks.Migration 
    



      
The table of Sake.Tasks.Store.Ecto. In your app:
defmodule MyApp.Repo.Migrations.AddSakeTasks do
  use Ecto.Migration
  def up, do: Sake.Tasks.Migration.up()
  def down, do: Sake.Tasks.Migration.down()
end
Both take prefix:.

      


      
        Summary


  
    Functions
  


    
      
        down(opts \\ [])

      


    


    
      
        up(opts \\ [])

      


    





      


      
        Functions


        


    

  
    
      
    
    
      down(opts \\ [])



        
          
        

    

  


  

      

          @spec down(keyword()) :: :ok


      



  



    

  
    
      
    
    
      up(opts \\ [])



        
          
        

    

  


  

      

          @spec up(keyword()) :: :ok


      



  


        

      


  

    
Sake.Tasks.Record 
    



      
A task as a Sake.Tasks.Store keeps it.
principal binds the task to whoever created it, and through which
server, client and resource (a digest, see Sake.Tasks); scopes are
the scopes its tool required, which every later access needs too;
input_requests are the requests still waiting for the client's answer,
and answers every answer delivered so far, by key; result is the
tool's result once completed, and error the JSON-RPC error once
failed. Times are UTC, to the millisecond.

      


      
        Summary


  
    Types
  


    
      
        status()

      


    


    
      
        t()

      


    





  
    Functions
  


    
      
        expired?(record, now)

      


        Whether the task outlived its time-to-live by now.



    


    
      
        terminal?(record)

      


        Whether the task has ended: completed, failed or cancelled.



    


    
      
        to_wire(r)

      


        The task on the wire: a DetailedTask, with inputRequests while it
waits for input, result once completed and error once failed.



    





      


      
        Types


        


  
    
      
    
    
      status()



        
          
        

    

  


  

      

          @type status() :: :working | :input_required | :completed | :failed | :cancelled


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Sake.Tasks.Record{
  answers: map(),
  created_at: DateTime.t(),
  error: map() | nil,
  expires_at: DateTime.t(),
  id: String.t(),
  input_requests: map(),
  poll_interval_ms: pos_integer(),
  principal: String.t() | nil,
  result: map() | nil,
  scopes: [String.t()],
  status: status(),
  status_message: String.t() | nil,
  tool: String.t(),
  ttl_ms: pos_integer(),
  updated_at: DateTime.t()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      expired?(record, now)



        
          
        

    

  


  

      

          @spec expired?(t(), DateTime.t()) :: boolean()


      


Whether the task outlived its time-to-live by now.

  



  
    
      
    
    
      terminal?(record)



        
          
        

    

  


  

      

          @spec terminal?(t()) :: boolean()


      


Whether the task has ended: completed, failed or cancelled.

  



  
    
      
    
    
      to_wire(r)



        
          
        

    

  


  

      

          @spec to_wire(t()) :: map()


      


The task on the wire: a DetailedTask, with inputRequests while it
waits for input, result once completed and error once failed.

  


        

      


  

    
Sake.Tasks.Store behaviour
    



      
Where tasks live between the request that creates them and the requests
that poll, answer or cancel them. Implemented by Sake.Tasks.Store.ETS
(one node) and Sake.Tasks.Store.Ecto (any number of nodes).

      


      
        Summary


  
    Types
  


    
      
        state()

      


    





  
    Callbacks
  


    
      
        get(state, id)

      


    


    
      
        init(keyword)

      


    


    
      
        insert(state, t, max)

      


        Stores a new task, unless its owner (principal) already has max live
tasks: neither ended nor expired at the new task's created_at. The
count and the insert are atomic, so concurrent inserts for one owner
never get past max together. Once this returns :ok, get/2 on any
node finds the task.



    


    
      
        prune(state, now)

      


        Deletes the tasks that expired by now.



    


    
      
        update(state, id, function)

      


        Applies fun to the task atomically: no other update of the same task
runs between the read and the write. Returns the task before and after.



    





      


      
        Types


        


  
    
      
    
    
      state()



        
          
        

    

  


  

      

          @type state() :: term()


      



  


        

      

      
        Callbacks


        


  
    
      
    
    
      get(state, id)



        
          
        

    

  


  

      

          @callback get(state(), id :: String.t()) :: {:ok, Sake.Tasks.Record.t()} | :error


      



  



  
    
      
    
    
      init(keyword)



        
          
        

    

  


  

      

          @callback init(keyword()) :: state()


      



  



  
    
      
    
    
      insert(state, t, max)



        
          
        

    

  


  

      

          @callback insert(state(), Sake.Tasks.Record.t(), max :: pos_integer() | :infinity) ::
  :ok | :full


      


Stores a new task, unless its owner (principal) already has max live
tasks: neither ended nor expired at the new task's created_at. The
count and the insert are atomic, so concurrent inserts for one owner
never get past max together. Once this returns :ok, get/2 on any
node finds the task.

  



  
    
      
    
    
      prune(state, now)



        
          
        

    

  


  

      

          @callback prune(state(), now :: DateTime.t()) :: :ok


      


Deletes the tasks that expired by now.

  



  
    
      
    
    
      update(state, id, function)



        
          
        

    

  


  

      

          @callback update(state(), id :: String.t(), (Sake.Tasks.Record.t() ->
                                     Sake.Tasks.Record.t())) ::
  {:ok, before :: Sake.Tasks.Record.t(), after_update :: Sake.Tasks.Record.t()}
  | :error


      


Applies fun to the task atomically: no other update of the same task
runs between the read and the write. Returns the task before and after.

  


        

      


  

    
Sake.Tasks.Store.ETS 
    



      
The default task store: in memory, on one node. Tasks are lost on
restart, and a task created on one node is unknown to the others; use
Sake.Tasks.Store.Ecto when the endpoint runs on several nodes.

      


      
        Summary


  
    Functions
  


    
      
        child_spec(opts)

      


    


    
      
        start_link(_)

      


    





      


      
        Functions


        


  
    
      
    
    
      child_spec(opts)



        
          
        

    

  


  


  



  
    
      
    
    
      start_link(_)



        
          
        

    

  


  


  


        

      


  

    
Sake.Tasks.Store.Ecto 
    



      
The task store for an endpoint on several nodes:
tasks: [store: {Sake.Tasks.Store.Ecto, repo: MyApp.Repo}] with the
table from Sake.Tasks.Migration. Every node reads and writes the same
rows, so any node serves any task's tasks/get, tasks/update and
tasks/cancel. Tested on Postgres.

      




  

    
Sake.Auth 
    



      
Authorization for a Sake endpoint: the host app is the OAuth 2.1
authorization server, and the endpoint is the resource server.
Configure it on the Sake child (see Sake.child_spec/1) and mount the
routes with Sake.Router (Phoenix) or Sake.Auth.RouterPlug (Plug).
An endpoint whose tokens come from another authorization server is
Sake.Auth.External's instead.
The public API
These modules are for host code; every other Sake.Auth module is
Sake's own and may change in any release:
	Sake.Auth — the configuration, a person's grants, pruning.
	Sake.Auth.Config — the auth: options.
	Sake.Auth.Subject — the behaviour of the host's subject module.
	Sake.Auth.Consent and Sake.Auth.Consent.Default — the consent
and error pages.
	Sake.Auth.Store, Sake.Auth.Store.ETS, Sake.Auth.Store.Ecto
and Sake.Auth.Migration — where clients, codes, pushed
authorization requests, device grants, tokens and consents live;
Sake.Auth.Code, Sake.Auth.PushedRequest and
Sake.Auth.DeviceGrant are the code, the pushed request and the
device grant a store keeps.
	Sake.Auth.External — an endpoint on another authorization server.
	Sake.Auth.TokenRecord — the token of a request, in ctx.token.
	Sake.Auth.Client and Sake.Auth.Clients — the registered clients.
	Sake.Auth.TrustedIssuer — the issuers of JWT grants.
	Sake.Auth.Challenge — a WWW-Authenticate challenge.
	Sake.Auth.WellKnown, Sake.Auth.Authorize,
Sake.Auth.DeviceVerification and Sake.Auth.RouterPlug — the
endpoints a Plug host mounts itself.
	Sake.Client.Auth, Sake.Client.Auth.Browser,
Sake.Client.Auth.Headless, Sake.Client.Auth.Device and
Sake.Client.Auth.Store — the client's auth: options.

Calls run one way: the rest of Sake calls these modules (and the
functions marked @doc false that say who calls them), and nothing in
Sake.Auth or Sake.Client.Auth calls the rest of Sake.
Cores and adapters
For contributors: each endpoint is a core and an adapter, both under
lib/sake/auth/. The core is pure functions over the configuration and
plain data (a parameter map, header values, a principal); it may use
the store, and it never sees a Plug.Conn. The adapter is a thin plug
that parses the request, reads the signed-in person with
Sake.Auth.Subject.from_conn/1 where one is involved, calls the
core, and renders JSON, a redirect or the consent page.
	Authorization: authorization_request.ex validates a request
(parameters a later endpoint adds go in its extra), and
grant.ex decides once the person is known and issues the code;
Sake.Auth.Authorize is the adapter, and keeps the consent form's
signed request and CSRF token.
	Tokens: token_grants.ex, whose exchange/4 has one clause per
grant type; token.ex is the adapter.
	Pushed authorization requests (RFC 9126): par.ex validates and
stores a pushed request as an authorization request, and takes it
back for the authorize endpoint; pushed_authorization.ex (the
client's push) is the adapter, and Sake.Auth.Authorize takes a
request_uri.
	Device authorization (RFC 8628): device.ex starts a device grant
and takes the person's decision through grant.ex;
device_authorization.ex (the client's request) and
Sake.Auth.DeviceVerification (the page where the person enters
the user code) are the adapters, and the token endpoint's device
code clause issues the tokens.
	Revocation and registration: revocation.ex and registration.ex;
revoke.ex and dcr.ex are the adapters.
	Metadata: metadata.ex, a base map and a list of contributors, one
per feature; Sake.Auth.WellKnown is the adapter.
	Access tokens: bearer.ex checks a request described as a map;
authenticate/2 in this module is its adapter.
	How the person signed in (RFC 9470): authentication.ex holds the
context (acr, auth_time), an authorization request's
acr_values and max_age, and the check of one against the
other, for the authorization server's adapters (which ask
Sake.Auth.Subject.authentication/1 and call
Sake.Auth.Subject.reauthenticate/2) and for the components'
authentication: requirements alike.
	OpenID Connect: signing_keys.ex reads signing_keys: and builds
the JWK Set, which public_keys.ex serves at /jwks;
id_token.ex makes the ID token the token endpoint's grants add
for openid; claims.ex is the userinfo endpoint, checking the
token through bearer.ex, and user_info.ex its adapter, which
renders a refusal as an OAuth error (RFC 6750) rather than
JSON-RPC. metadata.ex builds the OpenID Provider metadata from
the authorization server's, and Sake.Auth.WellKnown serves it.

A new endpoint is a core module and an adapter, a route in
Sake.Router and in Sake.Auth.RouterPlug, and a URL helper in
Sake.Auth.Config next to authorize_url/1; a new metadata field is a
contributor in metadata.ex. A test checks that no core module calls
Plug.Conn.

      


      
        Summary


  
    Functions
  


    
      
        config()

      


    


    
      
        list_grants(config, subject_id)

      


        The active grants of a person: one entry per client, for a settings page.



    


    
      
        prune(config)

      


        Deletes expired codes, device grants and tokens, the remembered
consents older than the refresh token lifetime that no live token
family still uses, and the dynamically registered clients that, unused_client_ttl seconds
(a day by default) after registering, hold no live token, consent,
code or device grant. Schedule it (a cron job, Oban, or a periodic task).



    


    
      
        revoke_grant(config, subject_id, client_id)

      


        Revokes every token of a client for a person, and forgets every consent of that client for the person.



    





      


      
        Functions


        


  
    
      
    
    
      config()



        
          
        

    

  


  

      

          @spec config() :: Sake.Auth.Config.t()


      



  



  
    
      
    
    
      list_grants(config, subject_id)



        
          
        

    

  


  

      

          @spec list_grants(Sake.Auth.Config.t(), String.t()) :: [map()]


      


The active grants of a person: one entry per client, for a settings page.

  



  
    
      
    
    
      prune(config)



        
          
        

    

  


  

      

          @spec prune(Sake.Auth.Config.t()) :: :ok


      


Deletes expired codes, device grants and tokens, the remembered
consents older than the refresh token lifetime that no live token
family still uses, and the dynamically registered clients that, unused_client_ttl seconds
(a day by default) after registering, hold no live token, consent,
code or device grant. Schedule it (a cron job, Oban, or a periodic task).

  



  
    
      
    
    
      revoke_grant(config, subject_id, client_id)



        
          
        

    

  


  

      

          @spec revoke_grant(Sake.Auth.Config.t(), String.t(), String.t()) :: :ok


      


Revokes every token of a client for a person, and forgets every consent of that client for the person.

  


        

      


  

    
Sake.Auth.Authorize 
    



      
The authorization endpoint: GET validates the request and shows the
consent page (or redirects at once when consent is remembered); POST
records the decision. Mount it inside the pipeline that requires a
signed-in person; Sake reads the person through Sake.Auth.Subject.
After it resolves the resource (the endpoint URL the token is for), it
asks the subject module's optional authorize_resource?/2 whether this
person may authorize a client for it; a false answer sends the client
access_denied. A remembered consent is kept per person, client and
resource.
The consent form is protected in two layers. The hidden request field
is a signed blob bound to the signed-in person, and it expires after ten
minutes: a form posted by anyone else, or later, is refused. When the
host's pipeline runs Plug.CSRFProtection (protect_from_forgery in
Phoenix), the form also carries the CSRF token and the host's plug
checks it. A Plug-only host without CSRF middleware sends an empty
_csrf_token field and relies on the signed blob alone.
The consent and error pages refuse to be framed (x-frame-options: DENY and content-security-policy: frame-ancestors 'none').
With par: (RFC 9126), a request with a request_uri is the pushed
request it names, taken once: its client_id must be the client that
pushed it, and every other parameter of the query is ignored. A
request_uri that is unknown, expired, already used or another
client's gets an error page. When pushed requests are required (par: [required: true], or a client registered with
require_pushed_authorization_requests), any other request is sent
back with invalid_request. The consent form carries the request
itself, so approving or denying needs the request_uri no more; a
reload of the page after it was taken shows the error page.
A request may say how the person must have signed in (RFC 9470):
acr_values (space-separated, any one will do) and max_age (in
seconds), sent directly or pushed. Before anything is decided, the
subject module's authentication/1 says how the signed-in person did;
when that does not meet the request, its reauthenticate/2 sends them
to sign in again and back to this URL (a pushed request is kept for
the return, until it expires), or, without it, an error page says so.
The code carries the acr and auth_time of the approval into the
tokens. See Sake.Auth.Subject.
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        issue_code(config, request, subject_id, authentication \\ %{})

      


        Issues a code for request (a map with client_id, redirect_uri,
code_challenge, scopes, resource) and subject_id; returns the plain
code. authentication, %{acr: acr, auth_time: datetime}, is how
the person signed in, which the code's tokens carry (RFC 9470).



    





      


      
        Functions


        


    

  
    
      
    
    
      issue_code(config, request, subject_id, authentication \\ %{})



        
          
        

    

  


  

      

          @spec issue_code(Sake.Auth.Config.t(), map(), String.t(), map()) :: String.t()


      


Issues a code for request (a map with client_id, redirect_uri,
code_challenge, scopes, resource) and subject_id; returns the plain
code. authentication, %{acr: acr, auth_time: datetime}, is how
the person signed in, which the code's tokens carry (RFC 9470).

  


        

      


  

    
Sake.Auth.Challenge 
    



      
An authorization challenge: what a WWW-Authenticate header says, on
either side of a request.
A client reads it from a response with parse/1 (Sake.Client hands
it back in {:error, {:unauthorized, challenge}} and
{:error, {:insufficient_scope, challenge}}): the scheme, the
resource_metadata URL (RFC 9728), the error, its
error_description, the realm and the scope. nonce is the
response's DPoP-Nonce header (RFC 9449 §9), which a use_dpop_nonce
error asks the next proof to carry. An insufficient_user_authentication
error (RFC 9470) says how the person must sign in: acr_values, the
authentication context classes any one of which will do, and max_age,
in seconds, how recently (Sake.Client hands it back in
{:error, {:insufficient_user_authentication, challenge}}).
A resource refuses a request with one: status is the HTTP status
(401, or 403 for insufficient_scope), www_authenticate the header
values to send, in order, and nonce the DPoP-Nonce to send with
them, if any. Sake.Plug turns it into the response.
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          @type t() :: %Sake.Auth.Challenge{
  acr_values: [String.t()],
  error: String.t() | nil,
  error_description: String.t() | nil,
  max_age: non_neg_integer() | nil,
  nonce: String.t() | nil,
  realm: String.t() | nil,
  resource_metadata: String.t() | nil,
  scheme: String.t() | nil,
  scope: [String.t()],
  status: 401 | 403 | nil,
  www_authenticate: [String.t()]
}
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      parse(header)



        
          
        

    

  


  

      

          @spec parse(String.t()) :: t()


      



  


        

      


  

    
Sake.Auth.Client 
    



      
An OAuth client: from a Client ID Metadata Document, dynamically
registered, or registered by the host.
A client registered for private_key_jwt authentication carries its
public keys: a JWK Set in jwks, or the URL of one in jwks_uri.
dpop_bound_access_tokens (RFC 9449 §5.2) says the client always uses
DPoP: its token requests without a proof are refused.
require_pushed_authorization_requests (RFC 9126 §6) says the client
only ever pushes its authorization requests: with par: on, the
authorize endpoint refuses its requests that were not pushed.
inserted_at is when it was registered: a dynamically registered
client that never came to hold a token or a consent is pruned some time
after (see Sake.Auth.prune/1).
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          @type t() :: %Sake.Auth.Client{
  application_type: term(),
  client_uri: term(),
  dpop_bound_access_tokens: term(),
  grant_types: term(),
  id: term(),
  inserted_at: term(),
  jwks: term(),
  jwks_uri: term(),
  kind: term(),
  logo_uri: term(),
  name: term(),
  redirect_uris: term(),
  require_pushed_authorization_requests: term(),
  scopes: term(),
  secret_hash: term(),
  token_endpoint_auth_method: term()
}


      



  


        

      


  

    
Sake.Auth.Clients 
    



      
Clients the host registers itself (for its own CLIs or partners).
{:ok, client, secret} = Sake.Auth.Clients.create(Sake.Auth.config(), %{name: "Ops CLI", redirect_uris: ["http://127.0.0.1:8765/callback"]})
confidential: true returns a secret once; store it where the client
can read it. scopes: limits what the client may request.
A machine client — a service that calls your endpoint as itself, with
the client credentials grant — needs no redirect URI, and must be able
to authenticate: with a secret, or with a key it holds (jwks:, a JWK
Set of its public keys, or jwks_uri:, where to fetch them; the
client then signs a JWT for each token request, private_key_jwt).
Keys need the optional jose dependency.
{:ok, client, nil} =
  Sake.Auth.Clients.create(config, %{
    name: "Nightly report",
    grant_types: ["client_credentials"],
    jwks: %{"keys" => [public_jwk]},
    scopes: ["reports:read"]
  })
grant_types: (default ["authorization_code", "refresh_token"]) may
also list "client_credentials" (with the subject module's
Sake.Auth.Subject.client_principal/1) and
"urn:ietf:params:oauth:grant-type:jwt-bearer", for grants from a
Sake.Auth.TrustedIssuer, and
"urn:ietf:params:oauth:grant-type:device_code", for a CLI or a
device with no browser (with device: in the auth config); a client
without "authorization_code" needs no redirect URI.
dpop_bound_access_tokens: true (RFC 9449 §5.2) refuses the client's
token requests that carry no DPoP proof, so all its tokens are bound
to a key it holds.
require_pushed_authorization_requests: true (RFC 9126 §6), with
par: in the auth config, refuses the client's authorization requests
that it did not push first.
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        create(config, attrs)

      


    


    
      
        delete(config, id)

      


    


    
      
        get(config, id)

      


    


    
      
        list(config)

      


    


    
      
        resolve(config, id)

      


        Finds a client by id: a CIMD URL is fetched, anything else is looked up in the store.
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      create(config, attrs)



        
          
        

    

  


  

      

          @spec create(Sake.Auth.Config.t(), map()) ::
  {:ok, Sake.Auth.Client.t(), String.t() | nil} | {:error, map()}


      



  



  
    
      
    
    
      delete(config, id)



        
          
        

    

  


  

      

          @spec delete(Sake.Auth.Config.t(), String.t()) :: :ok


      



  



  
    
      
    
    
      get(config, id)



        
          
        

    

  


  

      

          @spec get(Sake.Auth.Config.t(), String.t()) :: {:ok, Sake.Auth.Client.t()} | :error


      



  



  
    
      
    
    
      list(config)



        
          
        

    

  


  

      

          @spec list(Sake.Auth.Config.t()) :: [Sake.Auth.Client.t()]


      



  



  
    
      
    
    
      resolve(config, id)



        
          
        

    

  


  

      

          @spec resolve(Sake.Auth.Config.t(), term()) ::
  {:ok, Sake.Auth.Client.t()}
  | {:error, :invalid_client | :not_allowed | :unreachable | :invalid_document}


      


Finds a client by id: a CIMD URL is fetched, anything else is looked up in the store.

  


        

      


  

    
Sake.Auth.Code 
    



      
An authorization code (stored hashed). dpop_jkt is the thumbprint of
the DPoP key the code is bound to (RFC 9449 §10), or nil: the token
request that redeems a bound code must carry a proof made with that
key. acr and auth_time are how and when the person signed in
when they approved it (Sake.Auth.Subject.authentication/1), or
nil, which its tokens carry (RFC 9470). nonce is the authorization
request's OpenID Connect nonce, or nil, which the ID token issued
for the code carries.
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          @type t() :: %Sake.Auth.Code{
  acr: term(),
  auth_time: term(),
  client_id: term(),
  code_challenge: term(),
  dpop_jkt: term(),
  expires_at: term(),
  hash: term(),
  nonce: term(),
  redirect_uri: term(),
  resource: term(),
  scopes: term(),
  subject_id: term()
}


      



  


        

      


  

    
Sake.Auth.Config 
    



      
The authorization configuration given to {Sake, auth: [...]}.
secret is the Sake secret (secret_key_base: of the Sake child,
else config :sake, :secret_key_base), which Sake puts here when
it starts, as given: an {m, f, a} is called when the secret is used.
It signs the consent form's request and the DPoP nonces.
device: turns on the device authorization grant (RFC 8628), for
clients with no browser: true, or [expires_in: seconds, interval: seconds] (how long a device code lasts, 600 by default, and how long
a client waits between two polls of the token endpoint, 5 by
default). It is off by default: the verification page has to be
mounted inside the host's signed-in pipeline first (see
Sake.Auth.DeviceVerification). It needs the Sake secret.
par: turns on pushed authorization requests (RFC 9126): true, or
[required: boolean, expires_in: seconds]. A client then pushes its
authorization request to POST {oauth_path}/par, authenticated as at
the token endpoint, and sends the person to the authorize endpoint
with the request_uri it got back, good once, for expires_in
seconds (60 by default). required: true refuses every authorization
request that was not pushed, as a client registered with
require_pushed_authorization_requests has its own refused. It is off
by default, and the metadata then says nothing about it.
acr_values: lists the authentication context classes the host's
login can sign a person in with (["pwd", "mfa"], say: the acr
values Sake.Auth.Subject.authentication/1 returns), for the
metadata's acr_values_supported (RFC 9470). An authorization
request's acr_values are then narrowed to those, and a request that
names none of them is refused with invalid_request. Without it,
the metadata says nothing and any acr_values are taken as they come.
openid: turns on OpenID Connect: true, or [id_token_ttl: seconds] (how long an ID token lasts, the access token's lifetime by
default). The token endpoint then answers a grant whose scopes include
openid with an id_token as well, GET {oauth_path}/jwks publishes
the signing keys, {oauth_path}/userinfo returns the person's claims,
and /.well-known/openid-configuration describes it all. The
openid, profile and email scopes are the authorization server's
own: no server declares them. It is off by default, and needs the
jose package and signing_keys:.
signing_keys: are the keys ID tokens are signed with: a list of
[kid: "2026-10", pem: pem] (or maps with those keys), each a PEM
private key, RSA (2048 bits or more, signing RS256), P-256 (ES256) or
P-384 (ES384), with a kid of its own. The first one signs, and all
of them are published at the JWKS endpoint, so a key is rotated by
putting the new one first, and dropped once the ID tokens it signed
have expired. Only with openid:.
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        authorize_url(c)

      


    


    
      
        device_authorization_url(c)

      


    


    
      
        device_url(c)

      


    


    
      
        dpop_required?(arg1)

      


        Whether every access token must be DPoP-bound (dpop: [required: true]).



    


    
      
        jwks_url(c)

      


    


    
      
        new(opts)

      


    


    
      
        openid_scopes(config)

      


        The OpenID Connect scopes, with descriptions, with openid:: the
authorization server's own, which no server declares; none without it.



    


    
      
        par_required?(map, client)

      


        Whether client's authorization requests must be pushed: with par: [required: true], or a client registered with
require_pushed_authorization_requests. Never without par:.



    


    
      
        par_url(c)

      


    


    
      
        register_url(c)

      


    


    
      
        request_scopes(config)

      


        Every scope an authorization request may ask for: the servers' (see
scopes/1), then the OpenID Connect ones (see openid_scopes/1).



    


    
      
        resolve_secret(secret)

      


        The Sake secret as a binary: secret is kept as Sake was given it,
and an {m, f, a} is called here, when the secret is used, never when
Sake starts (it may name an endpoint that starts after Sake).



    


    
      
        revoke_url(c)

      


    


    
      
        scopes(map)

      


        All scopes the configured servers declare, with descriptions.



    


    
      
        token_url(c)

      


    


    
      
        userinfo_url(c)
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          @type t() :: %Sake.Auth.Config{
  access_token_ttl: term(),
  acr_values: term(),
  allow_insecure: term(),
  cimd: term(),
  consent: term(),
  dcr: term(),
  device: term(),
  dpop: term(),
  issuer: term(),
  max_assertion_lifetime: term(),
  name: term(),
  oauth_path: term(),
  openid: term(),
  par: term(),
  refresh_token_ttl: term(),
  remember_consent: term(),
  resources: term(),
  secret: term(),
  servers: term(),
  signing_keys: term(),
  store: term(),
  store_state: term(),
  subject: term(),
  trusted_issuers: term(),
  unused_client_ttl: term()
}
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          @spec dpop_required?(t() | Sake.Auth.External.t()) :: boolean()


      


Whether every access token must be DPoP-bound (dpop: [required: true]).
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          @spec new(keyword()) :: t()


      



  



  
    
      
    
    
      openid_scopes(config)



        
          
        

    

  


  

      

          @spec openid_scopes(t()) :: [{String.t(), String.t()}]


      


The OpenID Connect scopes, with descriptions, with openid:: the
authorization server's own, which no server declares; none without it.
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          @spec par_required?(t(), Sake.Auth.Client.t()) :: boolean()


      


Whether client's authorization requests must be pushed: with par: [required: true], or a client registered with
require_pushed_authorization_requests. Never without par:.
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      request_scopes(config)



        
          
        

    

  


  

      

          @spec request_scopes(t()) :: [{String.t(), String.t()}]


      


Every scope an authorization request may ask for: the servers' (see
scopes/1), then the OpenID Connect ones (see openid_scopes/1).
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          @spec resolve_secret(binary() | {module(), atom(), list()}) :: binary()


      


The Sake secret as a binary: secret is kept as Sake was given it,
and an {m, f, a} is called here, when the secret is used, never when
Sake starts (it may name an endpoint that starts after Sake).
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          @spec scopes(t() | Sake.Auth.External.t()) :: [{String.t(), String.t()}]


      


All scopes the configured servers declare, with descriptions.
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Sake.Auth.Consent behaviour
    



      
Renders the consent page and the authorization error page. The default,
Sake.Auth.Consent.Default, ships its own small style sheet. A host
replaces it with consent: MyAppWeb.MCPConsent in the auth config.
render/1 receives: flow (:authorization_code, or :device for
the device verification page), client_name, client_host (nil when
unknown), redirect_host and loopback? (both nil for :device,
where nothing is redirected), user_code (for :device, the code the
person entered, to compare with the one on their device; nil
otherwise), subject_display, scopes ([{name, description}]),
resource (the endpoint URL the token will be for), request
(opaque, goes into a hidden field), action (the POST path),
csrf_token (empty when the host runs no CSRF middleware),
issuer_name. Post the form's decision as approve or deny.
render_error/1 receives title, message, status; the device
verification page also shows its final message with it, with status
200.
The optional render_user_code/1 is the device verification page's
code entry form (Sake.Auth.Consent.Default's when a module does not
define it). It receives user_code (the code to prefill, from
verification_uri_complete, or ""), error (why the last code was
refused, or nil), subject_display, request (opaque, goes into a
hidden field), action, csrf_token and issuer_name; the form
posts user_code.
A Sake.Auth.Consent struct is also a remembered approval of a client
by a subject for one resource, held by Sake.Auth.Store.
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        render_user_code(map)
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          @type t() :: %Sake.Auth.Consent{
  client_id: term(),
  inserted_at: term(),
  resource: term(),
  scopes: term(),
  subject_id: term()
}
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          @callback render(map()) :: iodata()


      



  



  
    
      
    
    
      render_error(map)



        
          
        

    

  


  

      

          @callback render_error(map()) :: iodata()


      



  



  
    
      
    
    
      render_user_code(map)


        (optional)


        
          
        

    

  


  

      

          @callback render_user_code(map()) :: iodata()


      



  


        

      


  

    
Sake.Auth.Consent.Default 
    



      
The consent, code entry and error pages that ship with Sake.
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        render(assigns)

      


        Callback implementation for Sake.Auth.Consent.render/1.



    


    
      
        render_error(assigns)

      


        Callback implementation for Sake.Auth.Consent.render_error/1.



    


    
      
        render_user_code(assigns)

      


        Callback implementation for Sake.Auth.Consent.render_user_code/1.
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Callback implementation for Sake.Auth.Consent.render/1.
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Callback implementation for Sake.Auth.Consent.render_error/1.
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Callback implementation for Sake.Auth.Consent.render_user_code/1.

  


        

      


  

    
Sake.Auth.DeviceGrant 
    



      
A device authorization grant (RFC 8628), stored hashed: hash is the
device code's, user_code_hash the user code's. status is
:pending until the person decides, then :approved (with
subject_id and the scopes they granted) or :denied, and
:issued once the client has its tokens. last_polled_at is when
the client last asked the token endpoint, against interval.
extra holds the device authorization request's parameters that are
not fields, as Sake.Auth.PushedRequest's does: "acr_values" and
"max_age" (RFC 9470), with string keys and JSON values. acr and
auth_time are how and when the person who approved it signed in,
which its tokens carry.
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        poll(grant, client_id, now)

      


        The answer to a poll of grant by client_id at now, and the grant
as it is after it (or nil when nothing changes), by the rules of
Sake.Auth.Store.poll_device_grant/4. A store calls it while it
holds the grant's row, and writes the grant back.
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          @type status() :: :pending | :approved | :denied | :issued


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Sake.Auth.DeviceGrant{
  acr: term(),
  auth_time: term(),
  client_id: term(),
  expires_at: term(),
  extra: term(),
  hash: term(),
  inserted_at: term(),
  interval: term(),
  last_polled_at: term(),
  resource: term(),
  scopes: term(),
  status: term(),
  subject_id: term(),
  user_code_hash: term()
}
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      poll(grant, client_id, now)



        
          
        

    

  


  

      

          @spec poll(t(), String.t(), DateTime.t()) ::
  {{:approved, t()}
   | :pending
   | :slow_down
   | :denied
   | :expired
   | :used
   | :error, t() | nil}


      


The answer to a poll of grant by client_id at now, and the grant
as it is after it (or nil when nothing changes), by the rules of
Sake.Auth.Store.poll_device_grant/4. A store calls it while it
holds the grant's row, and writes the grant back.

  


        

      


  

    
Sake.Auth.DeviceVerification 
    



      
The device verification page (RFC 8628 §3.3), at {oauth_path}/device:
where a person enters the user code a CLI or a device shows them, then
approves or denies its request on the consent page. Mount it, like
Sake.Auth.Authorize, inside the pipeline that requires a signed-in
person; Sake reads the person through Sake.Auth.Subject. It answers
404 without device: in the auth config.
GET shows the code entry form (Sake.Auth.Consent.render_user_code/1),
prefilled from verification_uri_complete's user_code; nothing is
looked up until the person submits it. A posted code shows the
consent page, with the code on it to compare with the device's. A
code that is unknown, expired or already decided is refused with the
same message, and each signed-in person may enter five codes a minute,
which is what keeps the eight characters of a user code out of reach
of guessing. The consent page shows even when the person approved the
client before: whoever started the request may have sent the code to
someone else to approve.
Both forms carry a signed blob bound to the signed-in person, which
expires after ten minutes, and the host's CSRF token when its pipeline
runs Plug.CSRFProtection, as Sake.Auth.Authorize's form does. The
pages refuse to be framed.
A device request may say how the person must have signed in (RFC
9470: acr_values, max_age). Once the person submits its code, a
sign-in that does not meet it (by the subject module's
authentication/1) is sent to reauthenticate/2, with the conn's
query string set to the code (user_code=...), so that coming back to
request_path?query_string shows the form with the code filled in;
the grant stays pending meanwhile. The approval records the acr and
auth_time of the person's sign-in, which the tokens carry.

      




  

    
Sake.Auth.External behaviour
    



      
An endpoint whose tokens come from an authorization server Sake does not
run: your app's own OAuth provider (ExOauth2Provider, Boruta, a
hand-rolled one) or an external identity provider (Keycloak, Auth0,
Okta, Entra ID, Cognito, WorkOS). Sake is then only the resource server:
it checks the tokens that server issues and enforces the scopes.
Name each authorization server in the Sake child, and point an
endpoint at it by name:
{Sake,
 secret_key_base: ...,
 external_auth: [
   keycloak: [
     issuer: "https://sso.example.com/realms/acme",
     verify: :jwt,
     servers: [MyApp.MCP]
   ]
 ]}

sake_endpoint "/mcp", server: MyApp.MCP, auth: :keycloak
Sake.Auth (auth: [...]) is not needed at all; with it, one endpoint
may take Sake's own tokens (auth: true) and another an external
server's.
Options
	:issuer (required) — the authorization server's issuer
identifier, exactly as its tokens' iss and its metadata say it
(Auth0's ends with a slash). The protected resource metadata
names it in authorization_servers, so MCP clients discover it as
they would Sake's own.
	:verify (required) — how a token is checked:	:jwt — a JWT access token (RFC 9068), verified with the
issuer's keys: :jwks (a JWK Set map) or :jwks_uri, or else
the jwks_uri of the issuer's OpenID Connect or RFC 8414
metadata. Needs the optional jose dependency.
	{:introspection, opts} — token introspection (RFC 7662) at
endpoint:, authenticated as the resource with client_id:
and client_secret: (auth_method: :basic, the default, or
:post). An active answer is cached for cache: seconds
(default 60, 0 turns the cache off), never past the token's
exp, keyed by a digest of the token.
	a module that implements verify_token/2, or a function of
two arguments ({module, function} or a capture): your own
code, for a provider that runs in your app.


	:audiences — the aud values a token must carry one of. By
default the endpoint's own URL, the resource the client asked for
(RFC 8707). :any turns the audience check off; see the security
note in the external authorization guide before you do.
	:typ — the typ header a JWT access token must have: default
"at+jwt" (RFC 9068). Many identity providers issue plain
"JWT" access tokens; say so, or :any.
	:principal — what a token stands for, as the endpoint's
ctx.scope: a function of the verified claims (string keys) that
returns {:ok, principal} or :error (a function of one
argument, or {module, function}). By default the claims
themselves.
	:servers — the servers whose scopes the resource metadata lists
in scopes_supported and challenges name, as for Sake.Auth.
	:resources — the endpoint paths this server protects (with
:param segments), so the protected resource metadata at each
path names the right issuer. Needed whenever Sake knows more than
one authorization server (Sake.Auth and this one, or several
external ones).
	:dpop — as for Sake.Auth: true (the default, when jose is
there), false, or [nonce: boolean, required: boolean]. A
token bound to a key (cnf.jkt) is only ever accepted with a
proof made with that key.
	:extensions — the authorization extensions to declare in the
endpoint's MCP capabilities (:client_credentials,
:enterprise), when this server offers their grants. Default
none.
	:url — the origin MCP clients reach this app's endpoints at
("https://mcp.example.com"), for the resource URL the protected
resource metadata names, the default audience and DPoP proofs.
Without it, the origin the request arrived with: give it when a
proxy in front of the app sends another host (see "Behind a proxy"
in the security guide).
	:resource_name — the protected resource metadata's
resource_name.
	:allow_insecure — allow http URLs (issuer, keys, introspection
endpoint), for development and tests.

The token
Whichever way it was verified, a token becomes the same
Sake.Auth.TokenRecord a token of Sake.Auth does, in ctx.token:
scopes from scope (or scp, a string or a list), client_id from
client_id (or azp), subject_id from sub, jkt from cnf.jkt,
expires_at from exp, acr from acr and auth_time from
auth_time (seconds since the epoch; RFC 9470: how and when the
person signed in, which a tool's authentication: requirement is
checked against), and issuer and claims besides. A token
whose cnf binds it any other way than jkt (a client certificate,
x5t#S256, RFC 8705) is refused, since Sake cannot check that
binding. A token without sub, or whose sub is its client (RFC 9068
§2.2, the client credentials grant), is a machine client's:
subject_id is nil.
Scope checks, step-up challenges, middleware, and task ownership work
as for Sake's own tokens; tasks and request states are bound to the
issuer as well as the subject, so the same sub from another issuer
is someone else.
Each refusal is the telemetry event [:sake, :auth, :external, :refused], with the configuration's name, its issuer and the
reason (:invalid_audience, :expired, :bad_signature,
:inactive, :unsupported_confirmation, ...), for finding out why a
token is not accepted.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Callbacks
  


    
      
        verify_token(token, conn)

      


        Verifies a token for a provider that runs in your app. Return the
token's claims, in the shape of an introspection answer (RFC 7662
§2.2, string or atom keys): sub, client_id, scope (a string or a
list), exp (seconds or a DateTime), aud, cnf with jkt for a
DPoP-bound token, and acr and auth_time (seconds or a DateTime)
for a tool that requires a strong or recent sign-in. {:ok, claims, principal} gives the principal as
well, when the query that found the token loaded it, and skips
principal:. :error refuses the token.



    





  
    Functions
  


    
      
        fetch!(name)

      


        The external authorization server configured under name; raises when there is none.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Sake.Auth.External{
  allow_insecure: term(),
  audiences: term(),
  dpop: term(),
  extensions: term(),
  issuer: term(),
  jwks: term(),
  jwks_uri: term(),
  name: term(),
  principal: term(),
  resource_name: term(),
  resources: term(),
  secret: term(),
  servers: term(),
  typ: term(),
  url: term(),
  verify: term()
}


      



  


        

      

      
        Callbacks


        


  
    
      
    
    
      verify_token(token, conn)



        
          
        

    

  


  

      

          @callback verify_token(token :: String.t(), conn :: Plug.Conn.t()) ::
  {:ok, map()} | {:ok, map(), term()} | :error


      


Verifies a token for a provider that runs in your app. Return the
token's claims, in the shape of an introspection answer (RFC 7662
§2.2, string or atom keys): sub, client_id, scope (a string or a
list), exp (seconds or a DateTime), aud, cnf with jkt for a
DPoP-bound token, and acr and auth_time (seconds or a DateTime)
for a tool that requires a strong or recent sign-in. {:ok, claims, principal} gives the principal as
well, when the query that found the token loaded it, and skips
principal:. :error refuses the token.

  


        

      

      
        Functions


        


  
    
      
    
    
      fetch!(name)



        
          
        

    

  


  

      

          @spec fetch!(atom()) :: t()


      


The external authorization server configured under name; raises when there is none.

  


        

      


  

    
Sake.Auth.Migration 
    



      
The tables of Sake.Auth.Store.Ecto. In your app:
defmodule MyApp.Repo.Migrations.AddSakeAuth do
  use Ecto.Migration
  def up, do: Sake.Auth.Migration.up()
  def down, do: Sake.Auth.Migration.down()
end
Both take prefix:.

      


      
        Summary


  
    Functions
  


    
      
        down(opts \\ [])

      


    


    
      
        up(opts \\ [])

      


    





      


      
        Functions


        


    

  
    
      
    
    
      down(opts \\ [])



        
          
        

    

  


  

      

          @spec down(keyword()) :: :ok


      



  



    

  
    
      
    
    
      up(opts \\ [])



        
          
        

    

  


  

      

          @spec up(keyword()) :: :ok


      



  


        

      


  

    
Sake.Auth.PushedRequest 
    



      
A pushed authorization request (RFC 9126), stored by the hash of its
request_uri until the authorize endpoint consumes it, once, or it
expires. The other fields are the validated request's: extra holds
the parameters a later feature adds ("dpop_jkt", the thumbprint of
the DPoP key the code will be bound to), with string keys and JSON
values, so a store can keep it as JSON. It holds "acr_values" and
"max_age" too, when the client asks how the person must have signed
in (RFC 9470).

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Sake.Auth.PushedRequest{
  client_id: term(),
  code_challenge: term(),
  expires_at: term(),
  extra: term(),
  hash: term(),
  inserted_at: term(),
  redirect_uri: term(),
  resource: term(),
  scopes: term(),
  state: term()
}


      



  


        

      


  

    
Sake.Auth.RouterPlug 
    



      
The token, registration, revocation, device authorization and pushed
authorization request endpoints, and with openid: the JWKS and
userinfo endpoints, as one Plug router for hosts without Phoenix:
forward "/oauth", to: Sake.Auth.RouterPlug
Mount Sake.Auth.Authorize yourself, behind your session and login
plugs, at /oauth/authorize, and with device:
Sake.Auth.DeviceVerification the same way, at /oauth/device.

      


      
        Summary


  
    Functions
  


    
      
        call(conn, opts)

      


        Callback implementation for Plug.call/2.



    


    
      
        init(opts)

      


        Callback implementation for Plug.init/1.



    





      


      
        Functions


        


  
    
      
    
    
      call(conn, opts)



        
          
        

    

  


  

Callback implementation for Plug.call/2.

  



  
    
      
    
    
      init(opts)



        
          
        

    

  


  

Callback implementation for Plug.init/1.

  


        

      


  

    
Sake.Auth.Store behaviour
    



      
Where clients, codes, pushed authorization requests, device grants, tokens and consents live. Implemented by Sake.Auth.Store.ETS and Sake.Auth.Store.Ecto.

      


      
        Summary


  
    Types
  


    
      
        state()

      


    





  
    Callbacks
  


    
      
        consume_code(state, t)

      


        Consumes a code, if and only if it was not consumed yet, atomically. The
store keeps knowing the consumed code until it expires, as the fence
put_code_tokens/3 checks.



    


    
      
        consume_pushed_request(state, hash)

      


        Takes the pushed authorization request whose request_uri has this
hash, if and only if nobody took it before, atomically: of two
concurrent calls, one gets it and the other :error. The store may
forget it then; the caller checks its expiry and its client.



    


    
      
        consume_refresh(state, t)

      


        Marks a refresh token used now, if and only if it was unused, atomically:
two concurrent calls for the same hash must not both succeed. Returns the
record as it was before this call.



    


    
      
        decide_device_grant(state, hash, arg3)

      


        Records the person's decision on a pending device grant (by its
device code's hash), if and only if it is still pending, atomically:
of two concurrent decisions, one gets :ok and the other :error.
An approval sets subject_id, narrows scopes to those granted, and
sets acr and auth_time from authentication, how the person
signed in (either may be nil).



    


    
      
        delete_client(state, t)

      


    


    
      
        delete_consent(state, subject_id, client_id, resource)

      


        Forgets the approval for one resource, or for every resource with :all.



    


    
      
        get_client(state, t)

      


    


    
      
        get_consent(state, subject_id, client_id, resource)

      


    


    
      
        get_device_grant_by_user_code(state, user_code_hash)

      


    


    
      
        get_token(state, arg2, t)

      


    


    
      
        init(keyword)

      


    


    
      
        list_clients(state)

      


    


    
      
        once(state, key, expires_at)

      


        Records key (a digest naming a single-use JWT: a client assertion, a
JWT grant, a DPoP proof) until expires_at, in Unix seconds: :ok the
first time, :replayed while it is recorded. Atomic across every node
that shares the store: of two calls with the same key, exactly one gets
:ok.



    


    
      
        poll_device_grant(state, hash, client_id, now)

      


        A poll of the token endpoint for the device grant hash, by the
client client_id, at now, atomically. :error for a grant that
does not exist or is another client's; then, in this order, :used
once its tokens were issued, :denied, :expired (from
expires_at), :slow_down when the last poll was less than
interval seconds ago, :pending, and {:approved, grant} for an
approved grant, which becomes :issued: of two concurrent polls, only
one gets it. Every poll but the first three records now as
last_polled_at.



    


    
      
        prune(state, now, before)

      


        Deletes the codes, pushed authorization requests, device grants and
tokens that expired by now; the consents inserted before
before.consents whose subject, client and resource have no live
(unexpired, unrevoked) refresh token left; and the dynamically
registered clients registered before before.unused_clients that hold
no live token, no consent, no code, no pushed request and no device
grant.



    


    
      
        prune_once(state, now)

      


        Forgets the keys once/3 recorded that expired by now, in Unix seconds.



    


    
      
        put_client(state, t)

      


    


    
      
        put_code(state, t)

      


    


    
      
        put_code_tokens(state, code_hash, list)

      


        Stores the tokens issued for a consumed code (their family_id is the
code's hash), all of them or none: none, returning :revoked, when the
family was revoked since the code was consumed (a replay of the code).
A store may refuse a code it no longer knows the same way. Atomic with revoke_family/2: whichever of the
two runs second sees the other's effect, so a replay never leaves a
live pair behind.



    


    
      
        put_consent(state, t)

      


        Remembers an approval, keyed by subject, client and resource (replacing an earlier one).



    


    
      
        put_device_grant(state, t)

      


    


    
      
        put_device_tokens(state, hash, list)

      


        Stores the tokens issued for a device grant (their family_id is its
hash), all of them or none: none, returning :revoked, when the
family was revoked since the grant was issued (a replay of the device
code). Atomic with revoke_family/2, as put_code_tokens/3 is.



    


    
      
        put_pushed_request(state, t)

      


    


    
      
        put_rotated_tokens(state, refresh_hash, list)

      


        Stores the tokens a refresh rotated into, all of them or none: none,
returning :revoked, when the refresh token they replace (by hash) is
revoked or gone, as a concurrent reuse of it revokes its family.
Atomic with revoke_family/2: whichever of the two runs second sees
the other's effect.



    


    
      
        put_token(state, t)

      


    


    
      
        revoke_family(state, t)

      


        Revokes every token of a family, and the code or device grant whose
hash is the family's id, so that put_code_tokens/3 and
put_device_tokens/3 refuse the tokens not stored yet.



    


    
      
        revoke_token(state, t)

      


    


    
      
        tokens_for_subject(state, t)

      


    





      


      
        Types


        


  
    
      
    
    
      state()



        
          
        

    

  


  

      

          @type state() :: term()


      



  


        

      

      
        Callbacks


        


  
    
      
    
    
      consume_code(state, t)



        
          
        

    

  


  

      

          @callback consume_code(state(), String.t()) :: {:ok, Sake.Auth.Code.t()} | :error


      


Consumes a code, if and only if it was not consumed yet, atomically. The
store keeps knowing the consumed code until it expires, as the fence
put_code_tokens/3 checks.

  



  
    
      
    
    
      consume_pushed_request(state, hash)



        
          
        

    

  


  

      

          @callback consume_pushed_request(state(), hash :: String.t()) ::
  {:ok, Sake.Auth.PushedRequest.t()} | :error


      


Takes the pushed authorization request whose request_uri has this
hash, if and only if nobody took it before, atomically: of two
concurrent calls, one gets it and the other :error. The store may
forget it then; the caller checks its expiry and its client.

  



  
    
      
    
    
      consume_refresh(state, t)



        
          
        

    

  


  

      

          @callback consume_refresh(state(), String.t()) ::
  {:ok, Sake.Auth.TokenRecord.t()}
  | {:error, :used, Sake.Auth.TokenRecord.t()}
  | :error


      


Marks a refresh token used now, if and only if it was unused, atomically:
two concurrent calls for the same hash must not both succeed. Returns the
record as it was before this call.

  



  
    
      
    
    
      decide_device_grant(state, hash, arg3)



        
          
        

    

  


  

      

          @callback decide_device_grant(
  state(),
  hash :: String.t(),
  {:approved, subject_id :: String.t(), scopes :: [String.t()],
   authentication :: %{acr: String.t() | nil, auth_time: DateTime.t() | nil}}
  | :denied
) :: :ok | :error


      


Records the person's decision on a pending device grant (by its
device code's hash), if and only if it is still pending, atomically:
of two concurrent decisions, one gets :ok and the other :error.
An approval sets subject_id, narrows scopes to those granted, and
sets acr and auth_time from authentication, how the person
signed in (either may be nil).

  



  
    
      
    
    
      delete_client(state, t)



        
          
        

    

  


  

      

          @callback delete_client(state(), String.t()) :: :ok


      



  



  
    
      
    
    
      delete_consent(state, subject_id, client_id, resource)



        
          
        

    

  


  

      

          @callback delete_consent(
  state(),
  subject_id :: String.t(),
  client_id :: String.t(),
  resource :: String.t() | :all
) :: :ok


      


Forgets the approval for one resource, or for every resource with :all.

  



  
    
      
    
    
      get_client(state, t)



        
          
        

    

  


  

      

          @callback get_client(state(), String.t()) :: {:ok, Sake.Auth.Client.t()} | :error


      



  



  
    
      
    
    
      get_consent(state, subject_id, client_id, resource)



        
          
        

    

  


  

      

          @callback get_consent(
  state(),
  subject_id :: String.t(),
  client_id :: String.t(),
  resource :: String.t()
) ::
  {:ok, Sake.Auth.Consent.t()} | :error


      



  



  
    
      
    
    
      get_device_grant_by_user_code(state, user_code_hash)



        
          
        

    

  


  

      

          @callback get_device_grant_by_user_code(state(), user_code_hash :: String.t()) ::
  {:ok, Sake.Auth.DeviceGrant.t()} | :error


      



  



  
    
      
    
    
      get_token(state, arg2, t)



        
          
        

    

  


  

      

          @callback get_token(state(), :access | :refresh, String.t()) ::
  {:ok, Sake.Auth.TokenRecord.t()} | :error


      



  



  
    
      
    
    
      init(keyword)



        
          
        

    

  


  

      

          @callback init(keyword()) :: state()


      



  



  
    
      
    
    
      list_clients(state)



        
          
        

    

  


  

      

          @callback list_clients(state()) :: [Sake.Auth.Client.t()]


      



  



  
    
      
    
    
      once(state, key, expires_at)



        
          
        

    

  


  

      

          @callback once(state(), key :: String.t(), expires_at :: integer()) :: :ok | :replayed


      


Records key (a digest naming a single-use JWT: a client assertion, a
JWT grant, a DPoP proof) until expires_at, in Unix seconds: :ok the
first time, :replayed while it is recorded. Atomic across every node
that shares the store: of two calls with the same key, exactly one gets
:ok.

  



  
    
      
    
    
      poll_device_grant(state, hash, client_id, now)



        
          
        

    

  


  

      

          @callback poll_device_grant(
  state(),
  hash :: String.t(),
  client_id :: String.t(),
  now :: DateTime.t()
) ::
  {:approved, Sake.Auth.DeviceGrant.t()}
  | :pending
  | :slow_down
  | :denied
  | :expired
  | :used
  | :error


      


A poll of the token endpoint for the device grant hash, by the
client client_id, at now, atomically. :error for a grant that
does not exist or is another client's; then, in this order, :used
once its tokens were issued, :denied, :expired (from
expires_at), :slow_down when the last poll was less than
interval seconds ago, :pending, and {:approved, grant} for an
approved grant, which becomes :issued: of two concurrent polls, only
one gets it. Every poll but the first three records now as
last_polled_at.

  



  
    
      
    
    
      prune(state, now, before)



        
          
        

    

  


  

      

          @callback prune(
  state(),
  now :: DateTime.t(),
  before :: %{consents: DateTime.t(), unused_clients: DateTime.t()}
) :: :ok


      


Deletes the codes, pushed authorization requests, device grants and
tokens that expired by now; the consents inserted before
before.consents whose subject, client and resource have no live
(unexpired, unrevoked) refresh token left; and the dynamically
registered clients registered before before.unused_clients that hold
no live token, no consent, no code, no pushed request and no device
grant.

  



  
    
      
    
    
      prune_once(state, now)



        
          
        

    

  


  

      

          @callback prune_once(state(), now :: integer()) :: :ok


      


Forgets the keys once/3 recorded that expired by now, in Unix seconds.

  



  
    
      
    
    
      put_client(state, t)



        
          
        

    

  


  

      

          @callback put_client(state(), Sake.Auth.Client.t()) :: :ok


      



  



  
    
      
    
    
      put_code(state, t)



        
          
        

    

  


  

      

          @callback put_code(state(), Sake.Auth.Code.t()) :: :ok


      



  



  
    
      
    
    
      put_code_tokens(state, code_hash, list)



        
          
        

    

  


  

      

          @callback put_code_tokens(state(), code_hash :: String.t(), [Sake.Auth.TokenRecord.t()]) ::
  :ok | :revoked


      


Stores the tokens issued for a consumed code (their family_id is the
code's hash), all of them or none: none, returning :revoked, when the
family was revoked since the code was consumed (a replay of the code).
A store may refuse a code it no longer knows the same way. Atomic with revoke_family/2: whichever of the
two runs second sees the other's effect, so a replay never leaves a
live pair behind.

  



  
    
      
    
    
      put_consent(state, t)



        
          
        

    

  


  

      

          @callback put_consent(state(), Sake.Auth.Consent.t()) :: :ok


      


Remembers an approval, keyed by subject, client and resource (replacing an earlier one).

  



  
    
      
    
    
      put_device_grant(state, t)



        
          
        

    

  


  

      

          @callback put_device_grant(state(), Sake.Auth.DeviceGrant.t()) :: :ok


      



  



  
    
      
    
    
      put_device_tokens(state, hash, list)



        
          
        

    

  


  

      

          @callback put_device_tokens(state(), hash :: String.t(), [Sake.Auth.TokenRecord.t()]) ::
  :ok | :revoked


      


Stores the tokens issued for a device grant (their family_id is its
hash), all of them or none: none, returning :revoked, when the
family was revoked since the grant was issued (a replay of the device
code). Atomic with revoke_family/2, as put_code_tokens/3 is.

  



  
    
      
    
    
      put_pushed_request(state, t)



        
          
        

    

  


  

      

          @callback put_pushed_request(state(), Sake.Auth.PushedRequest.t()) :: :ok


      



  



  
    
      
    
    
      put_rotated_tokens(state, refresh_hash, list)



        
          
        

    

  


  

      

          @callback put_rotated_tokens(state(), refresh_hash :: String.t(), [
  Sake.Auth.TokenRecord.t()
]) ::
  :ok | :revoked


      


Stores the tokens a refresh rotated into, all of them or none: none,
returning :revoked, when the refresh token they replace (by hash) is
revoked or gone, as a concurrent reuse of it revokes its family.
Atomic with revoke_family/2: whichever of the two runs second sees
the other's effect.

  



  
    
      
    
    
      put_token(state, t)



        
          
        

    

  


  

      

          @callback put_token(state(), Sake.Auth.TokenRecord.t()) :: :ok


      



  



  
    
      
    
    
      revoke_family(state, t)



        
          
        

    

  


  

      

          @callback revoke_family(state(), String.t()) :: :ok


      


Revokes every token of a family, and the code or device grant whose
hash is the family's id, so that put_code_tokens/3 and
put_device_tokens/3 refuse the tokens not stored yet.

  



  
    
      
    
    
      revoke_token(state, t)



        
          
        

    

  


  

      

          @callback revoke_token(state(), String.t()) :: :ok


      



  



  
    
      
    
    
      tokens_for_subject(state, t)



        
          
        

    

  


  

      

          @callback tokens_for_subject(state(), String.t()) :: [Sake.Auth.TokenRecord.t()]


      



  


        

      


  

    
Sake.Auth.Store.ETS 
    



      
An in-memory store for development and tests on one node. Everything is
lost on restart.

      


      
        Summary


  
    Functions
  


    
      
        child_spec(opts)

      


    


    
      
        start_link(_)

      


    





      


      
        Functions


        


  
    
      
    
    
      child_spec(opts)



        
          
        

    

  


  


  



  
    
      
    
    
      start_link(_)



        
          
        

    

  


  


  


        

      


  

    
Sake.Auth.Store.Ecto 
    



      
The Ecto store: store: {Sake.Auth.Store.Ecto, repo: MyApp.Repo} with
the tables from Sake.Auth.Migration. Tested on Postgres.

      




  

    
Sake.Auth.Subject behaviour
    



      
How Sake finds the person behind a request. The host implements it:
defmodule MyAppWeb.MCPSubject do
  @behaviour Sake.Auth.Subject
  def from_conn(conn), do: with(%{user: user} <- conn.assigns[:current_scope], do: {:ok, user}, else: (_ -> :error))
  def id(user), do: user.id
  def fetch(id), do: MyApp.Accounts.fetch_user(id)
  def display(user), do: user.email
end
Sake stores only the string ID.
The optional authorize_resource?/2 decides whether this person may
authorize a client for an endpoint URL; without it, every signed-in
person may. A multi-tenant host uses it to refuse a token for a tenant
the person does not belong to (see the tenants guide). It is asked
again, with the principal fetch/1 loads, on every refresh: a person
it now refuses (or whom fetch/1 no longer finds) cannot renew the
grant, and every token of it is revoked. An access token already
issued lasts until it expires.
The optional scopes_for/2 decides which of the server's scopes this
person may hold for an endpoint URL: a list of scopes, or :all;
without it, every scope. Sake grants the scopes a client asks for, so
without it a person who may use the endpoint at all gets every scope
there is (a viewer gets issues:write as an admin does). With it:
	the authorize page grants, and the consent page shows, only the
requested scopes the person may hold, and refuses the request with
access_denied when none is left;
	a JWT grant or a machine client's token gets only those of its
principal;
	a refresh renews the grant with only those the person may still
hold;
	every request narrows the token's scopes to them, with the
principal fetch/1 has just loaded, so a person whose role
changes loses a scope at once, before the access token expires.

It runs on every request, as fetch/1 does: keep it as cheap. It does
not apply to the tokens of an external authorization server
(Sake.Auth.External), whose scopes are that server's to grant.
Two more optional callbacks let tokens be issued without a person at
the browser, and refuse by default:
	client_principal/1 — the principal a machine client acts as,
for the client credentials grant. It is asked when a token is
issued and again on every request the token makes, so returning
:error cuts the client off at once. Such a token has no subject:
its subject_id is nil, and client_id names the client.
	assertion_principal/2 — the person (or workload) a JWT grant
from a trusted issuer stands for: the claims of a verified
enterprise ID-JAG, or of a workload identity token, and the
Sake.Auth.TrustedIssuer that issued it. The token's subject is
id/1 of the principal returned, so fetch/1 loads it on every
request as for anyone else.

How the person signed in
Sake does not sign anyone in, nor run multi-factor authentication: the
host's login does. Two optional callbacks tell Sake how it went, for
the tools that ask for a strong or a recent sign-in (RFC 9470, see
"Step-up authentication" in the authorization guide):
	authentication/1 — how and when the person signed in to the
session of this request: %{acr: acr, auth_time: datetime}, the
authentication context class ("mfa", "pwd", or whatever names
your login gives its methods) and the time of that sign-in, either
nil when unknown. The authorize endpoint and the device
verification page ask it when the person approves a request, and
the code or the device grant carries the answer into the tokens; a
refresh keeps it, since a refresh is no new sign-in. Default
%{acr: nil, auth_time: nil}.
	reauthenticate/2 — send the person to sign in again (or to
complete MFA), then back to the current URL (conn.request_path
and conn.query_string, with GET). The authorize endpoint and
the device verification page call it when a client asks for
acr_values or a max_age that authentication/1's answer does
not meet; the second argument says what was asked:
%{acr_values: [acr], max_age: seconds | nil}. Coming back with a
sign-in that still does not meet it calls it again: make sure the
sign-in it sends the person to can. Default: an error page, "Sign in
again to continue", which ends the request there.

Who the person is (OpenID Connect)
With openid: (see Sake.Auth.Config), a client granted the openid
scope gets an ID token naming the person by id/1 (its sub), and
may ask the userinfo endpoint for more. The optional claims/2 says
what: the claims of the person for the scopes granted (profile,
email), as a map of OpenID Connect claim names ("name", "email",
"email_verified", ...) to JSON values. Sake never reads your user
schema: what it returns is all a client learns. Default: no claims
but sub.
scopes_for/2 applies to these scopes as to any other: a host whose
scopes_for/2 returns a list withholds openid, profile and
email unless the list names them.

      


      
        Summary


  
    Callbacks
  


    
      
        assertion_principal(claims, issuer)

      


        The account a verified JWT grant stands for; :error refuses it.



    


    
      
        authentication(t)

      


        How and when the person of this request signed in; default %{acr: nil, auth_time: nil}.



    


    
      
        authorize_resource?(principal, resource)

      


        Whether this person may authorize a client for this endpoint URL, or renew such a grant; default true.



    


    
      
        claims(principal, scopes)

      


        The person's OpenID Connect claims for the granted scopes (profile, email); default none.



    


    
      
        client_principal(client)

      


        The principal a machine client acts as (client credentials); :error refuses it.



    


    
      
        display(term)

      


    


    
      
        fetch(t)

      


    


    
      
        from_conn(t)

      


    


    
      
        id(term)

      


    


    
      
        reauthenticate(t, map)

      


        Sends the person to sign in again, as asked, and back to the current URL; default an error page.



    


    
      
        scopes_for(principal, resource)

      


        The scopes this person may hold for this endpoint URL, or :all; default :all.



    





      


      
        Callbacks


        


  
    
      
    
    
      assertion_principal(claims, issuer)


        (optional)


        
          
        

    

  


  

      

          @callback assertion_principal(claims :: map(), issuer :: Sake.Auth.TrustedIssuer.t()) ::
  {:ok, term()} | :error


      


The account a verified JWT grant stands for; :error refuses it.

  



  
    
      
    
    
      authentication(t)


        (optional)


        
          
        

    

  


  

      

          @callback authentication(Plug.Conn.t()) :: %{
  acr: String.t() | nil,
  auth_time: DateTime.t() | nil
}


      


How and when the person of this request signed in; default %{acr: nil, auth_time: nil}.

  



  
    
      
    
    
      authorize_resource?(principal, resource)


        (optional)


        
          
        

    

  


  

      

          @callback authorize_resource?(principal :: term(), resource :: String.t()) :: boolean()


      


Whether this person may authorize a client for this endpoint URL, or renew such a grant; default true.

  



  
    
      
    
    
      claims(principal, scopes)


        (optional)


        
          
        

    

  


  

      

          @callback claims(principal :: term(), scopes :: [String.t()]) :: map()


      


The person's OpenID Connect claims for the granted scopes (profile, email); default none.

  



  
    
      
    
    
      client_principal(client)


        (optional)


        
          
        

    

  


  

      

          @callback client_principal(client :: Sake.Auth.Client.t()) :: {:ok, term()} | :error


      


The principal a machine client acts as (client credentials); :error refuses it.

  



  
    
      
    
    
      display(term)



        
          
        

    

  


  

      

          @callback display(term()) :: String.t()


      



  



  
    
      
    
    
      fetch(t)



        
          
        

    

  


  

      

          @callback fetch(String.t()) :: {:ok, term()} | :error


      



  



  
    
      
    
    
      from_conn(t)



        
          
        

    

  


  

      

          @callback from_conn(Plug.Conn.t()) :: {:ok, term()} | :error


      



  



  
    
      
    
    
      id(term)



        
          
        

    

  


  

      

          @callback id(term()) :: String.t()


      



  



  
    
      
    
    
      reauthenticate(t, map)


        (optional)


        
          
        

    

  


  

      

          @callback reauthenticate(Plug.Conn.t(), %{
  acr_values: [String.t()],
  max_age: non_neg_integer() | nil
}) ::
  Plug.Conn.t()


      


Sends the person to sign in again, as asked, and back to the current URL; default an error page.

  



  
    
      
    
    
      scopes_for(principal, resource)


        (optional)


        
          
        

    

  


  

      

          @callback scopes_for(principal :: term(), resource :: String.t()) :: [String.t()] | :all


      


The scopes this person may hold for this endpoint URL, or :all; default :all.

  


        

      


  

    
Sake.Auth.TokenRecord 
    



      
An access or refresh token (stored hashed). family_id groups the
tokens born from one authorization code. jkt is the RFC 7638
thumbprint of the DPoP key the token is bound to (its cnf.jkt), or nil
for a bearer token. acr and auth_time are how and when the person
signed in to approve the grant (RFC 9470), or nil when unknown (and
always for a machine client); a refresh keeps them, since it is no new
sign-in.
A token from an external authorization server (see
Sake.Auth.External) is never stored: its record is made for each
request, with that server's issuer and the verified claims (the
JWT's, the introspection answer, or what your callback returned). Both
are nil for a token of Sake.Auth.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Sake.Auth.TokenRecord{
  acr: term(),
  auth_time: term(),
  claims: term(),
  client_id: term(),
  expires_at: term(),
  family_id: term(),
  hash: term(),
  id: term(),
  inserted_at: term(),
  issuer: term(),
  jkt: term(),
  kind: term(),
  resource: term(),
  revoked_at: term(),
  scopes: term(),
  subject_id: term(),
  used_at: term()
}


      



  


        

      


  

    
Sake.Auth.TrustedIssuer 
    



      
An issuer whose signed JWTs the token endpoint accepts as authorization
grants (urn:ietf:params:oauth:grant-type:jwt-bearer, RFC 7523). Give
them to {Sake, auth: [trusted_issuers: [...]]}:
trusted_issuers: [
  [issuer: "https://acme.okta.com", clients: ["rc_..."]],
  [
    issuer: "https://token.actions.githubusercontent.com",
    profile: :workload,
    audiences: ["https://mcp.example.com"],
    clients: ["rc_..."]
  ]
]
Options:
	:issuer (required) — the iss its JWTs carry, compared exactly.
	:profile — :id_jag (the default), an enterprise identity
provider issuing Identity Assertion JWT Authorization Grants
(typ oauth-id-jag+jwt, with jti, iat, sub and a
client_id that must be the authenticated client); or
:workload, a platform issuing workload identity tokens (a CI
system, a cloud, Kubernetes), whose JWTs need only sub and
exp.
	:clients (required) — the client IDs that may present its
grants, or :any. A client must also have the JWT bearer grant
type among its grant_types.
	:jwks — its public keys, a JWK Set map; or :jwks_uri, where to
fetch them. Without either, the jwks_uri of its OpenID Connect
or RFC 8414 metadata is used.
	:audiences — the aud values accepted; by default this
authorization server's issuer and its token endpoint URL.
	:scopes — the most its grants may ask for; by default anything
the servers declare.
	:max_lifetime — the longest, in seconds, a grant may still be
valid when it is presented: one whose exp is further ahead is
refused. By default 300 for :id_jag (an identity provider issues
them for minutes) and 3600 for :workload (cloud and Kubernetes
identity tokens commonly live an hour). It also bounds how long a
workload token without a jti, which cannot be made single use,
can be presented again.

The person or workload a grant stands for is the subject module's
Sake.Auth.Subject.assertion_principal/2; without it, every grant
is refused.
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        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Sake.Auth.TrustedIssuer{
  audiences: [String.t()] | nil,
  clients: [String.t()] | :any,
  issuer: String.t(),
  jwks: map() | nil,
  jwks_uri: String.t() | nil,
  max_lifetime: pos_integer(),
  profile: :id_jag | :workload,
  scopes: [String.t()] | nil
}


      



  


        

      


  

    
Sake.Auth.WellKnown 
    



      
Serves /.well-known/oauth-protected-resource (also under the endpoint's
path) and /.well-known/oauth-authorization-server. The protected
resource metadata of an endpoint on an external authorization server
(Sake.Auth.External) names that server; the authorization server
metadata is only Sake.Auth's, and so is
/.well-known/openid-configuration, OpenID Connect Discovery's, which
is there with openid: alone. Mount at the root:
forward "/.well-known", Sake.Auth.WellKnown
or sake_well_known() in a Phoenix router.

      




  

    
Sake.Client 
    



      
A client for MCP servers over Streamable HTTP or stdio, on both protocol
eras.
{:ok, session} = Sake.Client.connect("https://mcp.example.com/mcp", headers: [{"authorization", "Bearer ..."}])
{:ok, tools, session} = Sake.Client.list_tools(session)
{:ok, result, session} = Sake.Client.call_tool(session, "search", %{"query" => "x"})
The client is functional: every call returns the updated session. Pass
on_input: to answer elicitation requests, sampling: to answer
sampling requests (fn params, session -> {:ok, result} | {:error, error} end), roots: to share roots (a list of %{"uri" => ..., "name" => ...} maps, or a function of the session that returns one),
on_notification: (a function of a method and its params) to see the
progress and log notifications of a call, log_level: (a level name
such as "info") to have the server send log messages at or above it
(see set_log_level/2), and auth: to have the client
run the MCP authorization flow itself on a 401 (see Sake.Client.Auth);
without it, a 401 comes back as
{:error, {:unauthorized, %Sake.Auth.Challenge{}}}, or, when its
challenge is RFC 9470's insufficient_user_authentication (the person
must sign in more strongly or more recently), as
{:error, {:insufficient_user_authentication, %Sake.Auth.Challenge{}}}.
On the modern protocol the client declares the tasks extension, so a
server may answer a tool call with a task; call_tool/3 follows it to
the end (task_timeout:, in ms, default five minutes), and
call_tool_async/3 hands it back instead. tasks: false leaves the
extension out.
max_response_size: (bytes, default 16 MiB) caps what the client reads
of one HTTP response: a JSON body, or one Server-Sent Event still being
received. A server that sends more ends the request with
{:error, :response_too_large}.
ui: true declares MCP Apps (see Sake.UI), on both eras, for a client
that renders them: the server then lists its app-only tools and UI
resources, and each Sake.Tool.Spec from list_tools/1 carries the
ui:// URI of its app in ui and who may call it in visibility.
{:stdio, command, args} in place of a URL launches the server as a
subprocess and talks to it over its standard input and output:
{:ok, session} = Sake.Client.connect({:stdio, "npx", ["-y", "@modelcontextprotocol/server-everything"]})
Stdio options: env: (a map or list of name-value pairs; a nil value
unsets the variable), cd:, stderr: (:inherit, the default, shares
this VM's standard error; :ignore discards it), probe_timeout: (ms
to wait for an answer to the modern probe before falling back to
initialize, default 10 000), close_timeout: (ms close/1 waits for
the server to exit before killing it, default 5 000).
Sake.Test connects the client to a server in the same VM, with the
server itself as the transport, for the server's tests (see
guides/testing.md).
With opentelemetry_api in the host, each request is a CLIENT span and
carries the current trace context in its _meta, so the server's spans
join the caller's trace; the span of call_tool/3 covers the whole
call, its retries with the client's input and a task's polls included.
Each request is also the telemetry span [:sake, :client, :request],
with method, era, protocol_version and transport in the
metadata and error_type (nil on success) on :stop. See
guides/observability.md.

      


      
        Summary


  
    Functions
  


    
      
        call_tool(session, name, arguments)

      


        Calls a tool and returns its result. When the server answers with a task
(see Sake.Tasks), the call polls it to the end, answering its input
requests as a retry would, and returns the final result: a failed task
is {:error, {:rpc, error}, session}, a cancelled one {:error, :cancelled, session}, and one still running after task_timeout: is
cancelled and returned as {:error, :task_timeout, session}.



    


    
      
        call_tool_async(session, name, arguments)

      


        Calls a tool and returns at once: the result, or {:task, task} when the
server made a task of the call. Follow the task with get_task/2,
answer its inputRequests with update_task/3, and stop it with
cancel_task/2.



    


    
      
        cancel_task(session, task_id)

      


        Asks the server to cancel a task. Cancellation is cooperative: the task may still end otherwise.



    


    
      
        close(session)

      


    


    
      
        complete(session, ref, argument, value)

      


    


    
      
        connect(target, opts \\ [])

      


    


    
      
        discover(session)

      


    


    
      
        get_prompt(session, name, arguments)

      


    


    
      
        get_task(session, task_id)

      


        The task as the server has it now: its status, and inputRequests, result or error.



    


    
      
        list_prompts(session)

      


    


    
      
        list_resource_templates(session)

      


    


    
      
        list_resources(session)

      


    


    
      
        list_tools(session)

      


    


    
      
        listen(session, filter, fun)

      


        Follows the server's own notifications until it ends the stream:
fun gets the method and params of each list change
("notifications/tools/list_changed" and the like) and resource update
("notifications/resources/updated"). filter names what to follow,
as a subscriptions/listen request's notifications does:
"toolsListChanged", "promptsListChanged" and
"resourcesListChanged" (true), and "resourceSubscriptions" (a list
of URIs).



    


    
      
        ping(session)

      


    


    
      
        read_resource(session, uri)

      


    


    
      
        request(session, method, params, opts \\ [])

      


        Sends one request and returns its result as the server sent it. Unlike
the calls above, an input-required result ("resultType" => "input_required") or a task ("task") comes back as it is, to answer
or follow yourself: Sake.Proxy forwards both this way. A question a
legacy server asks during the call is still answered with the
session's on_input:, sampling: and roots:. Options: tool: (the
Sake.Tool.Spec of a tools/call, for its Mcp-Param-* headers) and
timeout: (ms).



    


    
      
        set_log_level(session, level)

      


        Asks the server for log messages at level or above ("debug" to
"emergency"), which then reach on_notification: during a call. On
the modern protocol the level travels in every request's _meta; on a
legacy session the client sends logging/setLevel.



    


    
      
        update_task(session, task_id, responses)

      


        Answers some or all of a task's inputRequests, by key.



    





      


      
        Functions


        


  
    
      
    
    
      call_tool(session, name, arguments)



        
          
        

    

  


  

      

          @spec call_tool(Sake.Client.Session.t(), String.t(), map()) ::
  {:ok, Sake.Client.ToolResult.t(), Sake.Client.Session.t()}
  | {:error, term(), Sake.Client.Session.t()}


      


Calls a tool and returns its result. When the server answers with a task
(see Sake.Tasks), the call polls it to the end, answering its input
requests as a retry would, and returns the final result: a failed task
is {:error, {:rpc, error}, session}, a cancelled one {:error, :cancelled, session}, and one still running after task_timeout: is
cancelled and returned as {:error, :task_timeout, session}.

  



  
    
      
    
    
      call_tool_async(session, name, arguments)



        
          
        

    

  


  

      

          @spec call_tool_async(Sake.Client.Session.t(), String.t(), map()) ::
  {:ok, Sake.Client.ToolResult.t() | {:task, map()}, Sake.Client.Session.t()}
  | {:error, term(), Sake.Client.Session.t()}


      


Calls a tool and returns at once: the result, or {:task, task} when the
server made a task of the call. Follow the task with get_task/2,
answer its inputRequests with update_task/3, and stop it with
cancel_task/2.

  



  
    
      
    
    
      cancel_task(session, task_id)



        
          
        

    

  


  

      

          @spec cancel_task(Sake.Client.Session.t(), String.t()) ::
  {:ok, Sake.Client.Session.t()} | {:error, term(), Sake.Client.Session.t()}


      


Asks the server to cancel a task. Cancellation is cooperative: the task may still end otherwise.

  



  
    
      
    
    
      close(session)



        
          
        

    

  


  

      

          @spec close(Sake.Client.Session.t()) :: :ok


      



  



  
    
      
    
    
      complete(session, ref, argument, value)



        
          
        

    

  


  

      

          @spec complete(
  Sake.Client.Session.t(),
  {:prompt, String.t()} | {:resource, String.t()},
  String.t(),
  String.t()
) ::
  {:ok, map(), Sake.Client.Session.t()}
  | {:error, term(), Sake.Client.Session.t()}


      



  



    

  
    
      
    
    
      connect(target, opts \\ [])



        
          
        

    

  


  

      

          @spec connect(
  String.t() | {:stdio, String.t(), [String.t()]} | {:local, struct()},
  keyword()
) ::
  {:ok, Sake.Client.Session.t()} | {:error, term()}


      



  



  
    
      
    
    
      discover(session)



        
          
        

    

  


  

      

          @spec discover(Sake.Client.Session.t()) ::
  {:ok, map(), Sake.Client.Session.t()}
  | {:error, term(), Sake.Client.Session.t()}


      



  



  
    
      
    
    
      get_prompt(session, name, arguments)



        
          
        

    

  


  

      

          @spec get_prompt(Sake.Client.Session.t(), String.t(), map()) ::
  {:ok, map(), Sake.Client.Session.t()}
  | {:error, term(), Sake.Client.Session.t()}


      



  



  
    
      
    
    
      get_task(session, task_id)



        
          
        

    

  


  

      

          @spec get_task(Sake.Client.Session.t(), String.t()) ::
  {:ok, map(), Sake.Client.Session.t()}
  | {:error, term(), Sake.Client.Session.t()}


      


The task as the server has it now: its status, and inputRequests, result or error.

  



  
    
      
    
    
      list_prompts(session)



        
          
        

    

  


  

      

          @spec list_prompts(Sake.Client.Session.t()) ::
  {:ok, [map()], Sake.Client.Session.t()}
  | {:error, term(), Sake.Client.Session.t()}


      



  



  
    
      
    
    
      list_resource_templates(session)



        
          
        

    

  


  

      

          @spec list_resource_templates(Sake.Client.Session.t()) ::
  {:ok, [map()], Sake.Client.Session.t()}
  | {:error, term(), Sake.Client.Session.t()}


      



  



  
    
      
    
    
      list_resources(session)



        
          
        

    

  


  

      

          @spec list_resources(Sake.Client.Session.t()) ::
  {:ok, [map()], Sake.Client.Session.t()}
  | {:error, term(), Sake.Client.Session.t()}


      



  



  
    
      
    
    
      list_tools(session)



        
          
        

    

  


  

      

          @spec list_tools(Sake.Client.Session.t()) ::
  {:ok, [Sake.Tool.Spec.t()], Sake.Client.Session.t()}
  | {:error, term(), Sake.Client.Session.t()}


      



  



  
    
      
    
    
      listen(session, filter, fun)



        
          
        

    

  


  

      

          @spec listen(Sake.Client.Session.t(), map(), (String.t(), map() -> any())) ::
  {:ok, Sake.Client.Session.t()} | {:error, term(), Sake.Client.Session.t()}


      


Follows the server's own notifications until it ends the stream:
fun gets the method and params of each list change
("notifications/tools/list_changed" and the like) and resource update
("notifications/resources/updated"). filter names what to follow,
as a subscriptions/listen request's notifications does:
"toolsListChanged", "promptsListChanged" and
"resourcesListChanged" (true), and "resourceSubscriptions" (a list
of URIs).
On the modern protocol this is a subscriptions/listen request; on a
legacy session, the session's GET stream (over stdio, the notifications
the server sends between calls), with a resources/subscribe for each
URI, sent before the stream opens and again once it is open (a server
may keep the session's subscriptions on its stream, as Sake does). It
blocks until the stream ends, so call it from a process of its own, and
stop that process to stop listening. Returns {:ok, session} when the
server ended the stream.

  



  
    
      
    
    
      ping(session)



        
          
        

    

  


  

      

          @spec ping(Sake.Client.Session.t()) ::
  {:ok, Sake.Client.Session.t()} | {:error, term(), Sake.Client.Session.t()}


      



  



  
    
      
    
    
      read_resource(session, uri)



        
          
        

    

  


  

      

          @spec read_resource(Sake.Client.Session.t(), String.t()) ::
  {:ok, [Sake.Content.t()], Sake.Client.Session.t()}
  | {:error, term(), Sake.Client.Session.t()}


      



  



    

  
    
      
    
    
      request(session, method, params, opts \\ [])



        
          
        

    

  


  

      

          @spec request(Sake.Client.Session.t(), String.t(), map(), keyword()) ::
  {:ok, map(), Sake.Client.Session.t()}
  | {:error, term(), Sake.Client.Session.t()}


      


Sends one request and returns its result as the server sent it. Unlike
the calls above, an input-required result ("resultType" => "input_required") or a task ("task") comes back as it is, to answer
or follow yourself: Sake.Proxy forwards both this way. A question a
legacy server asks during the call is still answered with the
session's on_input:, sampling: and roots:. Options: tool: (the
Sake.Tool.Spec of a tools/call, for its Mcp-Param-* headers) and
timeout: (ms).

  



  
    
      
    
    
      set_log_level(session, level)



        
          
        

    

  


  

      

          @spec set_log_level(Sake.Client.Session.t(), String.t() | atom()) ::
  {:ok, Sake.Client.Session.t()} | {:error, term(), Sake.Client.Session.t()}


      


Asks the server for log messages at level or above ("debug" to
"emergency"), which then reach on_notification: during a call. On
the modern protocol the level travels in every request's _meta; on a
legacy session the client sends logging/setLevel.

  



  
    
      
    
    
      update_task(session, task_id, responses)



        
          
        

    

  


  

      

          @spec update_task(Sake.Client.Session.t(), String.t(), map()) ::
  {:ok, Sake.Client.Session.t()} | {:error, term(), Sake.Client.Session.t()}


      


Answers some or all of a task's inputRequests, by key.

  


        

      


  

    
Sake.Client.Auth 
    



      
The MCP authorization flow, run by Sake.Client itself. Turn it on with
auth: on Sake.Client.connect/2:
{:ok, session} =
  Sake.Client.connect("https://mcp.example.com/mcp",
    auth: [authorize: &Sake.Client.Auth.Browser.authorize/1]
  )
On a 401 the client discovers the authorization server (RFC 9728, then
RFC 8414 or OpenID Connect Discovery), registers or identifies itself,
sends the person to the authorization endpoint (PKCE with S256, a
state, the RFC 8707 resource), checks the answer (state, and the
RFC 9207 iss), exchanges the code for a token, and retries the
request with it. From then on every request carries the token; an
expired one is refreshed, a 401 tries the refresh token before the whole
flow, and a 403 insufficient_scope asks again for the union of the
scopes requested so far and the challenged ones (step-up), at most
twice for one request. A 401 insufficient_user_authentication (RFC
9470: the person must sign in more strongly, or more recently) runs
the person's grant again, the code flow or the device flow, with the
challenge's acr_values and max_age, once for one request; a
machine grant cannot, and ends with {:error, {:auth, {:insufficient_user_authentication, challenge}}}.
Options:
	:authorize — the interactive step: a function that receives the
authorization URL and returns {:ok, params}, the query parameters
the authorization server sent to the redirect URI ("code",
"state", "iss", or "error"), or {:error, reason}. Default
Sake.Client.Auth.Browser.authorize/1; Sake.Client.Auth.Headless.authorize/1
is the one for an authorization server that approves without a
person.
	:redirect_uri — where the authorization server sends the answer.
Default "http://127.0.0.1:33418/callback", a loopback address
Sake.Client.Auth.Browser listens on.
	:client_id, :client_secret — pre-registered credentials, used
before anything else. :issuer names the authorization server they
belong to; without it they are bound to the first one they are used
with, and never offered to another. :token_endpoint_auth_method
overrides the method chosen from the server's metadata.
	:client_metadata_url — the HTTPS URL of the client's own Client ID
Metadata Document, used as the client_id when the authorization
server supports them. Its redirect_uris must include
:redirect_uri.
	:client_name — the name a dynamic registration (RFC 7591) gives;
default the client_info name.
	:store — {module, arg}, a Sake.Client.Auth.Store that keeps
tokens and dynamic registrations across sessions. Without one, they
live in the session only.
	:static — true sends the token the :store holds as it is,
for a token issued some other way (a test's, say): it is never
refreshed, and a 401 or a 403 comes back to the caller instead of
running the flow. Default false.

A person without a browser on the client's machine (a CLI over SSH, a
headless agent, a device) authorizes with the device authorization
grant (RFC 8628) in place of the code flow:
	grant: :device — the client asks the authorization server's
device_authorization_endpoint for a user code, shows it with
:device_prompt (default Sake.Client.Auth.Device.prompt/1,
which logs it; see there), and polls the token endpoint while the
person enters the code and approves on any device where they can
sign in. Polling honours the server's interval, and slow_down
adds five seconds to it (RFC 8628 §3.5); a denial or an expiry
ends it with {:error, {:auth, :access_denied}} or
{:error, {:auth, :expired_token}}. A server whose metadata has
no device endpoint ends it with {:error, {:auth, :no_device_endpoint}}. The tokens are refreshed as the code
flow's are; a step-up, or a 401 the refresh token does not cure,
runs the device flow again.

Machine grants, for a client with no person at a browser, run in place
of the authorization code flow, with the same discovery and the same
handling of expiry, 401 and step-up (the grant runs again, with the
union of the scopes, where a person would have been asked):
	grant: :client_credentials — the client acts as itself (the
io.modelcontextprotocol/oauth-client-credentials extension). It
needs :client_id and either :client_secret or :private_key.

	grant: :jwt_bearer — the client presents a JWT it was given as
the grant (RFC 7523 §2.1), a workload identity token from its
platform, say. :assertion is the JWT, or a function of
%{issuer: issuer, resource: resource} returning
{:ok, jwt} (to ask the platform for one with the right
audience). :client_id is optional.

	grant: :enterprise — enterprise-managed authorization
(io.modelcontextprotocol/enterprise-managed-authorization): the
person's ID token from the host's single sign-on is exchanged at
the enterprise identity provider for an ID-JAG (RFC 8693), which
the MCP authorization server takes as a JWT bearer grant. It needs
:client_id (and :client_secret or :private_key when the client
is confidential there), :id_token (the ID token, or a function
like :assertion's), and :idp: token_endpoint: or issuer: (to
read it from the provider's metadata), and the client's
client_id: and client_secret: at the provider
(token_endpoint_auth_method: overrides the method its metadata
suggests, "client_secret_jwt" included, and
assertion_audience: is as below, for the provider).
With SAML single sign-on, :saml_assertion (the base64url-encoded
assertion, or a function like :assertion's) replaces :id_token,
and :idp needs issuer:; idp: [saml_scope: [...]] is the
scope of the SAML exchange alone (none by default; some
providers want "offline_access" before they issue a refresh
token). The assertion is first exchanged at the
provider for a refresh token, which is then exchanged for the
ID-JAG (draft-ietf-oauth-identity-assertion-authz-grant §4.5). The
refresh token is kept, in the session and the :store, and used for
the next ID-JAGs until it expires or the provider refuses it; only
then is an assertion asked for again.


DPoP (RFC 9449) binds the tokens to a key the client holds, so a token
that leaks is useless without it:
	:dpop — :auto (the default) uses DPoP with an authorization
server whose metadata lists ES256 in
dpop_signing_alg_values_supported; true sends proofs to any
server; false never does. It needs the optional jose
dependency: without it, :auto never uses DPoP, and true raises.

With DPoP, each authorization makes a new P-256 key, kept with the
token (as PEM, in the :store too: a bound token is useless without
it). Every token request carries a proof made with it, and every
request to the MCP server sends the token with the DPoP scheme and a
fresh proof bound to it. A resource whose metadata says
dpop_bound_access_tokens_required gets DPoP with :auto whatever the
authorization server's metadata lists; when the client cannot use it
(dpop: false, or no jose), the flow stops at once with
{:dpop_required, :dpop_off | :no_jose}. A server that asks for a nonce
(use_dpop_nonce) gets the request again with its nonce, which the
client then keeps sending; that retry does not count as an
authorization.
:private_key is a PEM private key, or {pem, alg} to sign with
another algorithm than its default (RS256 for RSA, ES256 for P-256):
the client then authenticates with private_key_jwt (RFC 7523 §2.2),
signing a short-lived assertion for every token request. It needs the
optional jose dependency. token_endpoint_auth_method: "client_secret_jwt" signs the same assertion with HS256 over
:client_secret instead (at least 32 bytes), which needs no jose;
it is also chosen for a server that lists it as its only secret
method. :assertion_audience sets the aud of both kinds of client
assertion: :issuer (the default, the server's issuer identifier, as
draft-ietf-oauth-rfc7523bis asks), :token_endpoint (the token
endpoint's URL, which some servers want), or a string to send as it
is. Machine grants get no refresh token: an
expired token is replaced by running the grant again.
Pushed authorization requests (RFC 9126) keep the authorization
request out of the browser:
	:par — :auto (the default) pushes the request to the server's
pushed_authorization_request_endpoint whenever its metadata
lists one, authenticated as at the token endpoint and with a DPoP
proof when the client uses DPoP (the code is then bound to the
key), and opens the authorization endpoint with only the
client_id and the request_uri it got back. false sends the
request through the browser, unless the metadata says
require_pushed_authorization_requests: such a server gets it
pushed anyway. A push the server refuses ends the flow with
{:error, {:auth, {:par_failed, status, body}}}.

OpenID Connect tells the client who signed in:
	:openid — true adds the openid scope to the person's grants
(the code flow and the device flow) with an authorization server
whose metadata lists it, sends a nonce with an authorization
request, and checks the id_token that comes back with the
tokens: its signature (with a key from the server's jwks_uri),
iss, aud (the client), exp, the nonce and at_hash; an ID
token from a refresh must name the same person. An ID token that
fails ends the flow with {:error, {:auth, {:invalid_id_token, reason}}}. id_token_claims/1 returns the verified claims. It
needs the optional jose dependency. Default false.

Without auth:, a 401 is returned as
{:error, {:unauthorized, %Sake.Auth.Challenge{}}} and the caller
handles it. A failure inside the flow is {:error, {:auth, reason}}.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        id_token_claims(arg1)

      


        The verified claims of the ID token of a session's authorization, with
openid: true: {:ok, claims} ("sub", the person's ID at the
authorization server, "iss", "auth_time", ...), or :error when
the session holds none (no auth:, no authorization yet, a server
without OpenID Connect, a machine grant). For the profile and
email claims, ask the server's userinfo endpoint with the token.
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          @type t() :: %Sake.Client.Auth{
  assertion: term(),
  assertion_audience: term(),
  authorize: term(),
  client_id: term(),
  client_issuer: term(),
  client_metadata_url: term(),
  client_name: term(),
  client_secret: term(),
  clients: term(),
  device_prompt: term(),
  dpop: term(),
  grant: term(),
  id_token: term(),
  idp: term(),
  idp_token: term(),
  nonces: term(),
  openid: term(),
  par: term(),
  private_key: term(),
  proof_key: term(),
  redirect_uri: term(),
  req: term(),
  saml_assertion: term(),
  sleep: term(),
  static: term(),
  store: term(),
  token: term(),
  token_endpoint_auth_method: term(),
  url: term()
}
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      id_token_claims(arg1)



        
          
        

    

  


  

      

          @spec id_token_claims(%{auth: t() | nil}) :: {:ok, map()} | :error


      


The verified claims of the ID token of a session's authorization, with
openid: true: {:ok, claims} ("sub", the person's ID at the
authorization server, "iss", "auth_time", ...), or :error when
the session holds none (no auth:, no authorization yet, a server
without OpenID Connect, a machine grant). For the profile and
email claims, ask the server's userinfo endpoint with the token.

  


        

      


  

    
Sake.Client.Auth.Browser 
    



      
Authorizes in the person's browser: opens the authorization URL with the
system's opener (open on macOS, xdg-open elsewhere on Unix,
rundll32 on Windows) and waits for the redirect on a one-shot HTTP
listener at the redirect URI's loopback address and port (RFC 8252
§7.3). The default in Sake.Client.Auth.
The redirect URI must be plain http on 127.0.0.1, [::1] or
localhost (which listens on 127.0.0.1; RFC 8252 §8.3 prefers the
literal address), with the port the listener can bind. The listener
answers the browser with a short page saying the window can be closed,
and stops after the redirect or after five minutes.
auth: [authorize: &Sake.Client.Auth.Browser.authorize(&1, timeout: 120_000)]
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    Functions
  


    
      
        authorize(url, opts \\ [])

      


        Opens url and returns the parameters of the redirect. opts:
timeout: (milliseconds, default five minutes), open: (a function of
the URL that shows it to the person, instead of the system's opener).
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      authorize(url, opts \\ [])



        
          
        

    

  


  

      

          @spec authorize(String.t(), keyword()) :: {:ok, map()} | {:error, term()}


      


Opens url and returns the parameters of the redirect. opts:
timeout: (milliseconds, default five minutes), open: (a function of
the URL that shows it to the person, instead of the system's opener).

  


        

      


  

    
Sake.Client.Auth.Device 
    



      
The interactive step of the device authorization grant (RFC 8628),
grant: :device in Sake.Client.Auth: the client shows the person a
user code and where to enter it, on any device, and polls the token
endpoint until they decide there.
prompt/1 is the default :device_prompt: it logs the code and the
URL, as Sake.Client.Auth.Browser logs the authorization URL when it
cannot open a browser. A CLI shows them its own way:
auth: [
  grant: :device,
  device_prompt: fn %{user_code: code, verification_uri: uri} ->
    IO.puts("Open #{uri} and enter #{code}")
  end
]
The function receives user_code, verification_uri,
verification_uri_complete (the URL with the code in it, for a link
or a QR code; nil when the server gives none) and expires_in, in
seconds. What it returns is ignored.
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        prompt(info)

      


        Logs the user code and the verification URL.
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          @spec prompt(map()) :: :ok


      


Logs the user code and the verification URL.

  


        

      


  

    
Sake.Client.Auth.Headless 
    



      
Authorizes without a person: GETs the authorization URL, does not follow
the redirect it answers with, and reads the authorization response from
its Location header.
Sake.Client.connect(url, auth: [authorize: &Sake.Client.Auth.Headless.authorize/1])
Only for an authorization server that approves at once — a test server,
the conformance suite's, or one that recognizes the caller from
something passed in req: (a session cookie, say) — never for one that
shows a login page or asks for consent.

      


      
        Summary


  
    Functions
  


    
      
        authorize(url, opts \\ [])

      


        Follows url once. The redirect must go to the request's own
redirect_uri; its query parameters are the result. opts: req:,
extra options for Req.get/2.
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      authorize(url, opts \\ [])



        
          
        

    

  


  

      

          @spec authorize(String.t(), keyword()) :: {:ok, map()} | {:error, term()}


      


Follows url once. The redirect must go to the request's own
redirect_uri; its query parameters are the result. opts: req:,
extra options for Req.get/2.

  


        

      


  

    
Sake.Client.Auth.Store behaviour
    



      
Keeps a client's tokens and dynamic registrations across sessions. Pass
store: {module, arg} in Sake.Client.connect/2's auth: options;
arg is handed to every callback.
Three kinds of keys:
	{:token, url} — the token for one MCP endpoint (its canonical URL),
with its refresh token, expiry, scopes, and the authorization server
and client it was issued by and to.
	{:client, issuer} — a dynamic registration (client id and secret)
with one authorization server. Registrations are bound to their
server: one is never presented to another.
	{:idp, issuer} — the enterprise identity provider's refresh token
from a SAML exchange (grant: :enterprise with saml_assertion:),
with its expiry and the client at the provider it was issued to. It
stands for the person's single sign-on until it expires: guard it
like the tokens.

Values are maps with string keys and JSON values, so a store can write
them as JSON. They hold credentials: keep them where only the person
running the client can read them (OAuth 2.1 §7.1), such as the system
keychain or a file only they can read.
defmodule MyApp.TokenStore do
  @behaviour Sake.Client.Auth.Store

  @impl true
  def fetch(dir, key) do
    case File.read(path(dir, key)) do
      {:ok, json} -> {:ok, JSON.decode!(json)}
      {:error, _} -> :error
    end
  end

  @impl true
  def put(dir, key, value) do
    File.write!(path(dir, key), JSON.encode!(value))
    File.chmod!(path(dir, key), 0o600)
  end

  defp path(dir, key),
    do: Path.join(dir, Base.url_encode64(:erlang.term_to_binary(key), padding: false))
end
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        put(arg, key, map)
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          @type key() ::
  {:token, url :: String.t()}
  | {:client, issuer :: String.t()}
  | {:idp, issuer :: String.t()}
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          @callback fetch(arg :: term(), key()) :: {:ok, map()} | :error


      



  



  
    
      
    
    
      put(arg, key, map)



        
          
        

    

  


  

      

          @callback put(arg :: term(), key(), map()) :: :ok


      



  


        

      


  

    
Sake.Client.Session 
    



      
The state of a client connection; every Sake.Client call returns an updated one.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Sake.Client.Session{
  auth: term(),
  capabilities: term(),
  client_info: term(),
  era: term(),
  headers: term(),
  instructions: term(),
  local: term(),
  log_level: term(),
  max_response_size: term(),
  next_id: term(),
  on_input: term(),
  on_notification: term(),
  req: term(),
  revision: term(),
  roots: term(),
  sampling: term(),
  server_capabilities: term(),
  server_info: term(),
  session_id: term(),
  stdio: term(),
  task_timeout: term(),
  tasks: term(),
  tools: term(),
  url: term()
}


      



  


        

      


  

    
Sake.Client.ToolResult 
    



      
The result of Sake.Client.call_tool/3.
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          @type t() :: %Sake.Client.ToolResult{
  content: term(),
  is_error: term(),
  meta: term(),
  structured: term(),
  text: term()
}


      



  


        

      


  

    
Sake.Test 
    



      
Tests for a Sake server: a client connected to the server in memory, the
MCP counterpart of Phoenix.ConnTest.
import Sake.Test

test "greets" do
  client = connect(MyApp.MCP, scope: user, scopes: ["greet"])
  assert {:ok, %{text: "Hello, Rui!"}} = call_tool(client, "greet", %{"name" => "Rui"})
  assert {:ok, tools} = list_tools(client)

  assert {:error, {:insufficient_scope, %{scope: ["issues:write"]}}} =
           call_tool(client, "close_issue", %{"id" => 1})
end
The client is a Sake.Client whose transport is the server itself:
every request crosses as JSON into the dispatchers Sake.Plug and
Sake.Stdio use, with a real Sake.Context, so argument validation,
scopes, results and errors are the production ones, and every client
feature works as against a real server (input requests and their
retries, tasks, MCP Apps, progress and log notifications). The calls
take and return what Sake.Client's do, without the session: a call
returns {:ok, value} or {:error, reason}, a call with nothing to
return :ok, and session/1 hands the session over when a test needs
Sake.Client itself.
In test/test_helper.exs, start/1 starts what Sake needs when the
application does not (see its documentation).
Options
connect/2 takes the options of Sake.Client.connect/2 (era:,
legacy_version:, client_info:, capabilities:, on_input:,
sampling:, roots:, on_notification:, log_level:, tasks:,
task_timeout:, ui:), and:
	:scope — the host's principal, what components see as
ctx.scope (a value, or a function of no arguments called for
every request). Default nil.
	:scopes — the OAuth scopes of a simulated access token. With it,
every request carries the token, and components are gated by their
scope: as on an endpoint with authorization; without it there is
no token and no gating, as on an endpoint without.
	:subject — the token's subject, which owns the tasks it starts.
Defaults to one derived from :scope, so two clients with different
principals are different people; nil makes it a machine client's
token (the client credentials grant), owned by :client_id.
	:client_id — the token's client. Default "sake-test".
	:acr, :auth_time — how and when the token's person signed in
(RFC 9470): the authentication context class and a DateTime, for
components with authentication:. Default nil (unknown), which
meets no requirement: such a call answers
{:error, {:insufficient_user_authentication, challenge}}.
	:reraise — whether an exception raised by a component fails the
test with that exception (the default), or becomes the error result
a client would get (false).
	:secret — signs cursors and request states. Default the Sake
configuration's, else a fixed one shared by every test client.
	:base_url — the endpoint's URL, what components see as
ctx.base_url (see Sake.Context), for a tool that builds
absolute URLs to its host. Default nil, as over stdio: the
in-memory client has no request to take it from. Through a plug
(below), Sake.Plug sets it from the request, as in production.

The era is modern unless era: :legacy asks for the handshake.
mcp_connect/2 is connect/2 under another name, for a test that also
imports Phoenix.ChannelTest (a ChannelCase), whose connect macro
has the same name and arity.
Answering the server
on_input:, sampling: and roots: answer the server's requests, and
turn on their capabilities, exactly as for Sake.Client. Two shorter
forms suit tests: on_input: may be a function of one request's
params that returns {:accept, content}, :decline, :cancel or an
answer map, and sampling: a function of the request's params that
returns {:ok, result}, {:error, error} or the text of the
assistant's reply.
Every request the server asks is recorded, for assert_asked/2:
client = connect(MyApp.MCP, on_input: fn _params -> {:accept, %{"name" => "Rui"}} end)
assert {:ok, %{text: "Hello, Rui!"}} = call_tool(client, "greet", %{})
assert_asked "elicitation/create", %{"message" => "Who should be greeted?"}
Notifications
The client asks for progress on every call, and every notification the
server sends during one is recorded for assert_notification/2; pass
log_level: to have the server send log messages too.
listen/2 records what a server broadcasts (Sake.Server.notify_list_changed/2,
Sake.Server.resource_updated/2), for assert_list_changed/1 and
assert_resource_updated/1. It sees only the broadcasts of the test
process and of the processes it started, so tests can run with
async: true; shared: true sees every broadcast of the server, from
any process, for a test that cannot run concurrently with others.
Through a plug
plug: sends the requests through a plug instead, over HTTP as
Sake.Client sends them, with Req running the plug in the test's
process: the host's endpoint or router, with its pipelines and its
authorization (plug: MyAppWeb.Endpoint, path: "/acme/mcp"), or
Sake.Plug itself (plug: {Sake.Plug, server: MyApp.MCP}). path: is
the endpoint's path (default "/mcp") and headers: go with every
request. The stack computes the principal from the request, so scope:
does not apply; scopes: issues a real access token for subject:
(see access_token/1) and sends it as a bearer token, or, to a server
that takes DPoP-bound tokens only (dpop: [required: true]), bound to a
key the client signs a DPoP proof with for each request. That token is
Sake.Auth's: an endpoint whose tokens come from another authorization
server (Sake.Auth.External) does not take it, so send one that server
accepts in headers: (in the test environment, a verify: callback
that knows your test tokens), or test the server through the in-memory
client, whose scopes: token stands for any issuer's. A legacy server's
questions need the in-memory client, and a task is polled at the
interval the server suggests, as over the network.
Tasks
A tool that runs as a task (see Sake.Tasks) runs as one here, in the
background, when start/1 or the application started tasks.
call_tool/3 follows it to its result, and call_tool_async/3 hands it
back to drive with await_task/3, get_task/2, update_task/3 and
cancel_task/2. Neither sleeps: the client sees the task's status
change the moment it happens.
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        access_token(opts)

      


        Issues an access token in the Sake.Auth store and returns it, for a
request through a host's endpoint with authorization: connect/2 with
plug: and scopes: sends one, and a Phoenix.ConnTest test can put
it in an authorization header itself. Sake.Auth must be configured
({Sake, auth: ...}).



    


    
      
        assert_asked(method, params \\ quote do
  _
end)

      


        Asserts that the server asked this test's client something:
"elicitation/create", "sampling/createMessage" or "roots/list",
with params (a pattern).



    


    
      
        assert_list_changed(kind)

      


        Asserts that a server listen/2 follows broadcast a change of its list
of :tools, :resources or :prompts (Sake.Server.notify_list_changed/2).



    


    
      
        assert_notification(method, params \\ quote do
  _
end)

      


        Asserts that the server sent a notification during a call of this
test's client: "notifications/progress" (Sake.Progress.report/4) or
"notifications/message" (Sake.Progress.log/3, with log_level:).
params is a pattern.



    


    
      
        assert_resource_updated(uri)

      


        Asserts that a server listen/2 follows broadcast a change of the
resource at uri (Sake.Server.resource_updated/2). uri is a
pattern.



    


    
      
        await_task(client, task, timeout \\ 5000)

      


        Waits until a task (a task map or its ID) is no longer working, and
returns it as tasks/get does then: input_required, completed,
failed or cancelled. It wakes when the task's status changes, not on
a timer. {:error, :timeout} after timeout ms.



    


    
      
        call_tool(client, name, arguments \\ %{})

      


        See Sake.Client.call_tool/3.



    


    
      
        call_tool_async(client, name, arguments \\ %{})

      


        See Sake.Client.call_tool_async/3.



    


    
      
        cancel_task(client, task_id)

      


        See Sake.Client.cancel_task/2.



    


    
      
        close(client)

      


        Ends the client.



    


    
      
        complete(client, ref, argument, value)

      


        See Sake.Client.complete/4.



    


    
      
        connect(server, opts \\ [])

      


        Connects a client to server, a Sake.Server module, in memory. See
the module documentation for the options. Raises when the server
refuses the connection.



    


    
      
        get_prompt(client, name, arguments \\ %{})

      


        See Sake.Client.get_prompt/3.



    


    
      
        get_task(client, task_id)

      


        See Sake.Client.get_task/2.



    


    
      
        list_prompts(client)

      


        See Sake.Client.list_prompts/1.



    


    
      
        list_resource_templates(client)

      


        See Sake.Client.list_resource_templates/1.



    


    
      
        list_resources(client)

      


        See Sake.Client.list_resources/1.



    


    
      
        list_tools(client)

      


        See Sake.Client.list_tools/1.



    


    
      
        listen(server, opts \\ [])

      


        Records the broadcasts of server (a Sake.Server module, or a client
connected to one) for assert_list_changed/1 and
assert_resource_updated/1, from now until the calling process ends.



    


    
      
        mcp_connect(server, opts \\ [])

      


        connect/2 under another name, for a test that imports
Phoenix.ChannelTest too, whose connect macro clashes with it



    


    
      
        ping(client)

      


        See Sake.Client.ping/1.



    


    
      
        read_resource(client, uri)

      


        See Sake.Client.read_resource/2.



    


    
      
        refute_asked(method, params \\ quote do
  _
end)

      


        Refutes that the server asked such a thing (see assert_asked/2) so far.



    


    
      
        refute_list_changed(kind)

      


        Refutes that such a change (see assert_list_changed/1) was broadcast so far.



    


    
      
        refute_notification(method, params \\ quote do
  _
end)

      


        Refutes that the server sent such a notification (see assert_notification/2) so far.



    


    
      
        refute_resource_updated(uri)

      


        Refutes that such a change (see assert_resource_updated/1) was broadcast so far.



    


    
      
        session(client)

      


        The client's Sake.Client.Session as it is now, for Sake.Client itself.



    


    
      
        set_log_level(client, level)

      


        See Sake.Client.set_log_level/2.



    


    
      
        start(opts \\ [])

      


        Starts what Sake needs when the application does not start {Sake, ...} in the test environment: the stream registry (for listen/2, a
legacy server's requests, and tasks) and tasks. What already runs is
left alone. Call it once, in test/test_helper.exs



    


    
      
        update_task(client, task_id, responses)

      


        See Sake.Client.update_task/3.



    





      


      
        Functions


        


  
    
      
    
    
      access_token(opts)



        
          
        

    

  


  

      

          @spec access_token(keyword()) :: String.t()


      


Issues an access token in the Sake.Auth store and returns it, for a
request through a host's endpoint with authorization: connect/2 with
plug: and scopes: sends one, and a Phoenix.ConnTest test can put
it in an authorization header itself. Sake.Auth must be configured
({Sake, auth: ...}).
Options: subject: (required: the ID your subject module's fetch/1
takes, or nil for a machine client's token), client_id: (default
"sake-test"; a machine client's must be registered, see
Sake.Auth.Clients.create/2), scopes: (default none), acr: and
auth_time: (how and when the person signed in, RFC 9470; default
unknown), resource:
(the endpoint's URL, which the token is for; default
"http://www.example.com/mcp", the endpoint of a test request at
/mcp).

  



    

  
    
      
    
    
      assert_asked(method, params \\ quote do
  _
end)


        (macro)


        
          
        

    

  


  

Asserts that the server asked this test's client something:
"elicitation/create", "sampling/createMessage" or "roots/list",
with params (a pattern).
assert_asked "elicitation/create", %{"mode" => "form", "message" => "Who?"}

  



  
    
      
    
    
      assert_list_changed(kind)


        (macro)


        
          
        

    

  


  

Asserts that a server listen/2 follows broadcast a change of its list
of :tools, :resources or :prompts (Sake.Server.notify_list_changed/2).

  



    

  
    
      
    
    
      assert_notification(method, params \\ quote do
  _
end)


        (macro)


        
          
        

    

  


  

Asserts that the server sent a notification during a call of this
test's client: "notifications/progress" (Sake.Progress.report/4) or
"notifications/message" (Sake.Progress.log/3, with log_level:).
params is a pattern.
assert_notification "notifications/progress", %{"progress" => 3, "total" => 10}

  



  
    
      
    
    
      assert_resource_updated(uri)


        (macro)


        
          
        

    

  


  

Asserts that a server listen/2 follows broadcast a change of the
resource at uri (Sake.Server.resource_updated/2). uri is a
pattern.

  



    

  
    
      
    
    
      await_task(client, task, timeout \\ 5000)



        
          
        

    

  


  

      

          @spec await_task(Sake.Test.Client.t(), String.t() | map(), timeout()) ::
  {:ok, map()} | {:error, term()}


      


Waits until a task (a task map or its ID) is no longer working, and
returns it as tasks/get does then: input_required, completed,
failed or cancelled. It wakes when the task's status changes, not on
a timer. {:error, :timeout} after timeout ms.

  



    

  
    
      
    
    
      call_tool(client, name, arguments \\ %{})



        
          
        

    

  


  

      

          @spec call_tool(Sake.Test.Client.t(), String.t(), map()) ::
  {:ok, Sake.Client.ToolResult.t()} | {:error, term()}


      


See Sake.Client.call_tool/3.

  



    

  
    
      
    
    
      call_tool_async(client, name, arguments \\ %{})



        
          
        

    

  


  

      

          @spec call_tool_async(Sake.Test.Client.t(), String.t(), map()) ::
  {:ok, Sake.Client.ToolResult.t() | {:task, map()}} | {:error, term()}


      


See Sake.Client.call_tool_async/3.

  



  
    
      
    
    
      cancel_task(client, task_id)



        
          
        

    

  


  

      

          @spec cancel_task(Sake.Test.Client.t(), String.t()) :: :ok | {:error, term()}


      


See Sake.Client.cancel_task/2.

  



  
    
      
    
    
      close(client)



        
          
        

    

  


  

      

          @spec close(Sake.Test.Client.t()) :: :ok


      


Ends the client.

  



  
    
      
    
    
      complete(client, ref, argument, value)



        
          
        

    

  


  

      

          @spec complete(
  Sake.Test.Client.t(),
  {:prompt, String.t()} | {:resource, String.t()},
  String.t(),
  String.t()
) :: {:ok, map()} | {:error, term()}


      


See Sake.Client.complete/4.

  



    

  
    
      
    
    
      connect(server, opts \\ [])



        
          
        

    

  


  

      

          @spec connect(module(), keyword()) :: Sake.Test.Client.t()


      


Connects a client to server, a Sake.Server module, in memory. See
the module documentation for the options. Raises when the server
refuses the connection.

  



    

  
    
      
    
    
      get_prompt(client, name, arguments \\ %{})



        
          
        

    

  


  

      

          @spec get_prompt(Sake.Test.Client.t(), String.t(), map()) ::
  {:ok, map()} | {:error, term()}


      


See Sake.Client.get_prompt/3.

  



  
    
      
    
    
      get_task(client, task_id)



        
          
        

    

  


  

      

          @spec get_task(Sake.Test.Client.t(), String.t()) :: {:ok, map()} | {:error, term()}


      


See Sake.Client.get_task/2.

  



  
    
      
    
    
      list_prompts(client)



        
          
        

    

  


  

      

          @spec list_prompts(Sake.Test.Client.t()) :: {:ok, [map()]} | {:error, term()}


      


See Sake.Client.list_prompts/1.

  



  
    
      
    
    
      list_resource_templates(client)



        
          
        

    

  


  

      

          @spec list_resource_templates(Sake.Test.Client.t()) ::
  {:ok, [map()]} | {:error, term()}


      


See Sake.Client.list_resource_templates/1.

  



  
    
      
    
    
      list_resources(client)



        
          
        

    

  


  

      

          @spec list_resources(Sake.Test.Client.t()) :: {:ok, [map()]} | {:error, term()}


      


See Sake.Client.list_resources/1.

  



  
    
      
    
    
      list_tools(client)



        
          
        

    

  


  

      

          @spec list_tools(Sake.Test.Client.t()) ::
  {:ok, [Sake.Tool.Spec.t()]} | {:error, term()}


      


See Sake.Client.list_tools/1.

  



    

  
    
      
    
    
      listen(server, opts \\ [])



        
          
        

    

  


  

      

          @spec listen(module() | Sake.Test.Client.t(), keyword()) :: :ok


      


Records the broadcasts of server (a Sake.Server module, or a client
connected to one) for assert_list_changed/1 and
assert_resource_updated/1, from now until the calling process ends.
Only the broadcasts made by the calling process and by the processes it
started (a tool the test called, a task) are recorded, so concurrent
tests do not see each other's. shared: true records every broadcast
of the server, from any process: for a broadcast from a process the
test did not start, in a test with async: false.

  



    

  
    
      
    
    
      mcp_connect(server, opts \\ [])



        
          
        

    

  


  

      

          @spec mcp_connect(module(), keyword()) :: Sake.Test.Client.t()


      


connect/2 under another name, for a test that imports
Phoenix.ChannelTest too, whose connect macro clashes with it:
import Phoenix.ChannelTest
import Sake.Test, except: [connect: 1, connect: 2]

client = mcp_connect(MyApp.MCP, scope: user)

  



  
    
      
    
    
      ping(client)



        
          
        

    

  


  

      

          @spec ping(Sake.Test.Client.t()) :: :ok | {:error, term()}


      


See Sake.Client.ping/1.

  



  
    
      
    
    
      read_resource(client, uri)



        
          
        

    

  


  

      

          @spec read_resource(Sake.Test.Client.t(), String.t()) ::
  {:ok, [Sake.Content.t()]} | {:error, term()}


      


See Sake.Client.read_resource/2.

  



    

  
    
      
    
    
      refute_asked(method, params \\ quote do
  _
end)


        (macro)


        
          
        

    

  


  

Refutes that the server asked such a thing (see assert_asked/2) so far.

  



  
    
      
    
    
      refute_list_changed(kind)


        (macro)


        
          
        

    

  


  

Refutes that such a change (see assert_list_changed/1) was broadcast so far.

  



    

  
    
      
    
    
      refute_notification(method, params \\ quote do
  _
end)


        (macro)


        
          
        

    

  


  

Refutes that the server sent such a notification (see assert_notification/2) so far.

  



  
    
      
    
    
      refute_resource_updated(uri)


        (macro)


        
          
        

    

  


  

Refutes that such a change (see assert_resource_updated/1) was broadcast so far.

  



  
    
      
    
    
      session(client)



        
          
        

    

  


  

      

          @spec session(Sake.Test.Client.t()) :: Sake.Client.Session.t()


      


The client's Sake.Client.Session as it is now, for Sake.Client itself.

  



  
    
      
    
    
      set_log_level(client, level)



        
          
        

    

  


  

      

          @spec set_log_level(Sake.Test.Client.t(), String.t() | atom()) ::
  :ok | {:error, term()}


      


See Sake.Client.set_log_level/2.

  



    

  
    
      
    
    
      start(opts \\ [])



        
          
        

    

  


  

      

          @spec start(keyword()) :: :ok


      


Starts what Sake needs when the application does not start {Sake, ...} in the test environment: the stream registry (for listen/2, a
legacy server's requests, and tasks) and tasks. What already runs is
left alone. Call it once, in test/test_helper.exs:
Sake.Test.start()
tasks: takes the Sake.Tasks options, or false for none.

  



  
    
      
    
    
      update_task(client, task_id, responses)



        
          
        

    

  


  

      

          @spec update_task(Sake.Test.Client.t(), String.t(), map()) :: :ok | {:error, term()}


      


See Sake.Client.update_task/3.

  


        

      


  

    
Sake.Test.Client 
    



      
A client of Sake.Test, from Sake.Test.connect/2.
It names the process that keeps the client's Sake.Client.Session
between calls, so a test need not thread the session through; the
process is linked to the one that connected, and ends with it.
Sake.Test.session/1 returns the session, for Sake.Client itself.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Sake.Test.Client{pid: pid(), server: module()}


      



  


        

      


  

    
Sake.JSONRPC 
    



      
JSON-RPC 2.0 messages as MCP uses them: requests with a string or integer
id, notifications without one, results, errors, and batches (legacy
revision 2025-03-26 only).

      


      
        Summary


  
    Types
  


    
      
        id()

      


    


    
      
        parsed()

      


    





  
    Functions
  


    
      
        code(name)

      


    


    
      
        error(id, code, message, data \\ nil)

      


    


    
      
        notification(method, params \\ nil)

      


    


    
      
        parse(batch)

      


    


    
      
        request(id, method, params \\ nil)

      


    


    
      
        result(id, result)

      


    





      


      
        Types


        


  
    
      
    
    
      id()



        
          
        

    

  


  

      

          @type id() :: String.t() | integer()


      



  



  
    
      
    
    
      parsed()



        
          
        

    

  


  

      

          @type parsed() ::
  {:request, id(), String.t(), map()}
  | {:notification, String.t(), map()}
  | {:response, id(), map()}
  | {:error_response, id() | nil, map()}
  | {:batch, [parsed()]}
  | {:error, :malformed}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      code(name)



        
          
        

    

  


  

      

          @spec code(atom()) :: integer()


      



  



    

  
    
      
    
    
      error(id, code, message, data \\ nil)



        
          
        

    

  


  

      

          @spec error(id() | nil, integer(), String.t(), term()) :: map()


      



  



    

  
    
      
    
    
      notification(method, params \\ nil)



        
          
        

    

  


  

      

          @spec notification(String.t(), map() | nil) :: map()


      



  



  
    
      
    
    
      parse(batch)



        
          
        

    

  


  

      

          @spec parse(term()) :: parsed()


      



  



    

  
    
      
    
    
      request(id, method, params \\ nil)



        
          
        

    

  


  

      

          @spec request(id(), String.t(), map() | nil) :: map()


      



  



  
    
      
    
    
      result(id, result)



        
          
        

    

  


  

      

          @spec result(id(), map()) :: map()


      



  


        

      


  

    
Sake.Protocol 
    



      
The protocol revisions Sake speaks, the _meta keys the protocol
reserves, and the identifiers of the authorization extensions.
Revision 2026-07-28 is the modern era: stateless, one request at a time,
the protocol version and the client capabilities in every request. The
three earlier revisions are the legacy era with an initialize
handshake and a session.

      


      
        Summary


  
    Types
  


    
      
        era()

      


    


    
      
        revision()

      


    





  
    Functions
  


    
      
        auth_extension(atom)

      


        The identifier of an authorization extension: :client_credentials
(io.modelcontextprotocol/oauth-client-credentials) or :enterprise
(io.modelcontextprotocol/enterprise-managed-authorization).



    


    
      
        era(revision)

      


    


    
      
        legacy()

      


    


    
      
        meta(key)

      


    


    
      
        modern()

      


    


    
      
        negotiate_legacy(requested)

      


        The legacy revision to serve a client that asked for requested: the
requested one when Sake serves it, otherwise the newest legacy revision
(the client then decides whether it can speak it).



    


    
      
        supported()

      


    


    
      
        supported?(revision)

      


    





      


      
        Types


        


  
    
      
    
    
      era()



        
          
        

    

  


  

      

          @type era() :: :modern | :legacy


      



  



  
    
      
    
    
      revision()



        
          
        

    

  


  

      

          @type revision() :: String.t()


      



  


        

      

      
        Functions


        


  
    
      
    
    
      auth_extension(atom)



        
          
        

    

  


  

      

          @spec auth_extension(:client_credentials | :enterprise) :: String.t()


      


The identifier of an authorization extension: :client_credentials
(io.modelcontextprotocol/oauth-client-credentials) or :enterprise
(io.modelcontextprotocol/enterprise-managed-authorization).

  



  
    
      
    
    
      era(revision)



        
          
        

    

  


  

      

          @spec era(revision()) :: era() | :unknown


      



  



  
    
      
    
    
      legacy()



        
          
        

    

  


  

      

          @spec legacy() :: [revision()]


      



  



  
    
      
    
    
      meta(key)



        
          
        

    

  


  

      

          @spec meta(atom()) :: String.t()


      



  



  
    
      
    
    
      modern()



        
          
        

    

  


  

      

          @spec modern() :: revision()


      



  



  
    
      
    
    
      negotiate_legacy(requested)



        
          
        

    

  


  

      

          @spec negotiate_legacy(term()) :: revision()


      


The legacy revision to serve a client that asked for requested: the
requested one when Sake serves it, otherwise the newest legacy revision
(the client then decides whether it can speak it).

  



  
    
      
    
    
      supported()



        
          
        

    

  


  

      

          @spec supported() :: [revision()]


      



  



  
    
      
    
    
      supported?(revision)



        
          
        

    

  


  

      

          @spec supported?(term()) :: boolean()


      



  


        

      


  

    
Sake.Schema 
    



      
Builds JSON Schema 2020-12 from arg declarations and validates arguments
against it.
The validator covers what the declarations emit: object properties,
required, additionalProperties, the primitive types, enum, arrays of
one type, minimum/maximum, minLength/maxLength, pattern, and
default. It never fetches a $ref.

      


      
        Summary


  
    Types
  


    
      
        arg()

      


    


    
      
        type()

      


    





  
    Functions
  


    
      
        build(args)

      


    


    
      
        header_entries(schema)

      


        Every x-mcp-header reachable through properties only, as {name, path} pairs. Unlike header_paths/1, a name used twice appears twice,
so a check for duplicates sees it.



    


    
      
        header_paths(schema)

      


        Header name → property path for every x-mcp-header reachable through properties only.



    


    
      
        valid_header_name?(name)

      


    


    
      
        validate(schema, input, opts \\ [])

      


        Validates input (string or atom keys) against schema. Returns the
arguments with atom keys for declared properties (undeclared properties
keep their string keys when the schema allows them, so client input never
creates atoms), defaults applied, and nil for absent optional properties.



    





      


      
        Types


        


  
    
      
    
    
      arg()



        
          
        

    

  


  

      

          @type arg() :: {atom(), type(), keyword()}


      



  



  
    
      
    
    
      type()



        
          
        

    

  


  

      

          @type type() ::
  :string
  | :integer
  | :number
  | :boolean
  | :any
  | {:array, type()}
  | {:enum, [term()]}
  | {:object, [arg()]}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      build(args)



        
          
        

    

  


  

      

          @spec build([arg()]) :: map()


      



  



  
    
      
    
    
      header_entries(schema)



        
          
        

    

  


  

      

          @spec header_entries(map()) :: [{String.t(), [String.t()]}]


      


Every x-mcp-header reachable through properties only, as {name, path} pairs. Unlike header_paths/1, a name used twice appears twice,
so a check for duplicates sees it.

  



  
    
      
    
    
      header_paths(schema)



        
          
        

    

  


  

      

          @spec header_paths(map()) :: %{required(String.t()) => [String.t()]}


      


Header name → property path for every x-mcp-header reachable through properties only.

  



  
    
      
    
    
      valid_header_name?(name)



        
          
        

    

  


  

      

          @spec valid_header_name?(term()) :: boolean()


      



  



    

  
    
      
    
    
      validate(schema, input, opts \\ [])



        
          
        

    

  


  

      

          @spec validate(map(), map(), keyword()) ::
  {:ok, map()} | {:error, [%{path: [String.t()], message: String.t()}]}


      


Validates input (string or atom keys) against schema. Returns the
arguments with atom keys for declared properties (undeclared properties
keep their string keys when the schema allows them, so client input never
creates atoms), defaults applied, and nil for absent optional properties.
With absent: :omit, an absent optional property with no default is left
out instead, at every level (objects in arrays too): the arguments are
what the client sent, and a tool tells a property the client left out
from one it sent as null.

  


        

      


  

    
Sake.Server.Session 
    



      
Legacy session IDs are signed tokens that carry the negotiated revision,
the client capabilities, the log level logging/setLevel last set, and
a random nonce. The server stores nothing per session.
The nonce is the session's identity: a re-minted ID (after
logging/setLevel, or when the ID gets old) keeps it, so the session's
GET stream and its resource subscriptions follow the session across
renewals.

      


      
        Summary


  
    Types
  


    
      
        session()

      


    





  
    Functions
  


    
      
        mint(secret, revision, capabilities, log_level \\ nil, nonce \\ nil)

      


        Mints a new session ID; nonce is the identity of an existing session being renewed.



    


    
      
        renew(secret, session, log_level)

      


        Re-mints session with the same nonce and the given log level.



    


    
      
        renew?(map)

      


        Whether the ID is old enough to be re-minted on the response.



    


    
      
        verify(secret, id)

      


    





      


      
        Types


        


  
    
      
    
    
      session()



        
          
        

    

  


  

      

          @type session() :: %{
  revision: String.t(),
  capabilities: map(),
  minted_at: integer(),
  log_level: String.t() | nil,
  nonce: String.t()
}


      



  


        

      

      
        Functions


        


    

    

  
    
      
    
    
      mint(secret, revision, capabilities, log_level \\ nil, nonce \\ nil)



        
          
        

    

  


  

      

          @spec mint(binary(), String.t(), map(), String.t() | nil, String.t() | nil) ::
  String.t()


      


Mints a new session ID; nonce is the identity of an existing session being renewed.

  



  
    
      
    
    
      renew(secret, session, log_level)



        
          
        

    

  


  

      

          @spec renew(binary(), session(), String.t() | nil) :: String.t()


      


Re-mints session with the same nonce and the given log level.

  



  
    
      
    
    
      renew?(map)



        
          
        

    

  


  

      

          @spec renew?(session()) :: boolean()


      


Whether the ID is old enough to be re-minted on the response.

  



  
    
      
    
    
      verify(secret, id)



        
          
        

    

  


  

      

          @spec verify(binary(), term()) :: {:ok, session()} | :error


      



  


        

      


  

    
mix sake.stdio 
    



      
Serves a Sake.Server module over standard input and output, for a
client that launches the server as a subprocess:
mix sake.stdio MyApp.MCP
The task compiles and starts the application without writing to
standard output (Mix's own messages are silenced, and the default
Logger handler moves to standard error), then runs Sake.Stdio.run/2
until standard input closes. Compiler warnings and errors still go to
standard error.
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